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DEPARTMENT OF HOMELAND SECURITY 

UNITED STATES SECRET SERVICE 
WASHINGTON, D.C. 20223 

Freedom of Infonnation Act & Privacy Act Branch 
Communications Center 
245 Murray Lane, S.W., Building T-5 
Washington, D.C. 20223 

Kevin Poulsen 
Wired. Com 
520 Third Street 
San Francisco, CA 94107 

File Number: 20130322 

Dear Requester: 

Date: \Ii l',j 'J 0 I", t.. 

This is the third interim release in response to your Freedom of Information ActIPrivacy Act 
(FOIAIP A) request dated January 14 2013, and received by the United States Secret Service 
(USSS) on Februru.y 4,2013, for information pertaining to Aaron Swartz. 

Enclosed are approximately 406 pages of responsive documents and two compact disks and one 
video disk from Secret Service records. In efforts to provide you with the greatest degree of access 
authorized by law we have cons.idered the reference material Wlder the FOlA regulations Title 5 
U.S.C § 552 and/or the PA reguJlations, Tjtle 5 U.S.C. § 552a. Pursuant to the Acts exemptions 
have been applied where deemed appropriate. The exemptions cited are marked below. 

An enclosure to this letter explains the exemptions in more detail. 

rgj If this box is checked, deletions were made pursuant to the exemptions indicated below. 

o (b) (1) o (b) (4) 
~ (b)(7)(C) 

o (b) (2) 
[8J (b) (5) o (b)(7) (D) 

Section 552 (FOIA) 

o (b) (3) Statute: 
~ (b)(6) 0 (b)(7)(A) 
o (b) (7) (E) 0 (b) (7) (F) 

Section 552a (Privacy Ac~ 

o (b)(7) (B) 
o (b) (8) 

o (d)(5) [8J 0)(2) 0 (k)(l) 0 (k)(2) 0 (k)(3) 0 (k)(5) 0 (k)(6) 



FARON PARAMORE! (GPA) 

f,.: !(=),(bUn!£> l(b)(6),(b~(~~C) tomall.houslt.gov] 
lent: By, IIty 01, 201 :61 AM 
To: FARON PARAMORE (GPA) 
88jIct: RE: U.S. Secret service - Swar1z briefing taday. 

2157 Raybum. Yes, I',. the contact now thad(b~(~r.-1is out. A bunch of tffJ IUYs are out, so 
I'm coverln, a lot. Give ill call if you neelan'Ythinl 1n advance. J(b)(6),(b)(7)( I 
·····orll1nal Mlssagaw • w • w 

FrGdI: FARON PARMt!JRE (GPA) [malltol(b)(6),(b)(1)(C) ~USSS.dhS.gov] 
Sent: FrldaJ' February 81, 2813 le:5~ AM 
To: 1(6)(6).(b)(j(C) I 
Subject: U.S. Secret Service w Swartz brief!ng today. 
IlIIportlnce: tt:l.gh 

Good Mornln~@8~". I hope you are well. 

!(b ....... }(6 ..... 11b ..... )(7-x:-e)~, I just received an email fr~(~X8),l1nfOf'ftlinl !lIE! that he was out of the office today 
and that you would be our POe for the Grlering this afternoon at 1pm. 

Sir, can you plelse advise where we should Meet you for the brief1n. at lpm. 

Thanks much. 

Faron. 

Faron K. Paramore 
Deputy Assistant Director 
Office of Con,ressional Affairs 
United States secret service 

·····Orig1n.l Message-----
FrOIII: FARON PAftAQE (GPA) 

~:,~~,.ry 81, 2613 18:28 "" 

Cc: A (GPA) 
Subject: U.S. Secret Service - Swartz brlef1n, today. 
IlIpOrtance: Hip 

Good Mornin.~~~~~)(b) Ihope you art well. 

lust left you I volc. mall. 

~;~~(b) 'couPle of thin,s. 

1) Can I plelse set the buildln. and roo. , of where the briefin. will be held today. 

1 
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2) When you hive a chance, can you please live me a call OR let me know what Is I good t11e 
to contact you conc,rntnl the 6E issue. 

Our Chtef Counsel's offic. has ~J~) 
~J(5J 

It is my underst.ndins that OQO will not be participating with the brief1n, this aft.rnoon. 
That their briefing May takl pllce at I liter tbd time. 

Respectfully, we (USSS) will provide information on our investigation. We will nat speak to 
..tters that fall under DO'"s purview. 

Alain, 1 think you will be pleased with the information Wt Will p~1de. 

Thanks much. 

Faron. 

Faron K. Par8MOre 
Deputy AsSistant Director 
Office of Consresslonal Affairs 
United States Secret Service 

Ph: 

All .-mail to/from this account is subject to official review and is for official use only. 
Action May be taken in response to any inappropriate use of the Secret Servlce t s e-mail 
5YSt... This e-Nal1 may contaln information that is privileled, law enforcement sensitive, or 
subject to other disclosure limitations. Such information is loaned to you and should not be 
further disseminated without the permission of the Secret Service. If you have received this 
e-mail in error, do not keepl use) disclose, or copy it; notify the sender iMmediately and 
delete it. 
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FARON PARAMORE (OPA) 

'rom: "lit: To: 
Co: 
lubjtct: 

HI Faron, 

1(b)(8),(b)(7)(C) DmalJ. house.gov) 
Monday, January 28.20139:25 AM 

i.~RAMORE (GPA) I(b 8 C) I 
: ng 

TMnks for the mess.... Hope you hid • nic. weekend IS well. 

As for the 6E mnoems, public reports Indicate that the char,es were dropped (see below frQm the LA. TImes). 

We Ioak forward to seeln, you on friday. 

ThInks, 

Feds drop charges against late Internet activist 
Aaron Swartz 
Federal prosecuton in Boston have dropped charges against Internet acti\list Aaron Swartz after his death. 
(Michael Francis McElroy I New York Times via Auociated Press I January 30~ 2009) 
By Jes$ica Guynn 

January 14.20U, 10:38 a.m. 

PeKInl prosecutors in Boston have dropped charges against Internet actiYist Aaron Swartz. 

Swartz, 26, was found dead. Friday in his New York 8pIrtment. He apparently had banged himself. 

Proseeuton filed the notice of dismissal on Monda)'. 

Swartz's family blamed his death on Itprosecutorial overreach. II 

The U.S. att.omcYs office could not be reached for comment. 

Fodera! prosecutors alleged Swartz used MlI'I computers to illep1l)' ~ millions of academic articles 
tbrouah the JSTOR database, I subscription service for scholarly articlos. He was indicted in 2011 and WIll 

scheduled to ao to trial on 13 counta ineludiDa computer Jiaud. Swartz facod the possibility ofmillions of 
dollars in fiDes and up to 35 years in prison. 

The c:uo WIS seen as a ahowdown pi1tina the lovemmcnt and commercial inteJacs alainst lawnet "freedom 
tipters." 
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MIT President L. Rafael Reif on Sunday appointed Hal Abelson, a professor of computer science and 
maineering and a fouadina director ofCtcative Commons and the Free Software Foundation, to "lead a 
1hotouab analysis of MIT's involvement." 

As news spread over the weekend of swartz'S death, the Web collectivelY mourned (or a brilliant young 
technologist and activist who wanted to set the world's information free yet could never ncape his own demons. 

Confided one ftienct "rm not surprised that this is how his life ended. and I bet many others feel the same way. 
So s~ be had so much potential and not enough joy in his life." 

Swartz was just 14 when he helped ClUte RSS, a tool that ctistn'butes online content. He was one of the 
tOUD<lcrs oftbe social DeWS site Reddit, wbich was bought by Conde NaSI. But he was best known as an activist 
for Uee and open access to the world's information. 

"Everything he did wu aimed at world-dumsins aud at activism. II said friend and historian Rick Perlstein. 

Now hi. death is boina used to question aovemmentt, aggreaive criminal prosecution of Internet activists. 

Anonymous allciCdb: hacked M1Ta website and left a tribute for Swartz: "We do not consign blame or 
rosponsibiU1Y upon MIT for what baa bappencid, but caU for all1hose feel heavy-heam:d in their proximity to 
thia awfulloSB to acknowledge instead the responsibility they have-·that we an have -to build and safepard 
a future that would make Aston proud." 

"';;~'-FARON PARAMORE '(GPAj ·[;~·i;tl; I(b)(e).(b)(7)(C) 

~~~~~r 25, 2013 l:,g PM 

SUbject: RE: Briefing 

Good aftem.oonICb)(6),(bl hope you are well. 

I~S.dhs.gQV] 

Friday, Pebruary 1, 2013 at lpm .hould work well for us. 

.-...... -.. "" ...... -" .. ,.. .. "" .. , ... ~, .. , ............... --- .. .. 

1~~l~!l.(6) Iwe have absolutely no problem cOIIIing up to provide the briefing. 

OUr SO.ton Office is touching ~.e with the OS Attorney's Office up there, to see where 
we are with ~y 6B G~.nd Jury materiale. If they diemi •• I drop the charges then I thig~ 
it would lUke t.he ~. iaaue "9'0 away" and it would not he a C:OX1Cern at aU. 

Thank. much, hope you have • pleasant weekend. 

Paron. 

Paxon X. hralllOre 
Deputy Aaeistant Director 
Office of Congressional Aft.i~. 
united States Secret Service 

Ph l Main line 
Direct line 
Cell 

~(~2~02~)~4~06~~~S~7~'O~ 'ax 

2 
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HI Faron, 

Thanks for your "otcemln. 

We would like to schedule the brittin, for 2/1/2013 at 1:00 p.m. at our offices. We will provide further information 
about the specific room. 

Please let tne know If that WOrks. 

Sincerely, 

I~~~~\(b) I 
~;··FARON'P.iRAM·ORE (GPAJ··[m;!it~r.:b-':){=6)~,(b~)(:=7)~{C::-) ---,l@uW:(ihS:g;j-··e.. .......................... -......... . ........... : ...... ' .. " .... '. ~. 

sent: Thursda~ January 17, 2013 12:11 PM 
::1~~)(8),(b)(7f I 
$abject: RE: 6rfeflng 

Good. aftemooni(b)(6),(b I hope you are well. 

Thanks fer the email. 

Sure tblug. be back in touch 800n. 

'l'haDks. 

Faxon. 

Fa~on K. Pax~more 

Deputy Assistant Dixector 
Otfice of congre •• ional Affair. 
VDlted St~teB Secret service 

Ph: 

HI Faron, 

• • . .. ... . ~ ~ V . ' . ' .. . .. 

11lanlcs far speakl,.. with us about the brtttln,. PlllS8let us know when you hlVt further Information. 

1 
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•• OUM 0 epNltentativet 
Committee on Owenipt and GovemmlDt Reform 
Damn J..., ClWnnan . 

l(b)(8),(b)(7)(C) I 

AU HUiI toIftom this ~unt is subject to offlcia1 review and is for official use only. Action may be talcea in 
response to any inappropriate use of the Secret Service's e-mail system. This.mail may CODtain information 
that is privileBecJ.law enforcement sensitivo, or subject to other disclosure limitations. Such jnformation is 
loaned 10 you and should not be further di88CIDinated without the permission oftbe Secret Service. If you have 
received this e-mail in error, do not keep, use, disclose, or copy it~ not~ tho sender immediately and delete it. 
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FARON PARAMORE (GPA) 

'rom: lint: 
To: 
Co: 
8ubjtot: 

l(bl~~,(b)(1)(CL 
orney Visor 

U. S. DEPARTMENT OF JUSTICE 
m:t~~in'R~lIftslative Affairs 

S ). ov 

·····Origin.l Mass ••• ••• •• 
FroIII: FARON PARAMORE (GPA) [milUt91(b)(8),(b)(7){C) ~USSS.dh$.gqv] 

~~~~r~li!1 J.nu.r:~t:u.~113 ~'59 AM 
Cc C8~ b 7:C) fijlg! _ S. lOY 
Subject: U. S. Secret Service • Aaron Swartz CIS. out af BOston 

Goad Morn1", MsH!1(e)., l harM you are well. 

Mil· am, my name is Faron K. ParMOre. I serve .s the Deputy Assistant Director 1n the Office 
of con.,-essional Affairs for the U.S. Secret Service. 

Last Thursday afternoon (1/17/13) I was contacted by a Ittr (b)(6),(b)(7)(C) professional staff 
with the House OVersiaht & Govern_ant Refor'll COIII1IIittee (Ma orlt)' Sta • Churman Issa) , 
request1n. to receive I brieflna froM the U,S. Secret service reSlrdlnl our ~le I 
lnvestlSat10n of the Aaron SN.rtz case out of Boston, MA. 

~.~~ at your convenience would it 6. possible far me to live you a call to discuss this 
utter. 

Thank you very much for your time. 

Flron k. ParallOre 
Deputy Asslst,nt Director 
Office of Consresslonal Aff.irs 
United StlttS Secret Service 

Ph: f~ ~-56Z/j 1111. 11 •• 1(6 ~( X )(T) I ~~ Une 

(262) 486-5748 FIX 
1 
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, " 

Note the JSSI CGmmlnts towards the end of the article httPi1Ithehill.cpm/blo,s/hillicon­
yaUgy/technoloBy/2777e?-1ustlce"d,ptrtment-defends-prosecution-of-acth1st-swartz 

• PrlYious TJX hlekinl clse - Simi prosecutor .nd the IUSpect also committed suicide: 

http:/~.da11vmail.co,uk/new$Lart1cle-2262831/Revtaled~AaroD·Swartz-prosecytor-drOVf­
b,cker-sulclde-2ee8-named-,yber-c~ime-casc·html 

All .-.. 11 to/~ this account 15 subject to offici.l review and 15 for official U58 only. 
Acti.on .'Y b. taken 1n response to any inappropriate use of the Secret Service t 5 e-mail 
syst ... This ..... 11 1liiY cont.in infof'mltion thlt 15 privUqed, law enforcement sensitive, or 
subject to other disclosure l1m1tations. Such 1nfonnation is lOlned to yCM.I and should not be 
further dlssllll1nlted without the perlllission of the Secret Service. If you have received tll1, 
.-.. U in error, do nat keep, use .. disclose, or copy it; notify the sender ll1111ttdlately and 
delete it. 
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FARON PARAMORE (GPA) 

From: 1';)(!!)(7j(C). bHQ.DHS.GOVI 
8tnt: UI '/. anuary 22, 2013 11:03 AM 
To: FARON PARAMORE (OPA) 
lubjtcl: RE: From TIme.com: Alron Swartz'1 Suicide Triggers Response from Top U.S. Lawmakers 

checklnt 

'Fn;~: FARON PARA. MORE (GPA)'[;;iJ;e)(6),(b)(7)(C) ~~d;;:pi~· .... ,·~·'.w'h"''''' •• ''' _ r, January 22, 201310:53 TOil:: l c:c: . LYNO R 
SUbjKt: RE: From Tlme,cxwn: Aaron SWlrtz's Suicide Triggers Response from Top U.s. lawmIkers 

kbJtl,(b~ Hoe. xms OLA bave any concerns with us pz:ovid~ u. a brldin9' to the OGR STAPP on 
8 lINe? 

NOT.!: We (USSS) will ONLY talk about our role in inveatigating thie c.... We will NOT 
_peak to any aspect of "plea Agreements'" etc. 

Thx. Faron 

Paron It. hz:amore 
Deputy A8eilt.nt Director 
Offige of CODgre,sional Affairs 
united St.tea secte~ Service 

p;;~~rbi(inb)'d)(c) rmaUtQllb)(A),Ml~nHQJJHsJiOYl -.. - -.: ..... ........ " . ............ ----- .... ............... . 
Sat: Tuesday, January 22, 2013 10:41 AM 
Toz FARON PARAMORE (GPA) 
SUbJ8Ct: RE: From Time.CX)fn: Aaron swartz's Suicide Triggers Response from Top U.s. Lawmakers 

HI Faron-

I hope you 4Ire resting from the wonderful and what seemed to be a well coordinated lnaUlur.tlon, I apa'0Sf2ed.1 told 
you friday I would send YDU my POts for OoJ Congessronal (below). m an atty and wot1($ln all areas of OoJ where , 
believe~mav spetlali1e In I.iclt drugs but both shoukl be able to point you In the right direction. 

fri.~m ~:~:: 

1 

274 



Good. afternoon 1(§)(8),( I hope you are well. 

@8!!'o' Ijuac ld~ you a via. 

OVIZ the la.t yea~ aQ4 a ~.lf ouz Boaton Pield Office I New BngLan~ Electronics Cximee 
!alle Pore. w .. working a ~ r:.... OUr Su.peat was a Mr. Aaron Swartz',. LoIS9 ato,.y 
.h~t - swart. killed hi.self about a week ago. Hia federal trbl waa suppose to .tart 
in a month 0: 10. 

MOW, there have been n\lWlerous aJ:t.icle. on the web about bow the ·Fe~eral GoV't" was heavy 
benc1e4 in th1. case, 

Late yester4ay afternoon I received a call from Chairman IISl'. staff requesting to 
receive a briefing po •• ible next week. 

WaDt to lIIake lure DBS is in the loop on what actually happened. 

Al.o j we will need to coordiDate with DOJ eongr •• lional Affairs on thi.. The OSSS will 
om.y ~e.k to our role in this case. DOJ (The U. S. Attornye j 8 Office hal a l:>ig part in 
tbis alao}. 

S.e links below. 

'l'haMs. paron. 

Faron E. Paraaore 
Deputy Aseiatent Directo~ 
Office of Congressional Affairs 
UDite4 States Secret Service 

Ph: (202) 406-56'6 Katn line 

1(6)(8),(6)(7)(C) ~!~~ct line 

(~02) 406~57.0 Fax 

Faron, 

Here are 50IIII8 - - see attached. 

Also· Hr. are 8 couple lIIOf'e thin,s th.~~8!tJrfOU"d: 
.• Note the ISSI COMMents towards the end of the .rtlcl~ 

http:/,thehl11.cQm/blQRs/hl111con-yalleyltechDoloMy/2777e9-1ust1ce-department. 
defends·prosecut1on·of~actlv1st·5wlrtz 

• ke\rlou. TJX bac:k1ng ~. - Saa prosecutor u4 the IJUapect alao cOIDIIlitted 
wiclclel 

httR:/lwww.d&ilY!Ail.oo.uk/new$/article-2262831!Revealed-Aaron-Swartl; 
I?ro8eoutor-drove .. ba,~~1cide-2(10B.nalned-cyber-oriR\e·cal!le,html. ' 

Let us know what else you neerr. 
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F;;;;~&1~~'J(::A)---
Se~: Thursd~ lanyary 17, 2813 1: 391 PM . 
To: ~b){jj),(b)(7lC _ _ GPA) 
Subject: FW: From TiM.com: Aaron SWartz' 5 Suldde Tr:l.Ker, Response frCII Top U.S. LNI'Iakers 

http://crooksand11ars.com/karoll/unanswerad-question-why-was-secret-service-

http://www.justlcf·8oV/Ulao/m./news/2el1/luly/SW,rtzAaronPR.html 

-···~OrlI1nel Messale----­
FI"OIII: FARON PARAMORE (GPA) 
Sent: Thursda January 17, 2813 1:35' PH 
To b 8 b 7 C (GPA) 
Cc: A I L AMS (GPA) ;1""(b'"')(81ft"),"r(6}nI(7~XC"')"""'i(GPA)J(b)(6).(bX7)(C) I(GPA) 
Subject: FW: Fraa T1~.cOl: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers 

1(~)(6j,(6) I can you pull dONn any / all article, you can f1nd on the 1nternet concern!n, this 
IUY 

Mr. Aaron Swartz. 

Iss.·s office just called and ,re look!n. for a br1efing tbd time next week. 

Thx. Faron. 

Faron k. Paramore 
o.puty Assistant Director 
Office of Consressional Affairs 
UnltH states Secret Service 

Ph: 

·····orisinal Mes5ale··-~~ 
Frail: EDWIN DONOVAN (GPA) 
SInt: ThursdlY, January 17, 2813 12:54 PM 
To: HUGH OlI4LEAW (INV); JANE MURPHY (INV); PAUL MORRISSEY (GPA); LEE FIELDS (lNV)i J<*ATHAN 
BARTLE" (em 
Cc: C) (GPAUlb){6),(bR7RCi i(GPA);I(b8S),(b)(7)(C) I(GPA)i FARON 
PARAMORE (GPA); GPA)j LYNDA WILLIAMS (GPA) 
Subject: From T me.cae: Wirtz's Suicide Trillers Response fro. Top U.S. Lawmakers 

Attlched is an article fro. Time.co. dilcussina Aaron swartz's suicide and reaction from SOl! 
lllllbers of Conlress. . 
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..... ... . 
Link to artiel.: http://bulln.S5.t1mt.cam/2813/e1l16/a.ron·swartzs·sulc1de-tr1alers· 
respons.-frQI·u5·1~kersl 

AIle-mail to/1n)m this accoUDt is IUbjeet to official review and i. for official UIe only. Action may be tIkea in 
rnpoDSe to any inappropriata use of the Secret ServIce's e-maU~. Tbls .mail may COQtain infonaation 
that is privilaaed. law enfoJoemcnt sensitive, or subject to o1ber disclollD limi1atiou. Such information is 
Ioaed to you ad mould not be fUrther dilllll1iDated without the pcmdaaioa oftbc Secret Service. If you have 
received this e-mail in enor, do not keep, use, disclose, or copy it; JIOtity the Sender immediately and delete it 

I 
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FARON PARAMORE (GPA) 

Fft)m: 
.... t: 

1,!(1b)(Y(C) IHQ.DHS.GOVl 
ay. anuary 22. 2013 10:4 AM 

To: 
lulJ)tct 

FARON PARAMORE (GPA) , 
RE: From Tint.com: Aaron Swartz's Suicide Triggera Reaponae from Tap U.S. Lawi'naktrl 

HI Ftron-

I hope you are restln, from th~ wonderful and what seemed to be a ~ordlnated Inauguration. Ilpo\ozized. J told 
you Friday I would send you mv POCs for OoJ Congressional (below). () an attv and works in II areas of DoJ where I 
b.II.~ay spedallze In .lHelt drugs but both should be able to po nt Vou In the right c;tlredlon. . 

I~W8).(b)(7) ~USdQI.goV 

1(6)(8),(6)(7)( J"sdol.IOY 

From: FARON PARAMORE (GPA) [~IJta(b)(6),(b)(1)(c) ~usss.dhs.9cw-]---- _ __ ....... ..... ""n""' ..... ,-_ .. -

=mI(~Tgfay 18, 20133:40 PM 

Cc: PAAAMORE mON K 
SUbject: From T1rne.oom: Aaron SWart2's SUICIde Trfggers Response from Top U.S. lawmakerS 

Goo4 afternoon l(bUaM I hope you. an well. 

1!!J8!!.,.1 just left. you a vITA. 

Over the laat year and a half ou% BO~ton Field Office I Hew England Blactronics Crimes 
Task Porc. wae wOZ'k~D9' a cyJ)er ca... OU1;' Su~ct was a Mr. Aaron SWiU.'t z· 8. LoCng .tory 
abort - swart. k!lle~ hi~.lf about a week ago. His federal trial wal .uppo.e to start 
in a m=t.h or 80. 

NOH, th~e bave been numerous &rticlea on the web about how the ·Pederal GQv'tn was heavy 
handed in this c •••• 

Late ye.te~y afternoon I received a call trom Chairman 188"'8 .taff requesting to 
receive a briefing possible next week. 

W-.at tQ make sure DHS ia in the loop on what aotually happened. 

Also, we will nee~ to coordinate with DOJ COngressional Affaira on this. The USSS will 
ONLY speak to o~r role in tbis ea.e. DOJ (The tr. s. Attornye' s Office hal • big part in 
this aleo). 

Pie ••• give me a call when you have & UIOI'Ient 80 1 can brief you. 

Bee linka below. 

Thanke. Farem. 

Paron X. Para1llOre 
Deputy ~.i.tant Director , 
otfice of CDngre •• lonal Affaira 
united St. tel Secret Service 
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~~~~~~ 

bect line 
ell 

...... (b)(6).(b)m{C) tGPAi .. .. .. •· .. · · · N'H.W ... .. . .. , .... .. ---.~- • • ~- . .. . .. ........ """ ....... . ..... . .... --'---'----...,., . . .... . -

lent: TIutdIy, January 11, 2013 1:46 PM 
1'0: FARON PAAAMORE (GI¥\). 
ca LYNDA WIWAMS (GPA)J~r(b"")(8!ft":).""'(b'"'X1r-"!XX~CC) --. ""'[GPA)f(b)(6).(b)(7)(C) . tGPA)J(~)(6)1{b)(1) 
~ FW: From T1mt.am: Jiron SWi1Zi suraae TI1ggers Response from Top U.S.1:iWiiiiJijii 

kGPA) 

Faron" 

Hlira are SCJH - - see attached. 

Also - Here Ire a couple .are thi"ls that IWfi(b) /found: 

• Note the Issa COIIIIIMInts tOWllrds ~ .nd of the article 
httpillth,hill.cgmtb12l!lh!111cqn·yalley/technoiogy/277719-1ustlc,-department­
dtftQds-pros.cytion-of-actiy1st·swirtz 

• l'reviOWl TJX bac:JtiDg cue - 8_e prolMlcut.or -= the 8\U,peet also COICIitted 
wid,clef 

l\ttp,II'tfWW.dililuail.co.lJJ(,/news/atticle-2262831/Revealed-Aaron-Sw!lrta­
f!O.eeutor-drove-backer-8uicid~-~OoeMnam.d.sYb6r-crime-oa.e.htm! ( . . . 

Let us know what else you need. 

http://c~sandllars.cam/karolilunanswered-quest1an-Wh~-Nls-secret.servlce. 

----4Or1l1n.l Me5S118----­
FtOII: FARON PARN10RE (GPA) 
senti Ibur~Ut "icary 17# 28U 1:)5 PM 
To: ~D)(8f.(b)(i)(c} . (GPA) . 
Cc: LYNDA WILLIAMS (GPA)i IlbV8Hb\{71(¢H(GPA);"'j(b~X~6)~,(b~)(7")(T.(C~)-"'"I (GPA) 
Subject: FW: Fr'OII TiM.cGIII: Aaron swartz's Suicide Trillars Response frOli Top U.S. L-.kers 

R§8!Mb) I can you pull down any I 111 articles you clln find on the tnternet concern!na this 
IUY 

Hr. Mron $Martz. 

15sa'S office just called and are 100kinl for a brlef!nl tbd time neKt week. 

2 
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, . 

Thx. Flron. 

Flron k. PerallOre 
Deputy Assistant Director 
Office of Con,ressional Affairs 
united States Secret Service 

Ph: 

-----ariI1nal Mess .... ·.·­
Fran: EDWIN DONOVAN (GPAl 
Sent: Thursday I January 11, 2813 12: 54 PM 

'. 

To: HUGH DUNLEAVY (INV)i lANE foIJRPHV (INV); PAUL MORRISSEY (GPA); LEE FIELDS (IHV); JONATHAN 
BARTLm ~ID) 
Cc :k6\M\ it> '\Im f ,~ 1~@(6)'(b)'71{C) J( GPA) ; l(bR6Hb\(7)(C) I (GPA) j 1(6)(8),(6)(7)(0) k GPA); FARON 
PARAMORE (GPA);I(b (. 7) . (GPA) ~ L VNDA WILLIAMS (GPA) 
Subject: From Time.com: Ai.ron Swartz's Suicide TrilBlrs Response from Top U.S. Lawmakers 

Attached is an article from TiM. com discuss In. Aaron Swartz' 5 suicide and reaction from sOllIe 
members of (onaress. 

Link to Irticle: http://business.t1me.com/2813/el/1f/llron-swartzs-suiclde-tri8lers­
responsl·from-us-lawmakers/ 

All e-mail tolftom this account is subject to official review an.d is for official use only. Action may be ·taken m 
mponse to any inappropriate use of the Secret Servicels e-mail system. This e--mail may contain mfonnation 
that is privileged, law enforcement !lensitive, or subject to other disclosure limitations. Such infOnnation is 
loaned to you and should not be further disseminated without the pcnnisaiOD of the Secret Service. If you have 
reQeiveci this e-mail in error, do not keep, use, disclose, or copy it; notifY the sender immediately and delete it. 

3. 
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FARON PARA¥QRE (GPA) 

,",Inks. 

FREDERICK SELLERS (lNV) 
ThUl'lday. Janu.y 17. 2013 2:12 PM 
FARON PARAMORE (GPA) 
R.: ArIIcItIrwgMf.ng Aeron SwIrtz 

_ . . ......... ........ , ..... . ......................... t.~ .... ·A .. ·~.·J' .... y" .. .,.·.· .. ·y~·.w .. ,,,.· .. ·• "r" ",'Y" • 0' ............ - --..,..,-.. __ • 

.... : FARON PARAMORE (GPA) 
lent: TtwrsdIy, January 17, 2013 02:11 PM Eutem StancI.rd TIme 
To' ~H ~~VY (INV); FREDERIOC SElLERS (IHV) 
c4ib b) I(GPA); EDWIN DONOVAN (GPA)i PAUL MORRISSEY (GPA) 
SUbject: Artfdes regdng AIron swartz 

Quot .. from •• veral Kill folka in the BI1o1o cUp ]:)elolil. 

"aron. 

p .. ron 1(. kruore 
Deputy ~i8tant DixeQtor 
Of~lc:e of COngT ••• ional Affaira 
United St.tea Secret Service 

Fram: GPA) 
s.m u , anuary 17, 2013 1:46 PM 

-------------_._---

To: FARON PARAMORE (GPA) 
Clc: LYNDA WlWAMS (GPA)i ~B6~X6ft"),(r'l6)~(7rn)(C~) -..,I(GPA~(b)(6)fb){7)(C) kGPA)J<b)(6),(b)(7)(C) lGPA) 
Subject: PH: From Tlme.cxxn: Aaron swartz's Suicide lifggers Response fiOm Top u.s.l:iwmagrs 

Faron, 

Nere are some •• see attached. 

Also· Here are • couple IIOre thinss that Kb)(6), found: 

• Note the Iss. ca.aents tONards the end of the article 
http://thehill.co./bloBS/h111icon~valley/technology/277789-justlce.department -
4efends.prosecution·of·activist-swartz 

• Previou. TJ.X hacking ca.e - Bame prosecutor «ad the suspect alao committed 
au.ic14e1 

htt»lllwww.~i~11.co.uk/new./artiele-2262$31/Re~~d-Aa~~~ 
~~s~cutor- drove-hAok~r-suici~e"2008-n«med.cybei-crime-c&S6.~tml 

Let us knoN whit else you need. 

thinks, 

.... , .. : .... , 
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l®(e),(b)(7) I 

;;.;j&'U~tlt=;; .. -
Sertt· ~"~1"/8~ 1ilary 17 ~ 2813 ~: 39 PM 
To !,b)( ,(b « _ GPA) 
Subject: FW: From Time.com: Aaron swartz's Suicide Trillers Response from Top U.S. Law.akers 

http://craatsandllars.com/karol1/unlnswerld-question-why·wls·secret-se~ce· 

http://NNN.justice.gov/usao/ma/newS/2811/July/SwartZAaronPR.html 

---··or181nal MlSs.,.-·--­
Fram: FARON PARAMORE (GPA) 
Sent: Thur~, January 1" 28U 1: 35 PM 
To:Rb)(8Ub)(VL) l(GPA) 
Cc: LYNDA WILLIAMS (GPA)S (,(b ( GPA) (b) 6).( (GPA) 
Subject: FW: FrotI'I Tlme.com: aron wartz's u c e r sgers esponse froll Top U.S. LaMllakers 

l(b)(6),(b)(7! tin you pull down any I all articles you can find on the internet ~oncern1nl this 
8uy . 

Hr. Aaron Swartl. 

IS5.'S office just called and Ire look!nl for a briefinl tbd tile next week. 

Th)(. Faron. 

Faron Ie. ParlllON! 
Deputy Assistant Director 
Office of conlresslonal Affairs 
united Stites Secret Service 

Ph: 

-----Gristnal Messa8e·-··· 
From: ErMIN DONOVAN (GPA) 
Sent: 'Tbursday, lanuary 17, 2813 12:54 PM 
To: HUGH DUNLEAVY (INV); JANE UPHV (INV); PAUl. K)RRISSEV (GPA); LEE fIELDS (00); lONAnwi 
BAR~ItM~Il'Mr--., 
Cc: ,)( )( ) G C GPA) ;1(b)(8),(b)(7)(C) ! (GPA) ;1(b)(6),(b)(1)(C) KGPA) j FARON 
PARAMORE (GPA) 1 (b ( ,(b ( ( P ); lYNDA WILLIAMS (GPA) 
Subject: From T .C~; Aaron WIrtz's Suicide Trillers Response froM Top U.S. Law.akers 

Attached is In article fro. T1Ne.co. discuss!"1 Aaron Sw.rtz's suicide and re.ctlon from some 
MelbeI'S of Conlress. 

Link to article: http://bus1ness,time.cOl/2813/81/16/ •• ran-swartzs-suicldt·trlI11rs­
r8sponle·frol·us·lawllkers/ 
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81r, hIIre you go. 

ThaDk. much. 

Paron It. Paramore 
Daputy Assistant nireetor 
Office ~f Congrea8iooal Affairs 
Vhite4 Statea Secret Service 

Ph: 

.' 
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'IOUII")' 29. 2OJ3 

sAle - Boston Field Office 

Aaron Swartz lnvestiga&ion 

AD - Office of lnvOltlptions 

UNITED STATU GOVERNMENT 

memorandum 
U.S. Secret Service 

775,210 
1-102·775-60011 ()'S 

Refenlnoe is made to the multiple telephone and electronic mail conversatioDs reprding the 
above subject case. in particular dJe January 22,2013. request by DAD Huah Dunleavy~ 
Office of Invatiptions. for additional infonnatlon reprding the criminal invntJptlon of 
Aaron Swartz. . 

. Further refomlce is mado to tho multiple us Secret Smvice Investfaative Reports In cas. 
nu~ber J.] 020-775-6007J O-S. The below information is beina provided as a brief outline in 
said QSC 18 it rol_ to the criminal investigation. The DepartmeN of Juatioe and the US 
Attomey"s Office, DiJtrlct ofMaasadrusetts,. is the appropriate entity to colUluit in reference 
to the proseootion and court proceediDp ja this case. 

Avop iWll1llvwtlc.p BasJggpUd 

1t_-U·2010 

Late durinS the night ofSeptem~ 24, 2010. an unidentified indivlduat registered his 
computer on MusadluJetts Institute ofTedmologys (MIT) campus and obtained a guest 
account Oil MIT's computer network. The individual did oot provide his true identity at this or 
sny subsequent time, and neither MIT pcnonne] nor law enforcement otrlCCl'S knew the 
individual's name until hia arrest montl1s later. The individual resistered. his computer by 
specit)iDs hb name as "Gary Host," a pseudon)'lll, and his e-mail address as 
poat@m1ilinitcr.com, a diapoaable e-mail address by virtue of its requirina no jnitial e-mail 
registration and keeping DO records of e.mail acceas, Belote usigning the computer an 
lntcmet Protocol (IP) adcIrwsI, MIT's network automlticaUy colloc1led the COmpiurl owner· 
created name - "post laptOp" - and the unique IdeDtifyina number associated with the 
~puter's Internet netwodting hardware, known as the computer's Media Acwss Control 
(MAC) address. These ItO stendIrd J08in and communication procedures. 

MItts D)'Damic Hoat CoIlfisuration Protocol (DHcp) computer server then used • standard 
Intemet protocol to auisn the inctividlllJ an IP addras (18.55.6.215) for UIII while on the 
network. The network kept record. oldie computer's l'I8istratlon information. its IP and Its 
MAC acIdmses. TItcM Ieeorcb are lCItUf.rd MJlputer-nctwortcina ~rds. and did not 
include lIlY computer commU1ds that the individual typed in or ran, OC' any data that the 
computer downloaded . 

. S ... 21. 2110 



The day after rcaisterins 1he ~ laptOp," tile unldeadfied individual used the 4aJholt 
laptop" to systematically acce8I and rapidly download III ClttraoMibary volume of articles 
from JSTOR (short for Journal Storap, is 8 digital library founded in 1995. OriaiDally 
conllining digitized beck issuu of aeademic journals, it now .lso irwludes books and primary 
S01UCos, and Wlftftt iuues of journals) by uainl a software propm that sidestepped 
JSroR's computerized limits OD the volume of each Ulet'l downloads. The downloads and 
requuta for clownIoadI ~ 10 numeroua. rapid, and massive that they impaired the 
performance of JSTOR'. computers. 

A. JSTOR, and then MIT, beQame aware of these downloads and problems. bDth attempted to 
b~k the individual's computer fl'OlD further communications. On the evenina of September 
25.2010, after IUtTering bundreda ofdlouaands of downloads from the ghoIt laptop, JSTOR 
temporarily ended the doWllloads by b10ckins network IIXIISS from the comPuter at IP address 
18.55.6.215. 

The next day, however, the ghost laptop's UHf obtained a new lP address from MIT's 
network, obansingthe Jutdiait in its IP address by one diptftom 18.55.6.215 to 18.55.6.216. 
This defeated 1STOR.'slP address block, onablilll the ghost laptop to resume furiously 
downJoadiDg articles from JSTOR. 'Ibis dOWDloadiDS continued untiJ the middle of 
September l6, when JSTOR. identified it and blocked communication from IP addres$ 
18.55.6.216 .. well. The September 2' and 26 downloads had impaired JSTOJ.'s computers 
and misappropriated significant portions ofits archive. Because the download requests had 
originated from two MIT IP addrases tbathad begbn with 11.SS.6-that is. 18.55.6.2IS and 
lS.S'.6.216 -SSTOR bepn blocking a broader l'IDge of MIT IP addmset on Septtmber26. 
The new block prevCD~ MIT resarcbers assigned MIT IP addrcaes 18.55.6.0 tbroush 
18.55.6.2S5 (as many as 253 computers) from pe.rfonnins reMUCh through JSTOR'a archive 
for Wee 10 four days. 

Septgber27. ;OIl 

When JSTOR notified MIT of the continuing problems; MIT barmcd the Mgbost laptop" fiom 
using its notwork u weD. To do this, MIT terminated the ghost Iaptop's guest registration IDd 
prohibited the computer, II identified by ita hlldware MAC address, from being assigncci a 
new IP address apin through the guest registration process. 

Octgbtr 2, 2010 

LesI than a week after JSTOR and MIT had barred the &host laptDp from communicating with 
their networks, the unidentified individual obtained yet another guest connection ror the ghoat 
laptop on MIT's network. Having recognized that MIT or JSTOR had blocbd his ghOIt 
laptop by recognizing its MAC address. the individual now manipulated the &boat laptop's 
MAC address to mlalCid MIT mto believing that be wu a DeW aDd different pst ~ _bet .. 2010 

The unidentified iDdividuaI conneded a second computer to Mrr'. network and crated 
another guest account UfinB pseudoll)'ml simil .. to thote he had uacd with the .. shoat Japtop". 
He registered the new computer UDder the IUIIIIC "Grace Host", a tempol'llY email addras of 



aholt42@mailinator.com, and a computer client name or"ghost macbook. " 

Oetobtr" 2010 

The unknown individual activated the ghost laptop and tbe gboat macbook fD download 
JSTOR's Ilticlu once apin. Th., downloads came so fast and numerous tbat the individual 
again sipifiQJldy impaired che operation of some of 1STOR's computers. 

Once again. MIT could not identify who wu controllJna theso computers or where tbey WOte 

physically located, and JSTOR could not isolate the interloper to a consistent IP addrns that 
could be bJocked. Consequendy, JSTOR blocbd 8CQeU by and to every computer ulilll an 
MIT IP address campus-wide for approximacoly three days, again depriving lClitimatc MIT 
users from accessin.lSTOR'. services. MIT blocked computers DSing the ghost laptop's ad 
the pOit macbook'. MAC addresses as weJl. 

Nevertheless. between the end ofOctobor aod Ianuary 6, 20J J, the unidentified hacker 
obtained at least three IJffW IP addresses and assigned his tOmputer two new MAC addresses. 
He 1110 moderated the speed oCtile downloads. which made them less noticeable to JSTOR. 
The cxfiltration of JSTOR'8 wllect10n was· nonetheless extreme. During this period. the 
Individual downloaded well over I million of JSTORts articla. 

Because the backer had modified the speed ofrus downloads. JSTOR did not notice his latest 
downloads until around December 25. 20] O. Once detected, howevar, JSTOR provided MIT 
with the backer·s latest 1P address. NoW that MITts network security penonneJ. bad a more 
robust set of network tools. they could consult network traffic [outing records and 1rKe the IP 
address back to a goncrete physical location on campus. 

Juga 4.2011 

An MIT network security analyst traced tho hacker's If address to a network switch located in 
a buomen.t wiring closot in MIT's Building 16. BoUdin! 16'5 street level doors have no­
tmpasslng sips posted on them. The wiring closet II prote~ by a pair of locked steel 
doors. The closet is generally locked. but at that time its lock ~ld be forced by a quick jerk 
of itI double doors. When MlT personnel entered the ~Ioset. they found a cardboard box with 
a wire leading from it to a computer network swicdl. 

Hidden under the box was the shoat laptop, an Acer·bnnd laptop, connected to a 5eperlltC 

hard drive for excess storago. The network cable amneoted the laptop to the network switch, 
thus ,Mng the laptop Internet access. The laptop's direct connection to the network switch 
was lUlusual because MIT does not COJ1nect computers directly to those switches. 

LAW ENFORCEMENT IS NOTIFIED 

Juga 4.2011 

MIT penonnel called the Mrr Police to tho scene, who, In tum, caUed a USSS New England 
Electronic Crimes fidltlme Task Force Officer (fFO) dll'eCtly. The TFO is • Detective from 
CambridF Police. Three memben of the task fon:e rospoDd to the sccne. a USSS Special 



Agent, a Boston Police Detective who is a ftliitime TFO and the Cambridge Police TFO who 
received the call. A Cambridge Police Crime Scene Unit was summoned to the scene for 
processIng. Over the course of the moming and early aftemoon of January 4th, MIT and law 
enforcement officers collaboratively took several steps to identify the perpetrator and leam 
what he was up to: 

(I) Cambridge Police crime scene specialists fingerprInted the laptop's interior and exterior 
and the extemal hard drive and its enclosure; 

(2) MIT placed and operated a video camera inside the closet, which, as discussed below, 
later recorded the hacker (subsequently identified as Aaron Swartz) entering the wiring closet 
and perfonning tasks within it; 

(3) The Secret Service opened the laptop and sought to make a copy of its volatile memory 
aka Random Access Memory (RAM), which would automatically be destroyed when the 
laptop's power was turned otT, but the effort resulted in their seeing only the laptop's user 
sign-in screen; 

(4) MIT connected a second laptop to the network switch in order to record the laptop's 
communications, a type of recording often referred to as a ·'packet capture;" b)( : u e 

( ) 

(5) Beginning on January 4,2011, MIT agreed to provide, and later provided, the Secret 
Service copies of network logs pertaining to the ghost laptop and ghost macbook between 
September 24,2010 and January 6, 2011, some of which records were provided consensually, 
the remainder of which were provided pursuant to a SUbpoena. 

By mid-day on January 4th, MIT and law enforcement personnel had completed their initial 
crime scene investigation. Experience led them to believe that merely removing the hacker's 
computer equipment would more than likely result in his renewing his efforts elsewhere. So, 
rather than take the hacker's equipment away, MIT and law enforcement instead restored the 
closet to its initilll appearance upon discovery, and monitored who entered the closet and 
handled the laptop. MIT installed an IP camera in tho closet to accomplish the monitoring. In 
this way, the hacker would not necessarily know that his criminal tools had been discovered, 
his identity might be uncovered, and he could be stopped. 

Within an hour of their departure, the unidentified hacker returned. After entering the wiring 
closet and shutting the doors behind him, the hacker replaced the hard drive COMCCted to the 
laptop with a new one he took from his backpack, and then concealed his equipment once 
again underneath the cardboard box. This activity was captured by the video camera that was 
installed inside the wiring closet. 

Ag .... made aodratioa to the US Attomey's Of1ice, District of Massachusetts, 
reprdlal the facti of the iRvestiptioa. 
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· . 
Jgp"f·21J1 

The unknown subject haeker returned to the wiring elORt yet apiD. This time, wonied about 
boiq identified, the backer covered hiJ face with hi. biC)'l'lc bo1met as he entered the closet 
Once Inlide and with the door olosocl, the hacker disconnected tho J.ptop and placed it, the 
external hlnl drive. and the network oablo in his blCkpeck. AI be left. he "lin hid his flKlC 
wflh hil bicycle helmet. ThiJ activity wu allO captured by the eaniera installed within the 
wiring closot. By Jinuary 6, 20 II, the backer had downloaded. major portion of the six to 

seven million articles then contained in JSTOR's digitized database. 

Shortly after 2:00pm on January 6, 2~11, MIT Polico!<b)(6), tS)(6).(bJ(78C)!who had been 
involved in the investigation, was headinS down Maaaachusetts Avenuo within a mile of MIT 
w n he MIDtted a bicyc:le.r who lookecllike the backer cauaht on the wiring closet video. 

(b ( ,( identified himself as a police officer. After a brief exchange, the individual 
dropped bis bib to the cround and ran away. The individual wu chased, apprehended. 
arrested, and sublO'luently identified as Aaron Swam. During a seareh incident to arR8t 
Cambridge poUt:e found a USB storage drive in Swartz's backpack, whlcb they seized and 
stored as evidence. 

ApproximateJ)' an hour llW', MIT technical staffused computer routing and addMssing 
recorda CO locate Swartz', ghost laptoP' and hard ddvII in the Student Information ProteSling 
Board'. office in MIT's student center. Law cnfotcemcot found the equipment on the floor 
under a desk connecting it 10 tbe MIT network. The equipment Was subsequently soizal and 
stored IS evidence by Cambridp Polioe. Aaron SwarIZ was cIwpd by tho Commonwealth in 
a mimiMJ (lomplaint alleging Breaking and Botering into MIT's property with intent to 

commit a felony, and was subsequeDtly indicted by • Massachusetts grand jury for tho sarno 
charge along with the theft of JSTOR's olectronicalJy processed or stored data. and accessing 
a ~putet system without authorization. 

Febra,a fa 2011 

The Seem Service applied for and subloquently obtained a federaJ search wanant for Aaron 
Swartz~s apartment, loeatcd at 950 MlSlachuaetts Avmue in Cambridse. 

"" Febo.n U.2011 

Agents and a Task Force Officer executod the federal seardt wamnt on Swartz', residonce. 

Immediately a~ tho seateh oftbc reaidence wu completed a second federal aearch wanant 
was applied tor and issued for Swartz's worksite. That search Wll'l'lDt was executed on 
Swartz's work address, 124 Mount Auburn Street in Cambridp, Tho SaCra Center fbr Ethics 
at Jianlard Law Sohool. 

Febrpary U. 2811 

The Secret Scrvk:e obtained a fedcrailOlZdl wmant to Rize and aea",h tbc laptop, 1110 hani 
drive in the enclosure and the USB storage device that was being seeured within the 
Cambridge Police Evidence Unit. 
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'eb-" 21. 20tl 

The ovidw:e iJ tmnafcned from the Cambridge Police to the USSS Boston FlOld Off"ace 
punuant 10 the search wurant. 

MI! 1" lOU 

Swartz wu served in band, at his residence with. fodeml seizUle IUd forfeiture wamnt for 
the JSTOR. property in his poISesslon. Swartz refused to comply with the leder.1 seizure and 
fo~ture warrant. 

hI' 7,2011 

USSS BFO Agent responded to the Law Offices oCGoodc aDd Cormier. 83 Atlantic Ave 
Boston. MA. Attorney Goode was at the present time, Swartz's defense counsel. At that 
location USSS took custody of (4) four Hard Disk Drives (HDD) containing 8,989,635 
articles (PDP's) that had been downloaded from the JSTOR website through MIT's network 
by Swartz. 

July 14,2011 

Peden1 Grand Jury mums a true billasalnSt Aaron Swartz for Wire Fraud. Computer fraud 
and data theft. 

IUly 19, 2011 

Aaron Swartz is mestod and arraigned at the US Diatrict Court, District of Massachusetts in 
Boston-MA. 

Again, the above is beinI provided as a brief S)'IIOpsis of the criminal investiption involving 
AMon Swartz. Questions concemirlJ the above DIIybo directed to the cae agent, SA ... I _----' 

I land TFO I L Boston Field Office, New EnsJand Electronic 
Crimes Task Force. 

Steven D. Ricciardi 
Special Agent in Charge 

". 
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FARON PARAMORE (OPA) 

PftHn: 
lint: 

INV) . 
~~;Ijii_~1, 2013 11:29 AM 

To: 
Co: 

, ) ( EG) 
a v; ILL (LEG): HUGH DUNlEAVY (INV); FARON PARAMORE (GPA) 

J.102·77S-80071D-S - Final Draft of INV Requnted $wartz Invutlgatian Synopsis 
SWIftz INV aMf 1.29-2013.pdf 

MjteI: 
Attaohmtnta: 

Importlnoe: High 

!(bX8),( I 
Attached for oce review Is the BOS summary of the J·l02 .. 77S-600110-S Investigation. 
This summary wa$ offered to the USAO 80S for review and was declined. 

11m scheduled to appear before the House Oversipt &. Gov~ Reform Committee (OGR} Chalnnan ISA Stiff on Friday, 
February 1, 2013. 
sAle 80S advjse~ that the synopsis contains only 'nfonnation available in the unse.led lndldment of Suspect SWartz. 
Pend'nl your review, GPA win filcely push to Its OOJ counterPart. 

call wi questions. VIr Hugh 

_'--_~_-..1100 __ • _ _____ .. _ ...... _ .... . _. •. , .."v "yy-yU" yo-,a • • .".. ..... ........... ______ _ 

From: $TWEN RIcciAAoX (BOS) 
s.nt: Wednesday, January 30, 2013 9:53 AM 
To: HUGH DUNLEAVY (lNV) 
Cc: FREDERlOC SELlERS (JNV) 
SUbjec:tl Final Draft fI UN Requested Swartz Investigation SynopsIs 

SIr. 

Attached is the final draft of the Swartz investlption synopsis. If you have any questIons feel free to contact me or 
ASAlcI(b}(6),(bR7)(c) L1t 617/565-5640. 

s.v.n O. RIed.rdl 
$p8cW Alent In Ch.rp 
United StMeI Secret SeMel 
Bodon Fflid 0ftIa 
617/S15-5MO 
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FARON PARAMORE (GPA) 

.. rom: 

.... t 
To: 
Cc: 
WIjeat: 
~: 

HUGH DUNLEAVY (INV) 
Wldntlday, January 30, 2013 1;4$ PM 
FARON PARAMORE (OPA) 
HUGH DUNLEAVY (INV) 
Fw: FInII Draft of INV Requ .... SWIIrt& tnVlltfgatton SynopIiI 
swartz INY Brit' 1-28-2013.pdf 

-----'----____ • ___ _ . .. .. . .. . .... .. ....... .. , •• vyyv .. "' ....... _ ....... ___ ~ __ ...................... .. ,., .. .... ... ...... _ 

..... : STEVEN RICXlARDl (80S) . 
_: WednesdIy, lInuIry 30, 2013 09:53 AM EesI8rn SIIIndird TIme 
To: HUGH DUNLfAVY (JW) 
Cc: PREDSUCK SElLERS (lNV) 
MJa: Final DrIft (I JNV ReqUested swartz InYestIgatIon Synopsis 

SIr: 

Attached Is the "nil draft of the Swaru investl8lt1on synopsis. If you have Itrf questrons reel fret to contact me or 
ASAICllSX6l.CSU7)(C ilt 617/565-5640. 

StMnD ..... 
..... 1 AI- In ChIrIe 
Ul'litM StIleS SICNt SeMel 
IGIton field ona 
117/SUSMJ 
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FARONP~RE(GPA) 

FVI: 

FREDeRICK SEllERS (INY) 
WtdnHdly, JanLlllY 30, 2013 10:04 AM 
FARON PARAMORE (GPA) 
Fw: Anti DrIft of INV RequMted SWartz 'nvestIgItIOn SynGpIIa 
swartz INY Brtef 1 .. 21-2013.pdf 

,- - - -... . ..... ~N .... /~V,.··. ·· - ... ,- -'--
Fram: STEVEN RICCARDI (lOS) 
..-: Wednaday, Jan..-y 30, 2013 09:53 AM e.bIm SblndMll1me 
To: HUGH DUNLEAVY (INV) 
Cc: FREDElUCK 5!LlERS (INV) 
_lit: ...... Draft or tHY RequIItId Swartz IIMItIgItlon Synopsis 

SIr: 

AttiKhed Is the final draft of the Swartz Invest •• tIon synopsis. I' you have any questions feel free to contact me or 
ASAla<b)(8),(bX7)(C) Itt 617/565-S640. 

St8an D. Rlcdardl 
...,., Alent In Charp 
Unilld StIta Seem ServIa 
1oIto .. All. OffIce 
G7/HWI4O 
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FARON PARAMORE (GPA) 

From: 
lent 
To: 
Subject: 
~: 

FREDERICK SellERS (lNV) 
Tuesday. January 29, 2013 5:38 PM 
FARON PARAMORE (OPA) 
FW: Aaron Swartz Case INV Requeet 
SWartz INV Brief 1-2N013.pdf 

_-'--_'--____ ...... .... " •. . ... .. .,.,.,.", ... , . ,--,0,_- ••• _ __ _ __ • 

'nlllil HUGH DUNlEAVY (INV) 
sent: Tuesday, January 29, 2013 4:59 PM 
TOI dadlnv; Invsp 
Cc: HUGH DUNLEAVY (IHY) 
SUbjC: FW: .won SWartz Case INV Request 

, ......... I .. I .. IVN ". ~ ··· · •. ' •.•• __ _ • _______ .... .. .. •• " .•.. 

fro"" JONATHAN BAR11.m (aD) 
SMt: Tuesday, January 29, 20134;06 PM 
To: HUGH DUNLEAW (INV) 
SUbjtd: PH: Aaron Swartz Case INV Request 

F;.,.1(S~(8),(b)(7)(crtao) - ...... _....... .. 
lent: Tuesday, January 29, 2013 4:04 PM 
To: JONATHAN BARTtm (aD); EDWARD LOWERY (PlO) 
SUbjlct: FW: Aaron swartz case INV Request 

·F~(6)(6),(b)(7)(c) I (ClD) -_.. m ........... . .. 

Sent: Tuesda~ January 29, 2013 3:23 PM 
Toj(bK8),~)( ~) i'cIO)J(b)(6)'Cb)(1l(C) ICtO) 
CC~bR8J,(6J(7 ~t (a~DJ~~~~...J 

SUbJect: Aaron SWartz case INV Request 

Good att.moon, Please see attachment. 

think you, 

---.., . ..... . '''N",M' •• •••••• ----

------_~ . .. . . . . . . ... • , • • "Ii'. • •• • • _ •. • • _-_ •• _ . ____ .. . .. _ ........... _ • ••••• __ 
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Tod(b)(8),(b)(7)(C) I(CD) 
lubjec:tl RE: Aaron SWertz Cue 

Plel .. St. ettichtcl 
.. ... ... """"'v ...• ----- ..• ~ ... "' ..... ,~ . . ..... _;---..A. .. _ ........ . 

Good mornln& can 'Iou please lIVe me a caN reaardlng the INV request that was lint to your office yesterdlY reprdlns 
the above cue? 

Thank YOU. 

~. 
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FARON PARAMORE (OPA) 

from: 
Sent: 
To: 
Cc: 

FARON PARAMORE (OPA) 
Tuesday, January 29. 20139:46 AM 
HUGH DUNLEAVY (INV); FREDERICK SELLERS (IN~' JONATHAN BAAnm (t1fQl~~!ft-7r-""" QONNA?AHIII ~ Em: ~~CA WI! ~ IAtw'S (GPA);Kb)@\,(bk1)(c) [GPA)li'lli8),(bX7)! 
l{iijT~1~V3PA)J~(8M@tjic} JGPA) 
House OVn\ght & GoV't Reform Commi1l.ee (OGR) Chairman 1518 S1aff requlllt briefing this 
Frfd8y, Ftbrualy 1. 2013 at 1pm 

Subject: 

Attachmlnt:l: swatz Dismislal.pdt 

Importance: High 

Good Momingt hope you are well. 

Last night I was contacted by Mr (b)(6),(b)(7)(C) Professional Staff with the House Oversight & 
Gov't Reform Committee (Chainnan Issa sta, er) requesting to receive a briefing from the 
USSS conceming our investigative efforts in the Aaron Swartz case in Boston. MrJ(~)(6), I 
requested we provide the brieftng WI Friday, February 1, 2013 at 10m in their offiee 2!! 
Capitol HIU. 

The attendees at the briefing will be staff from the offices of the Members who sit on the 
Oversight & Government Reform Committee. There could be as many as 20 staffers in the 
room. 

MrI~~l~!1; Ihad already been contacted by OOJ Office of Congressional Affairs and advised that 
the)' will provide a briefing at a TBD date in tne future. I informed Mr.ne8!~, khat we were 
aware that the u.s. Attorney's Office in Boston had already dismissed the charges against Mr. 
Swartz as he is now deceased. I further advised Mr~~~g~?, Ithat we were still trying to clan IF 
-IF there were any issues or concerns regarding the 6.E material. LastlYt I informed Mr (b)(6), 

that we would ONL Y discuss our investigative efforts and that any questions that fell under the 
purview of DOl (proffers I plea agreements! etc.) would have to be directed I answered by 001. 
Mrl~~g!~,; !advised that he understood the USSS would ONLY discuss the investigative aspects 

of this case. 

Can INV please confirm your availability to provide the requested briefing this Friday, 
February 1,2013 at Ipm. 

Respectfully, 

Faron. 

Faron K. Paramore 
Deputy A •• i.tant Director 
Offiee of congressional At,fairs 
united States Secret Service 
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Pb: 

........ -... .. .., "' ........... . __ .. _--... - ... _ ................... . _. ___ ..... . . .. ~~~_ ....... . ......... _____ _ .~ ...... NN.·.· ..... ··•· 

.... ~ FREDE1UCK SELLERS (lNV) 
s.nt; Monday, January 28, 201312:13 PM 
Ta: FARON PARAMORE (GPA); HUGH OUNL!AVY (INV) 
SUIljtlct: FW: U.s. Attomev's OfftcB In Boston np charges agaInSt Aaron 9Nar1z. Please see article below. can we have 
8FO confirm with AUSA's affIce 

FYI: 
,_,_" ... _ ....... 0, ____ ., .. _ ........ , ........ _ •• , ••••• ,~,'~.~ •• ,~ •• J .... , ••••• , ...... • • •• • • • •• --. - - - -_._ •• ___ ~_ - ___ , __ ... - ________ •••• , ...... ,···w.·>hY\".r .. ...,.·u,···· .~-

FroM: S1CVEN RICCIARDI (80S) 
s.nt: Monday, JanUiry 28, 2013 12:05 PM 
TO: FREDERIC< SELLERS (1NV) 
SUbjId: RE: U.s. Atlaney's ornce In Boston drap charges against AIn)n Swartz. PteBse see article beIcrN. can we have 
BFO conftrm with AUSA's oftke 

Sir - Please see attached, SR 

Steven D. Ricciardi 
Special Alent In Cha'18 
United States Secret Service 
Boston Field Office 
617/565-5640 

.'"' • ••• , ...... .. ~ • ••• •• , .... , ... ... ..... . , ••• •• ... .. .......... . . . "-1. .. ........... . ~ •••. ~."( ........ ' ... " ... \ .. ." •• .1 ' ••••••• ' •••• ~ •• ··N.·.· ... ·~, ..... ·••· .. · ~,, ·· .. , ... , ............... --,---------~' 

From: FREDERI(]( SELLERS (INV) 
Sent: Monday, January 28,201311:58 AM 
TOI STCVEN RICCIARDI (BOS); HUGH DUNLEAVY (INV) 
cc: FREDERIC< sellERS (INV) 
SUbject: RE: U.S. AttorneYs Offic:e In Boston drop dlarges against Aaron SWartz. Please see ertlde below. can we have 
BFO amf\nn with AUSA's offtce 

Thanks Steve far the qukk response. If possible, at your convenience, can we get a scanned copy of the dismissal to 
assist with any ·potentlallt conversations wtth Chief Counsel? 

Again - Thanks I 

Fred Sellers 

----_._-.,... - _ .. _ .. _ ..... , ....... " ~ .. --.. '--.- .- _ ............ " ..................................... "" ... , ..... .." ... . 
PNm: STEVEN RICCIARDI (lOS) 
s.nt: Monday, January 28, 2013 11:26 AM . 
To: HUGH DUNlEAVY (lNV)i FREOeRlCK SB.lERS (!NY) 
Ccl JONATHAN BARnElT COD); FARON PARAMORE (GPA)J{b)(6).(b)(7)(C) taoS) 
SUbject: RE: U.S. Attornev's omce In BcISb:In drop charges against Aaron Swartz. Please see artfcle below. can we hive 
l!FO oonftrm With AUSA'$ otftce 

Huah It Fred: 

I was advised that the char,es hIVe been dismissed, which Is SOP, when .. defendant Is decelSl!d prior to the completion 
of JuclfNi Actfon. I have I copy of the Dismissal order. In this case, Mr. Swartz was lndkted (sealed) by a Grand Jury. 
Once there Is an Indictment It becomes public record. regulatfons retard"', Rule 6E pertain just to the Grand 'ury 
proceedll1J5.I@(5IIChlefCounsel'sOfficel ... (b_'t5_) ___________ -' 
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1 ... (b,.,)( __ 5)....,..~.,.-~~~~~~ ___ -'1 Let me know If you need anythins else, we should hatle the 
thron%a/cal outline to you very soon. 

Best reprds • StlVl 

Stften D. RtcdIrdI 
Spedll Altnt In cttarte 
united Stites Slent Samet 
IcIIton Ft.Id 0ffIct 
817/585-5140 

------ .. _ .................. _.. . - -- -_._-.. _ .. - ......... ~ ............. '*-----..:..-----
Prom: HUGH DUNLeAVY (1NV) 
s.nt: Monday, January 28,201310:31 AM 
To: STEVEN RICCIARDI (805) 
Cc: HUGH DUNLEAVY (lNV); JONATHAN .BARTLETT (aD) 
SUbject: Fw: U.S. AttDI'ne1s Oftlce In Boston drop charges agelnst Aervn sw.rtz. PleaSlSIe arUde below. can we have 
BFO amtIrm with AUSA's omce 
ImpoIt.nce: High 

Pisconflrm 
'" .I • • ,._·\. .... ·~ I .. V· ...... • ... •• .. - ••• _--'-________ .. . . . .. ~ .I 'fit. _~.,.w,.,., ... "'··'" ... 

Pram: FARON PARAMORE (GPA) 
s.t: Monday, January 28, 2013 09:31 AM EBst8m Standard TIme 
To: HUGH DUNLEAVY (1NV); FREDERICK SEU..ERS (INY); JONAniAN 8AR1l.ETT (CID) 
Cc: PAUL. MORRISSEY (GPA); FAAON PARAMORE (GPA); LYNDA WlLUAMS (GPA) 

----- -

SubJect: U.S. Attorney's 0ft'Ia! In Bo*m drop charges against Aaron Swartz. PIeese see arUde below. Can we have 8FO 
canllnn With AUSAls otrtce 

Good Morning everyone, hope you are well. 

please see article below. 

Looks like the us Attorney's Office in Boston dropped 
the charges against Aaron Swartz. Can we please have 
the Boston Field Office confirm this information. 

If - If this is correct I true, this would also nullify 
our concerns regarding 6E material - I think. 

Thanks. Faron. 
Faron X. Paramore 
D~uty Aa.i8tant nirector 
Office of coagre •• ional Affair. 
united State. Secret SOrvice 

pat (202) 406-5676 ~1n line 

l(b)(6),(b)(7)(C) I~!~~ct line 
(20~) 406-5740 Fax 
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Feds drop charges against late Internet activist 
Aaron Swartz 
Fedcnl prosecutors in Boston have dropped charges agaiut Internet activist Aaron Swartz after his death. 
(Michael Francis McElroy I New Yom TImes via Associated Press I January 30, 2009) 
By Jessica 0uyDn 

January 14,2013, 10:38 a.m. 

Federal prosecutors in Boston have dropped charges against Internet activist Aaron Swartz. 

Swartz. 26, was found dead Friday in his New York apartment. He apparently had hanged himself. 

Prosewtors filed the notice of dismiyal on Monday. 

Swartz's family blamed his death OD "prosecutorial overrea(:b.· 

The U.s. attomey's office could not be reached for comment. 

Foderal proaecutors alloaecl Swartz used MIT's computers to iUegallyaccess millions of academic articles 
throup the JSTOR database, a subscription senrice for scholarly articles. He was indicted in 2011 and was 
scheduled to 80 to trial on 13 counts including computer ftaud. Swartz faced the poSSloility ofmillioDl of 
dollars In fines and up to 3S years in prison, 

The case was seen as a showdown pitting tho aovemmalt and commetdaJ interests asmt Internet "fieedom 
tiahten.I

' 

MIT Pre5ident L. Rafael Rei! on Sunday appointed Hal Abelson. a professor of computer scieoce and 
eoaineerins and a founding director of Creative Commons and the Free Software Foundation~ to 'Ilead a 
thorough aoalysis of MiTts involvement II 

As nows spread over the weekend of Swartz's death, the Web collectjvl!1,y msmmed for a brilliant young 
tecbDologist and activist who wanted to set the world's information free yot could nev~ escape his own ~moDS. 

Cwtided one mend: "rm not surprised that this is how his fife ended, IDd I bet many othe!s feel the same way. 
So sad, he had so much potential and not enough joy in his life.' . 

Swartz 'WaS just 14 whm he helped create RSS, a tool tbaC distributes online content He was one of the 
founders of the social news site Reddit. which 'WU bousht by Conde Nast. But he waa best known as an activist 
for he and open access to the world's information. 

"Evel)'thing he did was aimed at world-cbaosing and at activism. .. said friend and historian Rick Perlstein. 

Now his death is beinS used to question government's aur-ivo crimiDal prosecution ofIntemct acdvistJ. 

Anonymous aU_iv back.~ MIT's website and left a tribute for Swartz: "We do not consign blame or 
respoDSibWty upon MIT for what has happened, but (lui for all those feel heavy-hearted in their proximity to 

4 



· . 
tbiJ awful lois to acknowledge instead the respoDlibUity they havo - that we all have - to build and Slfeprd 
a future that woulcl make Aaron proud.." 

s 
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FARON PARAMORE (OPA) 

'rom: 
.... t 
To: 

FARON PARAMORE (GPA) 
Monday, January 28,2013 12:31 PM 
1("~MC~~,,~~m~?~.&b:"";;~~~~--lC-AA-il-l (-clgrpJ(b)(6).(b)(7)(C) tGPA): 

U.S. Attofney'l Offtce In Bolton drop charges 'galnst Allro" SWanz. Pleasesae artIcte below. 
Can we have BFO oonlirm with AUSA's office 
8war1z OiIniIl8Lpdf 

Copy ot the Svartz c\bftlbo.l atucbed. 

JUlt: fyl. Faron.. 

Paron X. Paragore 
~PUty Auiltant Director 
Otfice of COftgrea.!anal Affairs 
United States 'Secret 5erviQ8 

Ph: 

._ .... _ ••• _ •••••• _ •• , .............. I' ......... ~ • .:. ................ ~ ,._ ••• •• • , •• • ~ _____ • ~_. ___ _ _ ••• _._ ••••• • ••• , ••• ••• , ••• ' ...... • h •• • ••• _ _ .... ___ .... .. ---'0 .... .. _ .. . ... . , .". ' 

From: fREDERICK SELLERS (INV) 
Sent: Monday, January 28,2013 12:13 PM 
To: FARON PARAMORE (GPA); ...,GH DUNLEAVY (INY) 
SUbject: FW: U.s. AttameYs Offtoe In Boston drop charges against AaftIn 5wIrtz. Please see ar1k:Ie below. can we hive 
BFO Q)nftrm WIth AUSA's offtat 

FYI: 

Froml STEVeN PJcaAADI (80S) 
Sent: Monday, January 28, 2013 12:05 PM 
To: fREDERICK SELLERS (JNV) 
Subject; RE: U.s. Attorney's Otnce in Boston drop charges against Aaron 9Nartz. Please see article befow. Can we have 
BFO conftnn WIth AUSA's afffce 

Sir - Please ~ attached, SR 

Sttven O. RJcclardl 
Spedal Alent 1n Charp 
United States Secret Service 
Boston ReId Office 
617/~S640 

.. . . . . . .... .. ..._ .... _ ._ • _ __ .. . ... .. -t"-..... _ ... ~ .~ .......... _..... ... ... . ....... 4 ....... ..... .. .. . J. ............... r .. ..... . .. . ~, .. . . .... .. ---

~r FREDERIC( SELLERS (INV) ' 
IInb Monday, January 28, 2013 11:58 AM 
To: mVEN RJCCtARDI (BOS); HUGH DUNlEAVY (INY) 
Cc: FREDERIC( SEU.ERS (INV) 
"*Jed: RE: U.s. AttDmI'($ OfIbIln BastDn drop charges against Aaron SWartz. Please see article below. can we tteYe 
IFO connnn with NJSA', office 

1 
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· . 

ThInks 5tM for the quick response. If possible, at your convenience, can we set iJ sanned copy of the dismissal to 
ISsllt with any «potential" convtrsatlons with Chief Counsel? 

Alarn ... ·Th.nksl 

Fred Sellers 
... _._ •• _ . ... 0' •• • ".<1. _" ..... " • .. _______ __ ..... ..... ,.:.-.•.. ""' ...... N. ..... ,,, •••••••• , •• --__ _ 

Prom: STEVEN RICCIARDI (80S) 
sent: Monday, January 28,201311:26 AM 
To: HUGH DUNLEAVY (ltN); FREDER1O< 5aLERS (INY) 
Ccr JONATHAN BARTLETT (00), FAAON PARAMORE (GPAi(b)(6),(b)(7)(C) taos) 
SUbjM:b Re: U.s. AttCmey's otnc:e In Boston drop charges against Aaron SWIrtz. Please see article below. Can we have 
8fO CDI"Iftrm with AUSA's omce 
Hush Sa Fred: 

I was advised that the charps have been dismissed, which is SOP, when ~ defendant is deceased prior to the completion 
of Judicial Action. t have a copy of the Dlsmlsul order. In this case, Mr. Swartz was Indicted (selled) by a Grand Jury. 
Once there Is an Indictment It becomes public record, regulations rs,erding Rule 6E pertain Just to the Grand Jury 
proceedings. !(6)(S) Ehief Counsers Officej{!)j(5j 

JeW5) I Let me know If vou~n.:.;.e~ed":""a~n-yt~h~ln~8~el:-se-, -w .... e ""I'sh-o-'ul:"'l"d 'l""ha-y,-e"!"l'th-e--...J 
chronofocical outl\ne to you very soon. 

Best reprds ~ Steve 

Steven D. RIcciardi 
51*111 Apnt In Charp 
Unltld states Secret Santa 
Boston field OffIce 
611/S65-H40 
-_ .• --_ -Jr.- ... __ ........... ___ , _ •• • ~ • ., •• _ • • __ ... ....... ~ . ~ .............. _ .... _ _ _______ • __ ~ .ao l,,,,_ • ., . ..A,' 

From: HUGH DUNlEAVY (lNV) 
s.nt: Mandav, January 28, 2013 10:37 AM 
To: STEVEN RICCIARDI (80s) 
CCt HUGH DUNLEAVY (lNV); JONATHAN BARTLETT (CIO) 
SUbjIct: FYI: U.S. AtlDmeys 0ffI0e in Boston ~ charges agaIrm Aaron Swartz. Please see article below. can we have 
8FO confirm with NJSA's off'Ic2 
1mpOttIIncw: High 

Pis conflrm 

Pnam: FARON PARAMORE (GPA) 
s.t: Monday, January 28, 2013 09:31 AM East4tm standartt 11me 
To: HUGH DUNlEAVY (INV); FREDERICK SELLERS (lNV); JONATHAN BARTlETT (CIO) 
Cc: PAUL MORRISSEY (GPA); FARON PARAMORE (GPA); L YNOA WlUlAMS (GPA) 
-.bject: U.S. A1tomey's omce In Boston drop charges against Aaron SWartz. Please see article below. can we have BFO 
conftrm With AUSA's offtc:e 

Good Morning everyone, hope you are well. 

Please see article below. 
2 
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Looks like the US Attorney's Office in Boston dropped 
the charges against Aaron Swartz. Can we please have 
the Boston Field Office confirm this information. 

If - If this is correct / true, this would alao nullify 
our concerns regarding 6E material - I think. 

Thanks. Faron. 
Paron K. ..ramore 
Deputy A •• !.ta~t Direetor 
Offiee of Congressional Affairs 
United States Secret Service 

)h: (202) 406~!61S Main line 
l(b)(5) I~!~~ct line 
(202) 406-S)40 Pax 

Feds drop charges against late Internet activist 
Aaron Swartz 
Federal prosecutors in Boston have dropped charges against Internet activist Aaron Swartz after his death. 
~lChael Fnmcis McElroy I New York Times via Associated PleSS 11anuary 30, 2009) 
By Jessica Guynn 

JII11I8I'Y 14.2013,10:38 a.m. 

Federal prosecutors in Boston havo dropped charges agaiDst Intemet activist Aaron Swartz. 

Swutz, 26, was found deed Friday in his New York apartment He apparently bad hanged himself. 

Prosecutors filed the notice of dismissal on MoJ1day. 

Swartz's family blamed his death on "prosecutorlal overreach.lt 

The U.S. attorney's oftlce could not bo reached for comment 

Pedeml proaecutors alleged Swartz used MlT's computers to illegally access millions of academic articles 
through the ISTOR database. a subscription service for scholarly articles. He was indicted in 2011 and was 
scbecluled to go to trial 00 13 counts includiq computet fraud. Swartz faced the possibility of millions of 
do1larsin tiDes and up to 35 yean iDpriJOn. 

The ClIO was SCCIl as I showdown pitting the government and commcrclal interests agaiDst Intemd tlftecdom 
tighten." 
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MIT President L. Rafael Rei! on Suuday appointed Hal Abelson, a professor of computer science and 
enginecrin& and a founding direc:tor of Creative Commons and the Free Software Foundation, to "lead a 
thorough analysis olMlT's involvement." 

~ news spread over the weekend of Swartz IS deaths the Web collectivelv mourned for a brilliant young 
technologist and activist who wanted to set the world's information free yet could never eSQj)e his own demons. 

Confided one friend: 'Irm not surprised that this is bow his life ended~ and I bet many others feel the same way. 
So sad, be had so much potential aDd not enough joy in his life." 

Swartz wu just 14 when he helped create RSS, a tool that distributes online content. He was one of the 
founden of the social news site Reddit, which was bought by Conde Nut. But he was best known as an activist 
for free and open access to the world's information. 

"Everything he did was aimed at world-cbanging and at activism," said friend and historian Rick Perlstein. 

Now his death is being used to question government's aggressive mminal prosecution oflnternet activists. 

Anonymous allejMly hacked Mrrs website and left a tribute for Swartz: "We do not consign blame or 
responsibility upon MIT for what bas happened. but call for all those feel htavy.hearted in their proximity to 
this awful Joss to acknowledge instead the fesPOIlSlDility they have -,that we all have -' 'to build and safeguard 
a future that would make Aaron proud," 
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FARON PARAMORE (GPA) 

Prom: 
lint 
To: 
Co: 
1ub)Ht 

FARON PARAMORE (BPA) 
Tuelday. January 22, 2013 1:05 PM 
PAUL MORRISSEY (GPA); JANE MURPHY (INV); HUGH DUNLEAVY (lNV) 
FARON PARAMORE (GPA); L VNOA W1lLIAMS (OPA) 
C" wI DOJ regarding Aaron swartz CMe' brieftng to Hause OvertIght & Gov't Reform 
commIttM 

60ad afteNIoon, hope you Ire well. 

Iconlutt v.;th outside ag.ncy. 

Thanks .uch. 

Faron. 

Faron K. Para.ore 
Deputy Assistant Director 
Office of Conlresslonal Affairs 
united states Secret Service 

Ph: 

1 

.. 
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FARON PARAMORE (GPA) 

From: 
8tnt 
To: 
co: 
8ubjHt: 

FARON PARAMORE (GPA) 
TU8 January 22, 201310:!59AM 

~~~~raAiusdOl.gov' 
hq.dhs.gov 

~~:....;n~"""rvIC8 * Aaron Swartz cae out of Bolton 

Good Morning Hs U~8~~iQ I hope you er. well. 

Ma'am, my n ... 1s Faron K. Paramore. I serve as the Deputy Assistant Director 1n the Office 
of Congressional Affairs for the u.s. Secret Service. 

Last Thursday afternoon (1/17/13) I WIS Contlcted by I Mrl(b)(6),(b)(7)(Cj I professional staff 
with the House Oversilht & Gove~t ReforM Committee (Majority Sta f - Chairman Issa), 
request1na to receive a br!ef!nl froM the u.s. Secret serv1ce relard1ng our role I 
investigation of the Aaron Swartz case out of Boston, MA. 

Ma'am,_at your convenience would it be possible for me to give you a call to discuss this 
matter. 

Thank you very much for your time. 

Faron K. Paramore 
Deputy Assistant Director 
Office of ~onlressional Affairs 
united States Secret Service 

Ph: 

Note the lssa comments towards the end of the article http://thehill.com/bloRs/hill1con­
vallev/technology/277709-1ustice-department*defends-prosecutioo-of-activist-swartz 

• Previous TlX hackin, case - SaMe prosecutor and the suspect also committed suicide: 

httD;llwww.da~lymail.co.uk/news/article-2262831/Reyealed-Aaron-Swartz-prosecytQr-drove­
hacker-su1cidew298B-named-cvber-cr1me-case.html 
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FARON PARAMORE (GPA) 

From: 
lint: 
To: 

FARON PARAMORE (GPA) 
FrI~ Janua~18. 20133:40 PM 

!lbjl4\l7Ihq.dhS.90V 
Co: 
'ubJlCIt: 
Attachment.: 

FARON P ORE (GPA) 
From 11me.com: Aaron Swartz's Sufclde TrIggerS R.aponee from Top U.S. Lawmak.rs 
CIIpt!xu. January 14 2013.doc; Clipt Extra January 15 2013.doc; Ooc1.doc 

GooQ att.moolll(b)(6),(b I hope you are well. 

I~~~~!~,(b) bun left: you • vi •. 

ov,r the lalt year aad .. half our Beaton Pield Office 1 New England Blectronics Crime. 
Ta.k foro • ., •• working .. cyber c .... e. OUr au.peat waa a Hr. Aaron Swartz's. Mongo IJtory 
.bozt · ~ Swarts killed himself about a week ago. Hia federal trial was SUPPO.~ to atart 
1n & MOnth Qr eo. 

HOW. thtlt'e bav. been nwn.~ou. articles on tbe web about how the "Pe4eral Gov' t~ ~as heavy 
banded 1n th1. c •• e. 

La~e y •• terday afternoon 1 received a call from Chairman Issa's ataff requesting to 
receive • briefing possible next week. 

Want to maJc.e aura DllS is in the loop on what actually happened. 

Alao. we will need to coo~1u.t. with nov Congre88ional Affairs on this. The USGS will 
~y ~.k to our role in this ease. DOJ (The U.S. Attornye's Offioe hA. a big part in 
tlU. abo). 

Please give me a call when you have a. moment so I C&ll brief you. 

See links below. 

TbarUta. Paron'. 

P.~on ¥, ~.~.more 
Deputy As_istant Piree~or 
offi~. of Congressional Affairs 
united State. Secret se~iae 

Ph: 

FnNn.(b)(6Mb)(7)(C) IGPAj .. · .... · .. w, .... ".w,, -._ .v. " N V ' w",·, -

sent: ThiJiSday, January 1" 20131:Af6 PM 

.,_ ...... JI. ....... ,,:' I""" , 

To: FARON PARAMORE (GPAl 
Cc: LYNDA WlWAMS (GPA)I~~S'"'){6=t'f").~(b'!"l'-.)(1""')@[!IrI'· - . - KGPA*6)(6)t(b)(7)(C) i<GPA) ( )(6Mb)( )(0) GPA) 
~ FW: From Tlme.com: Aaron ~WiffiiS SuJCICle Triggers Response frem r op u.s. wma 

Faron. 

Here are SOlll8 - - see attached. 

Also • Here are I couple more things that I~~a~~i ~ound: 

1 
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• Nate the Issa comments~toward5 the end of the article 
httpi(lthehUl,cgm/blo8s/hUliconMvalley/tecboolOgy/2W09-just1ceMdepartmentM 
defends~prosecutlQn-of-act1y1st-swartz 

• Prev.lcu TJX backiD9 cas. - Same pxoHcv.tor and the au_peel: a180 committecl 
.uicidet 

btt~:llwww~~±~~~1.co.uk/news!article-2262831LR~y-~led-Aaron~~~$­
pr:>sCtcutor- ~!?'y'e-hacker': su i::iC!~ :.~named -<::tB.!f.:£r1me -ca~e . hl;~ 

Lit us know what else you need. 

2813 1:39 PM 

http://crooksandllars.com/karo11/unanswered-question-why-was-secret-service-

http://www,justice·lov/usao/.a/news/l811/July/SwartzAaronPR.html 

-----OrtCln.l MaSS ... ···-­
Froa: FARON PARAMORE (GPA) 
Sent: Thursday: January 17~ 2813 1:35 PM 
To:l(b)(6),(b)m(C! I (GPA) 

Lawmakers 

Cc: l VNDA WILLIAMS (GPA); rnl(b~)(~6)""lI.(b~X=7)'7.:(C~) I (GPA) ;1(b)(6).{S}(7KC) I(GPA) 
SUbjKt: FW: FrDII Time.com: Aaron Swartz's Suicide Tr1uers Response from Top U.S. llW'llBkers 

1~~6),(b)(1) I can you pull down Iny I all articles you can find on the internet concerni", this 
IUY 

~. Aaron Swartz. 

1551'S office just called and are look!nl for i brief!", tbd time next week. 

Thx. Faron. 

Faron K. Partmore 
Deputy Assistant Director 
Office of Consresslonal Affairs 
united States Secret Service 

Ph: 

-----Orilinll Messale----­
FI"OII: EDWIN DONOVAN (GPA) 

2 
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Sent: Thursday, January 17" 2813 12:54 PM 
TD: HUGH DUNLEAVY (INV); lANE MURPHY (IHY) J PAUL MORRISSEY (GPA); LEE FIELDS (IN"); JONATHAN 

~~MJ6f(~f<%\ GPA); l(b)(6),(b)(7)(C) I (GPA); 1(6)(6),(6)(7)(6) I(GPA) j FARC. 
PARAMORE (GPA)i GPA)i LYNDA WILLIAMS (GPA) 
Subject: F~ T me.com: aron wa tz's Suicide Tri,.ers Response from Top U.S. Lawmakers 

Attached 11 In article from Tlme.eam discussSnl Aaron Swlrtl'S suicide and reaction from some 
.. ers of Con.ress. 

Link to article: http://business.time.~2e13/e1/16/.aron·swlrtzs.su1c1de-tr1l11rs­
respons.-from-us-~.kerll 

3: 
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FARON PARAMORE (OPA) 

From: 
lent: 

1(b)(6),(b)(7)(C) I(GPA) 

To: 
Cc: 

Thursday. JanuiIIY 17, 20131:48 PM 
FARON PARAMORE (GP~ 
lYNDA WILLIAMS (GPA);I'*«6"r.')(6=-),""(b'f'7'l)(7~)(~C):----~GPA1(6)(6),(6)(7)(C) IGPA}; 

I(b)(8Mb)(7)(g) lGPA) 
Subject: 
Attach ........ : 

FW: From ffme.oom: Aaron SwW'I Suicide Trlggel'l Retpona8 from Top U.S. Lawmakers 
caps ectra January 14 2013.doc: Clips extrI Jllnuaay 15 2013.doc; Doc1.doc 

Faron, 

Here Ire some - - see attached. 

Also - Here ~re a couple more thinls thatl~~l~~~ lfound: 

• Note the Issa comments towards the end of the article 
http:Lltheh111,com/blogs/h1111con-valley/techoologyI277702· justice-depa~tment­
defends.Dr2s!,yt19n-of·activls1·sw!rt~ 

• Previous TJX hacking ca.. - Same prosecutor and the .uspec:t also commit.tee! 
auicid.e: 

http.: /I'#ww.da~!~!!!!.:t~.! .£~.:.!!.~L!,ew~/art1de-22628)_yR~v~al~~:~:on-Swart~~. 
rCSseeutoX'.~.~1:.~Y!::~~~~='· 9u.l cide-2~q8 -nallle4- c:r::~_~-.£rime.:,_~~.se .html . 

Let us know what el$. you nted. 

Thanks 
l(b)(6),,(b){ I 

2813 1:39 PM 

LiJWllakers 

http://crooksandllars.com/karoli/unanswered-quastion-why-was-secret-service-

http://www.just1ce.gov/uslo/ma/newS/2811/July/SNartzAaronPR.html 

~~~~~Or1s1n.l Messa'I----­
Ff'OII: FARON PARAIIlRE (GPA) 
Sent: Thursday. January 17, 2813 1: 35 PM 
To: 1(6)(6).cb)c7)c'C) I (GPA) 
Cc: L VNDA WILLIAMS (GPA) J ~)(=-6),~(bT:')(=r:"){=cn (GPA) j (b)(6),(bX )(e) (GPA) 
Subject: FW: FrOM Time.com: aron wartz's Suici e Tr ggers esponse from Top U.S. Lawmakers 

B6)(6),(b)(7) I can you pull dOW1 any I .U .rticles you can find on the internet concerning this 
IUY 

Hr. Aaron Swartz. 
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Issa's office just called and are lookin, for a brlefi"l tbd time nlxt week. 
. . 

Thx. Faron. 

Faron K. PareMOre 
Deputy Msistant Director 
Office of convessional Affairs 
United Stites Secret Service 

Ph: ~-Mai!" line 
,( Direct Une 

Cell 
- , Fax 

----~111nal MeSSIII----­
FI"DII: EOWIN DONCWM (GPA) 
Sent: Thursday, Jlnuary 17, 1813 12:54 PM 
To: JMjH DUNLEAVY (INV); JANE fIJRPHV (lW)i PAUL MORRISSEY (GPA); LEE FIELDS (00); lOHAnIAN 

BARILm~CI~) 
Cc:fibT )(7 C) I (GPA); (b)(6),(b)(7)(C (GPA);1(6X8)'(b)(7)(C) I(GPA); 1(6)(6).(6)(7)(C) I(GPA); FARON 
PARMORE (GPA); , A); LVM>A WILLIAMS (GPA) 
Subject: Fr'OIII T1me.com: Aaron swartz's Suicide Tri .. ,rs Relpor1se from Top U.S. LlNltlkers 

Attached 'is In article frvn TiMe.com dlscuss1nl Aaron SWartz', suicide and re~ct1on froI SOle 
IIIIIbers of Convess. 

Link to article: h.ttp:llbus1n"5. t1lle4cOll/Zt13/t1/16/IIrOI1-swrbs-su1dde-tr1uers-
response-froa-us-llNllllcers/ .,/ 

2. 
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FARON PARAMORE (QPA) 

FNm: 
lent: 
To: 

Co: 

EDWIN DONOVAN (GPA) 
Thursda),. January 17, 201312:54 PM 
HUGH DUNLEAVY (INV); JANE MURPHY (INY); PAUL MORRISSEY (GPA); LeE FIELDS ri JONATHAN BARTl. KlFtm'1lN..J.:o"F ;~;.I,(bI(7¥,!;;~ 
(GPA 
From Tlme.com: Aaron SWlrtz's Suicide Trip,. Ralpon .. from Top U.S. Lawmake .. 
Doc1.doc 

Attached 1s an Irtiel. fro. Time.COM discussin. Aaron Swartz's suicide and reaction from some 
meMbers of Con,ress. 

Link to article: http://busin'~i.time.cQm/2e13/el/16/aaron-swartzs-suic1de-triggers­
respon5e.from·u!-1~.akeC51 

312 



FROM TIME.COM 

Aaron Swartz, the briUiant and meramal young programmer who killed himself in Brooldyn 
lut Friday. wu memgrialm ~ his hometown of Highland Park, m., Tuesday, as the 
shockwaves from his death rcadled WYmn&WP, D.C. 

As Swartz~s family and friends were grievin& in Cbjcaao. several Capitol Hill lawmakers 
expressed sadness and confusion over his death. One prominent U.S. lawmaker, Zoe Lofgren (D­
Calif.), said she would jntrojluce r.dmns to change the federal law at the heart of the case. 

In a bill called ~'Aaron'l Law," Lofgren AimJ to amend the: Computer Fraud and Abuse Act 
(CF AA), which Maaaachusetta prosecutolS used to charge Swartz with over 30 years in prison. 
Swartz's family has acwsed the Massachusetts U.S. Attorney" office with hCJUndin& the young 
activist over what they call a ~ctimless crime." SpecificaUy, Lofrgen's but would amend the 
existing law to distinguish between a terms of service violation and a federal data theft crime. 

·'Lofpen's bill Is a good start/' Harvanl professor Lawrence Lessig told TIME in a phone 
interview Wednesday momins. Lossi& eulosized Swartz at the funeral Tuesday. Like many of 
Swartz's friends, Lessig hopes that something positivo will come out ()fthe young programmer's 
passing, he said. 

"The CFAA was the hook for the govemment's byJl:yjng," LessigMQtQ on Reddit, the hugely 
popular Internet activist hub that Swartz helped 1auncb. "This law would remove that hook. In a 
single line: no longer would it be a felony to breach a contract. L«'s get this done for Aaron ~ 
now." (Read Lofgmt's bill here.) 

(MORE: Aaron Swartz'. Suicide Prompts MIT Soul-Searching) 

Swartz .fIml over 30 years in prison on federal data-theft cbargos for downloading articles from 
the subscriptlon-based academic research service ISTOR.ln 2011. Swartz allegedly broke into a 
secure MIT compumr closet and hooked up a laptop in order to download JSTOR files. before he 
WU arrested by local. authorities. ISTOR later settled its civil complaint with S~ but MIT 
did DOt fbllow suit, giving Massachusetts federal prosecutors the implicit green light to 
go ahead with the prosewtioa, Lessig says. 

"The charges were ridiculous and trumped.up." Rep. Jared Polis (I)-Colo.) t9kt The Hill 
newspaper. "It's absurd tbat he was made a scapegoat I would hope that this doesn't happen to 
anyone else." Polis called Swartz - who co--autbored aD early version of the popular Intemet 
tool RSS at age 14 and would later become an early leader ofRedctit - a "martyr." 

At 1he funeral, Swaztz"$ father Robert Swartz said his son was "killed by the government, and 
MIT betrayed all orits basic principles," ICcordipi to the Associated Press. On Sunday, MIT 
president L. Ra&el R.oif announced III iotemallnvestigation into the school's involvement in 



Swartz's suicide, Relf baa asked Hal Abelson, a respected MIT professor, and a founding 
director of Creative CommODS and the Free Software FOWldation. to lead the probe. 

House Oversight Committee Chainnan Darrell Issa (R..calif.) said he has opened an 
investiption of tho Justice Department's case against Aaron Swartz, I£((Q,gina to HuftPost. "I'm 
Dot condoning his luscldng, but he's certainly someone who worked very hard," Issa JQkl the 
news website. 

~ he been a joumaliat and taken that same material that he gained from MIT. he would have 
been praised for it. It would have been. like the Pentagon Papers." (Not exactly: The Pentagon 
Papers were classified federal government documents. Swartz was accused of accessing 
scholarly articles on a university network.) 

(MORE: Aaron Swartz. Tech Prodigy and Jntemet Activist Is Dead at 26) 

Rep. Iso. the chairman of the House Judic:iary Committee, is a shrewd poUtical operator who has 
WOIked with Internet activists m the past. Last year, Rep. Issa was instrumental in the defeat 
of controversial anti-piracy legislation, which Swartz worked to oppose. A conservative 
Republican, Isaa bas sensed the recent SfOWldswell of Intemet-bued activism, and sought to 
.ligo himself with it. Issa has made investigating U.S. government Kover-reaching" a koy part of 
hisaaenda. 

Meanwhile, incoming Massachusetts senator Elizabeth Warren issued a statement praising 
Swartz. "When I met Aaron Swartz in 2010, I discovered a yoWlS man who was passionate, 
shalp, • little shy. and. above ~ warm and good natur~n Warren said in a statement to 
HutlPost. l'He seemed like the kind of person who couldn't hmt a fly - he just had that kind of 
presence. Aaron made remarbble contributions to our world, and his advocacy for Intemet 
freedom, social justice, and Wall Street reform demonauated both the power olbis ideas and the 
depth of his commitment The world is a poorer place without Aaron." 

In statement on Reddit, Rep. LofgJea said she wants to refonn the Compttter Fraud and Abuse 
Act (CF AA) in order to "prevent what happened to Aaron from happening to other Internet 
users," Lofgren, who represents Silicon Valley, is an outspoken voice on technology issues in the 
U,S,Co~ss. 

l'The govemment was able to bring such disproportionate charges against Aaron because of the 
broad scope of the wire fraud statute," Lofgren said. "It looks likothc government used the 
vaaue wording ofthoso law, to claim that violating In online serviC~'s UKI' agreement or teims 
of service is a violation oCthe CF AA and the wire fraud statute." 

Assistant U.S. Attorney Stephen Heym~ who works for Massachusetts U.S. Attorney Carmen 
Ortiz, his faced criticism over his handling of the case. A~rding to Swartz's lawyer, BlUot 
Peters, Heymann was aiming for a "juicy looking wmputer crime cases and Aaron's case. sadly 
for Aaron, fit the biD," Peteml2ki HuffPost. Peters told the webaite that he thought 
Heym.um belioved the Swartz case "was l0ina to rec:eive press and he was going to be a tough 
guy and read his name in the Dewapaper." 



• 

Read more: http://business.time,oodI3/01/16/aaron .. swart2',s-~mcide·trigGe11!·response.fTom­
us-lowmakerS/NiS'4IftES2Y9 . 

RIF 

. . ~ . 



r~ . :. 

Aaron SWlrtz was identified and III indications thus far reveal that It was 8 suicide 

No note was teft but there were computers in the apartment. Oue to dual ownership claims and no 
apparent foul playt the computers on scene were not seized. 

The New York Medical Examlner.'s Office has "sted It IS In open case at this time. 

'. 

Aaron SWartz was very outspoken that he suffertd with dfP"ssion and even wrote bioi entries 
articulating sultide. He literally was a child prod'SV and was clearly brilliant. He wrote script (sou~e­
code) that was purchased when he was 14 years old tor $ 4 million dollars and a fewyelrs later he 
wrote another code whlch Norton Antivirus purchased for $ 1.S million doll.rs. In 2008 he became 
poRtlc:allyactlve In cyber related activities, he authored the Guerilla Manifesto. The!' original website for 
this manifesto was removed by Aaron Swartz from his website shortly after his Irrest; basically because 
It was I written motive to the crimes he was subsequently charged with. 

This Clse was Initiated In the Boston Field Office on January 4,2011 when Detectivel(b)(6),(b)(7)(C) ~f 
Cambrldae Police Dlpartment (full time member of the New Ensland Electronic Crimes Task Forte 
(NEECTF) who resides In the Boston Field Office on a dlilV basis) received a telephone call from the MIT 
PoKce statl", there was an unauthorized laptop oomputer located In a oomputer closet on campus 
attached to it switch on the MIT network. The trial was schedufed to begin Aprlll, 2013 with 
suppression motions occurring January 25, 2013. OurJne the past two years of litigation, Swartz went 
throuch three of the top defense counsel teams finally endlna with Elliot Peters (who recently 
successfully defended lance Armstron,ln his doplra, c;a$e) of California. 

The foIlowInJ Is a CDpy of the synopsis of the facts "..nted by the U.S. Attorneys' OffIce In response 
to the clef ..... counc:trs filln, for the suppression heart.,,: 

Late during the night of September 24, 2010, an IndMdual regfstered his computer on 

MIT's campus and obtained I guest account on MIT's computer network. The individual did not 

provide his true identity at this or any subsequent time, and neither MlT personnel nor law 

enforcementoffiters knew the Individual's name until his arrest months later. The IndMdu.tf 

reslstered his computer bV spetlfying hJs name as "Gary Host: a pseudonym, and his e--mall 

address u shostCPmailinator.com, a disposable e-mail address by vtrtue of Its requlrlns no initial 

e-mail f'eIIstrltion and keep\DI no records of e·malllccess.3 Before assiBn1ns the computer an 
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IP address, MIT's network automatically collected the computer's owner-created name -

"Ihost laptop" - and the unique identifying number assodated with the computer's Internet 

networking hardware, known as the computer's Media Access Control Dr "MAC" address. 

These are standard Ioaln and communication procedures. 

MIT's DHCP4 computer server then used a standard Internet protocol to assign the 

individual an IP address (18.55.6.215) for use while on the network. The netwol't< kept records 

of the computer's reilltration Information, Its IP address, and Its MAC address. These records 

are standard computer-networklnl records, and dle.-not Include any computer commands that the 

Individual typed in or ran, or any data that the computer downloaded. (flC5. 6, 7). 
I 

3 Meillnator advertised Irself as a free e--mall 5etvlce that would accept mall for any email 

address directed to mallinator.com without need for a prior registration or account; woutd 

automatically delete an e-mall after several hours. whether read or not; ind would keep no logs 

(records) of e-maillcc:ess. 

4 DHCP 1$ the acronym for Dynamic: Host Configuration Protocol. 

On September 25,2010, the day afterresisterins the "shost laptOp," the iodMdual used 

the "Shost laptop" to systematically access and rapidlv download an extraordinary volume of 

articles from JSTOR by using a software pro,ram that sidestepped JSTOR's computerized limits 

00 the volume of each user's downloads. The downloads and requests for downloads were so 

numerous, Apld, and massive that they impaired the performance of JSTOR's computers. 

As JSTOR, and then MIT, became aware of these downloads and problems.. both 

attempted to btodc the indlvldulrs computer from further communications. On the even ina of 

Septembet 25,2010, after suffertng hundreds of thousands of downloads from the shost laptop, 

JSTOR temporartlv ended the downtoads bV blocking network access from the computer at IP 

address 18.55.6.21S. 

The next day, however, the shost laptop's user obtalned a new IP addre$s from Mlrs 

.. 
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networtc, chlngl". the last dilit In Its IP address by one from 18.55.6.215 to 18.55.6.21'. This 

defeated JSTOR's IP address block. enabllnB the Shem laptop to resume furiously downloadlnl 

articles from JSTOR. This downloadlns contInued until the middle of September 26, when 

JSTOR spotted It and blocked communication from IP address 18.55.6.216 as well. 
• 

The September 25 and 26 downloads had Impaired JSTOR's computers and 

misappropriated sian1flcant portions of Its archive. Because the download requests had 

orfglnfted ftom two MIT IP addresses that had begun with 18.55.6 - that Is, 185S.6.21S and 

18.55.6.216 - JSTOR began blocking a broader ranat of MIT IP addresses on September 26. 

The new block prevented MIT researchers assJsned MIT IP addresses 18.55.6.0 throush 

18.55.6.255 (a5 man V as 253 computers) from performing research throuSh JSTOR's archive for 

three to four days. 

5 Moreover, when JSTOR notified MIT of the problems, MIT, too, b8nned the #fahost 

laptop" from usllllits network. To do this, MIT terminated the shost laptop's guest registration 

on September 27.2010, and prohibited the computer, Ii identified by its hardware MAC address, 

from beIng assigned a new lP address apln through the 8uest reslsfl1ltion process. 

On October 2,2010, less than a week after JSTOR and MIT had barred the Individual's 

ahost laptop from communicating with their networks. the Individual obtained yet another guest 

connection for the ghost laptop on MIT's network. Having recognized that MIT or JSTOR had 

blocked his shost laptop by recosnlzlos Its MAC address, the Individual now manipulated the 

ghost laptop's MAC address to mislead MIT into believing that he was a "ew and different guest 

realstram. 

Sbc days later, the Individual connected a second computer to M IT's network and created 

another Suest account usln. puudonyms similar to those he had used with the "shost laptop·: he 

resistered the new computer under the name -Gl'lce Ho.-, a temporary email address of 

sho.st41(!lmaUInator.com, and a computer cHtnt name of ",host macbook." 



:. 

On October 9, 2010, the Individual activated the ghost laptop and the ghost macbook to 

download JSTOR's articles once apin. The downloads came so fast and numerous that the 

individual again slgnfficantly Impaired the operation of some of ISTOR'scomputers. 

Onte asaln, MIT could not Identify who was contronlns these computers or where they 

were physically located, and JSTOR could not Isolate the Interloper to a consistent IP address 

SA compute(s MAC address Is Initially assfaned by an equipment manufacturer, but ~n 

be misrepresented electronically by a knowledgeable user. The user altered the ghost laptop's 

MAC address to appear as 00:23:Sa:73:5f:f( rather than the prior MAC address of 

OO:23:Sa:73:Sf:fb. that could be blocked. consequently, JSTOR blocked Iccess bV every computer using 

an MIT IP addre.ss campus-wide for approximately three days, again depriVtng lesltlmate MIT users 

from 8alessinl JSTOR's services. And MIT blocked computers using the ,host laptop's and the 

ghost macboo/(s MAC addresses.s w.1I. 

Neverthelesst between the end of October and Janu,ry 6, 2011, the hac\cer obtained at 

least three new IP addresses and assigrH!d his computer two new MAC addresses. He also 

moderated the speed of the downloads, which made them less noticeable to JSTOR. The 

exfiltratlon of J5TOR's collection was nonetheless !)(treme: over this period, the Individual 

downloaded well over a million of JSTOR's articles. 

Because the hacker had modified the speed of his downloads, JSTOR did not notfce his 

latest downloads until around Christmas, 2010. Once noticed, however, JSTOR provided MIT 

with the hacker's latest IP address. Now that MlTs network .5eturlty personnel had a more 

robust set of network tools. they could consult network traffic routlna records and trace the IP 

address bade to a concret~ physical location on campus. 

So on January 4, 2011, an MIT network security analyst traced the hacker's IP address to 

a networit switch located I" a basement wiring closet in M.'rs Bulldinl16. Bulldln8 16's street revel 

doors have no-trespassl"l slans posted on them. (Ex. 8). The wlrin, closet Is protected by 
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• pair of locked steel doors. (Ex. .9). The doset 's leneraUy locked, but at that time Its lock 

could be forced by a quick Jerk of Its double doors. When MIT personnel entered the closet, 

they found. <:ardboard box with a wire leading from It to a computer network switch. (Ex. 10).6 

6 MIT personnel removed lhe box from the laptop at ft/'St, and then MIT personnel or law 

enforcement officers replaced the box 01'1 one or more occasions. The second photosraptt was 

taken lifter ttle box was replaced, not when it was Inltlally,found. 

1 Hidden under the box was the Bhost tiptop, an Ac:er·brlnd laptop, connecb!d to a separate hard 

drive for excess storlie. (Ex. 11). The network cable connected the laptop to the network 

swftch. thus .M .... the laptop Internet access: (Ex. U). The laptop's direct connection to the 

network switch was unusual beca use MIT does not connect computers directly to those switches. 

MIT called campus police to the scene, who, In tum, brought In the Cambrfdse Police 

and the Secret Service. OVer the course of the mornlnglnd elrIy afternoon of January 4th, MIT 

and law enforcement officers coltaboratively tODk !llVeral steps to Identify the perpetrator Ind 

leam what he was up to: 

(1) Cambridge Police crtme scene specialists flngerprlnted the laptop's Intertor and exterior .nd the 
extemal hard drive and Its endosure; 

" , 

(2) MIT placed and operated a vfdeo camera Inside tl1e closet, Which, IS discussed belowl later recorded 
the hacker (subsequently identified as Aeron Swartz) enterina the wirlns closet and performIng tasks 
within It; 

(3) The secret service opened the laptop and souSht to make t copy of Its volatile memory (RAM), whleh 
would automatically be destroyed when the laptop's power was tumtd off, but the effort 

resulted In their seefns only the laptop's user slgn-fn screen; 

(4) MIT connected I setond laptop to the network switch In order to record the laptop's 
communications, a type of recordina often referred to as a «packet capture;- the Secret Service 
subsequentty conamed with the packet Clpture, none of which was turned over to officers until MIT 
was Issued a subpoena after Swartz's arrest; 

" (5) Bellnnlns on January 4, 2011, MIT .. reed to provide. and later provided, the Secret Service copies of 
network toes pertalnlnl to 

7 From the time of law enforcement's arrival on January 4, 2011, through the suspect's 



arrest and fdentfflcatlon on January 6, 2011, the effort by MIT and law enforcement to Identify 

the Individual was both consensual and collaborative. 

8 This second laptop is seen on a chair in Ex.10.S the Shost laptop and shast macboolc between 

Seplember 24, 2010.nd January 6, 2Dl1'I'j ¢i."" IE 

Itb1!Ji:Rula 6E ._ 

9 BV mid-day on January 4th, MIT and law enforcement personnel had completed their 

Inkial crime scene investlptlon. Expertence told them that merely removing the hacker's 

computer equipment would just result In his renewlill his efforts elsewhere. So, rather than take 

the hacker's equipment away, MIT and law enforcement Instead restored the closet to Its Initial 

appearance upon dlsoovery, and monitored who entered It and handled the laptop. In this wav~ 

the hacker would not necessarily know that his criminal tools had been discovered, ~ts Identltv 

mlsht be uncovered. and he could be stopped. 

The ruse worked. Within an hour of their departure, the hacker returned. Afte"r enterins 

the wlrillj closet and shuttJnS the doors behind him, (EX. 13}. the hacker replaced the hard drive 

connected to the laptop with a new one he took from his backpack, and then conceated his 

equipment once alain underneath the cardboard bo)(. 

Two days later, on January 6, 20U. the hacker returned to the w1rins closet yet asain. 

This time, worried about bel", identified, the haeker CO\'ered his face With hiS bicycle helmet as 

he entered the closet. (Ex, 14). Once inslde and wtth the door closed, the hacker disconnected 

the laptop and placed it, the external hard drive, and the network cable in his backpack. (Ex. 15J. 

M he left, he alaln hid his face with his bicycle helmet. (ex. 16). 

By January 6, 2011. the hacker had downloaded a major portiOn of the 6 to 1 million 

articles then contained in JSTOR's digitized database. 

As dlstussed below, both the law and Mlrs policies and procedures allowed MIT to 

turn these records overconsensuaHy. but It also could, and at points did, Insist upon a subpoena. 

A Ilrtle after 2:00 that afternoon, MIT Police l(b)(6),(b)(7)(C) ~hohadbeen 

.. 
'.' 
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Involved In the Investigation, was headl", down Massachusetts Avenue within a mile of MIT 

when he spotted a bicycler who looked like the hacker caulht on the wlrlns closet video. 

!(b)(6),(b)(7)(C) Identified himself as II police officer. After a brief exchanse, the Individual 

dropped his bike to the ground and ran away. The Individual was chased, apprehended, atTested, 

and ldentifted 85 Aaron Swart!. Dutil'll a search Incident to arrest, Cembrfd88 police found a 

USB storage drive In Swartz', backpack, which they seized and stored as evidence. 

ApproxImately an hOur later, MIT technical staff used computer routing and addresslns 

tec:ards to locate SWartr$ ghost laptop ind hard drive In the Student Information Processing 

Board's office In MIT's student center, Law enforcement found the equipment on the floor 

under a desk. (Ex. 17). The equipment was subsequentlv seized and stored as evidence by 

Cambridse Polke. 

Aaron Swartz was charaed by the Commonwealth In a a1mlnal complaint anesin, 

breaking and anterlnalnto MlTs property with Intent to commit a felony. and WIS subsequently 

Indicted by a Massachusetts grand Jury for the same charge alons with stealin& JSTOR's 

electronlcallv processed or stored datat and accessing it computer system without authorization. 

While the Commonwealth pursued slate charges, the u.s. Attorney's Office began a 

separate Investlgatton on January 5, 2011. On FGbruary 9,2011, the Secret Servlct obtained a 

warrant to search Swartz's apartment, foltowed by • warrant to search his office on Februar( 11, 

2011. Both were eJCecuted on February 11th. Also on February 9~ 2011, the Secret Service 

obtained warrants to seae from the cambridge Police and then search the laptop, the hard drive, 

and the USB storase device. Th@se warrants were returned unexecuted and new warrants were 

obtained on February 24, 2011. On MaV 16, 2011, Swartz was served with a forfeiture warrant 

for property of JSTOR in his possession and refused to comply with the Court's warrant.10 

Swartz was Indicted federally for wire fraud, computer fraud, and data theft, which was followed 

by the present Supersedlnslndictment on the same theories. 

. , ~ . 
' . . . . .. .. . 
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http://www.l.Ol1ingstone.com/po1iticsfnews/why-did-the-justi~-system-target-aaron­
swartz-20130123 

Why Did the Justice System Target Aaron 
Swartz? 
26-year-old Internet activist's tragic suicide raises questions about 
prosecutorial overreach 

By Steven Hsieh 

Rolling Stone Magazine 

January 23. 2013 3:49 PM ET 

Hundreds of mourners fiRed the Great Hall at New York's Cooper Union on January 
19th to honor the life of Aaron Swartz, the Internet activist who took bis own life earlier 
this month at age 26. 

Swartz was weUwknown in technology circJes for helping develop the RSS web feed 
format and the popular site Reddit, among other accompJishments. A~ tbe time ofbia 
death, he was facing 13 felony charges and up to 50 years in prison: Prosecutors had 
accused him of using MIT's network to download too many scholarly articles from an 
academic database called JSTOR. 

Swartz's friends and family have said they believe he was driven to his death by a justice 
system that hounded him needlessly over an alleged crime with no real victims. "[He 
was] forced by the government to spend every fiber ofhls being on this damnable, 
sense1ess trial," bis partner Taren Stinebrickner-Kauffman said at the memorial, "with 
no guarantee that be could exonerate himself at the end of it." 

Swartz's tragic death has already begun forcing lawmakers to start rethinking our 
draconian computer laws. And House Oversight Committee Chairman Darrell Issa (R­
California) even promised an investigation of the Justice Department prosecutors who 
did their best to send a young Internet pioneer to prison. 

Two zealous federal prosecutors bandled Swartz's case: U.8. district attorney Carmen 
Ortiz and assistant attorney Stephen Heymann. In the days after his death, writers, tech 
experts, and many of Swartz's friends have called out Heymann and Ortiz for 
prosecutorlal overreach. A White House petition demanding the removal of Ortiz 
garnered wen over 25,000 signatures, reaching the level which guarantees an eventual 
response from the Obama administration. 



" 

Some of Swartzls advocates believe the prosecution sought excessive punishment to set 
an example in the age ofWildleaks and Anonymous. 

liThia was, in my opinion, part of a coordinated campaign to scare young Internet 
activists, If says Roy Singham, ThoughtWorks chairman and a friend of swartz. 

It's worth reviewing the so-called crime which put Swartz in the government's 
crosshairs. Prom September 24th, 2010 to January 6th, 2011, he accessed Mrrs 
network to scrape an "extraordinary volume of articles" from the academic database 
JSTOR. Initially, he used the uniYersity's open wireless network to grab the files. But 
after severa] attempts by JSTOR and MIT to block him, swartz gained access to 8 
restricted closet and directly hardwired his laptop to the network, leaving it there to pull 
data. ' 

MIT personnel 'found Swartis laptop on the morning of January 4th, 2011, and 
connected a second computer to the network switch to monitor Swartz's activity. They 
also fingerprinted Swartis device and installed a camera in the closet to identify their 
culprit 

On the same day, the U.S. Seeret Service took over the investigation. Court documents 
reveal that Secret Service agent Michael Prickett recommended MIT personnel leave 
Swartz's laptop in the closet for monitoring. All acquired data was eventually disclosed 
to the Secret Sery:lce. 

On JanU8l'y 6th, 2011, MIT and Cambridge police. with the help of special agent 
Prickett, arrested Swartz on charges of breaking and entering with intent to commit a 
felony . .As blogger Marcy Wheeler suggests, the early involvement of the Secret 
Service "makes it clear that this was a nationally directed effort to take down Swartz." 

JSTOR chose not to pursue charges against Aaron Swartz - who not only returned aU 
downloaded content, but also ensured it "was not and would not be used, copied, 
transfened or distributed." That didn't stop MIT and the feds from indicting swartz on 
13 felony charges and insisting on prison time. 

Ortiz and Heymann charged Swartz under the Computer Fraud and Abuse Act, a 29-
year-01d law, notorious in the legal world for being broadly interpretable. They argued 
that Swartz accessed MIT and JSTOR computers without tlauthorization,'1 despite MITs 
extraordinarily open network policy and Swartz's legal access to JSTOR content. 

Despite admitting that Swartz wasn't financia11y motivated by his act - and even after 
learning that the 26"ye&1'-Old had battled depression - Ortiz and Heymann refused to 
offer a deal that didn't include at least six months of prison time and a guilty plea on all 
13 charges. If Swartz chose not to label himself a felon for life, hed risk the possibllity of 
many yeatS in the slammer. 

Any probe into this case must raise serious questions about prosecutorial overreach by 
Ortiz and Heymann. Heymann's record, in particular, reeks ofbuUying and power-
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hungry ambition. A damning report from the Hufflngton Post paints the assistant U.S. 
attorney - and bead of his court's computer crimes task force - as ft careerist who 
sought tough convictions to bolster bis reputation. In 2008, Heymann prosecuted 
another hacking case that ended with a suicide. 

But holding Heymann and Ortiz accountable, while necessary, won't be enough to stop 
the persecution of Intemet activists and hacking culture in this CoulltJy. It's time to bave 
a serious conversation over whether Swartz's fight for free information truly WBrranted 
Secret 8enkc investigation. Should participating in a DDoS attack, the Internet's 
equivalent of a sit-down st:rlke, send someone to 30 months in prison? As Harvard 
professor Lawrence Lessig has put it, our government pursued Swartz as ifhe were a 
"9/11 terrorist" 

Last month, Rolling Stone's Matt Taibbi noted the absurdity of HSBe bankers skating 
on serious drug money laundering charges whUe hundreds of thousands of Americans 
sit Qehind bars for petty drug offellSes. The Secret aenice's involvement in hunting 
down a 26-year-old charged. with downloading too many scholarly articles is just 
another example of our justice system's cbUlingly warped priorities. 

. ". .. 
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FIELD ACTIVITIES; 

BOlton Field OfJiee 
New Eaallnd EleetroDic Crimet Talk Foree 

MIT Network Intra,ion Reaults bt FederallDclietmeAt and Arr .. t 
On January 4. 2011, Massachusetts Institute ofTeohDology (MIT) PoUee Department contacted 
the Boston Field Office and requested assistance from the New England Electronic Crimes Task 
FORle (NEECTF) regarding an investigation ioto a network intrusion. The initial investigation 
identified Aaron Swartz as the primary suspect. 

NBECTF agents detennined that Aaron Swartz intruded into the MIT network without 
authorization. Swartz broke into a locked closet containing network compomsnts, OOJUlected his 
computer to the MIT computer network and downloaded documents from a not-for-profit mhive 
of scientific journals and academic work, known as "JSTOR!' Swartz avoided MIT's and 
JSTOR's electronic security and distributed a significant amount of JSTOR's archive through 
one or more file-sharing sites. Through investigative interviews and electronic forensic 
evidence, agents estabHsbed that Swartrs un-authorized access impaired MIT computers, 
disabled servers, and deprived various JSTOR users from accessing research. Agents discovered 
JSTOR and MIT ~re unable to block Swartz's attackst as Swartz continued his intrusions 
utilizing new methods for accessing JSTOR. Subsequently Swartz exploited MIT's computer 
system to steal over four million articles &om JSTOR. 

On July 14, 2011, Aaron Swartz was indicted in U.S. District Court, District of Massachusetts, 
charged with violations ofTitJe 18, United States Code. Sections 2 (Aiding and Abetting). 
1030&2 (Theft of Information From a Computcr)t 1030 aSs (Recklessly Damaging a Computer) 
and 1343 (Wire Fraud). 

On July 19, 2011, swartz sunendeted to federal authorities and was arraigned before Magistrate 
Judge Judith O. Dein and releaaed on $100.000 bond. 

On November l7 t 2011, Swartz was also indicted in Middlesex Superior Court for breaking and 
entering in the daytime with intent to commit a felony, laIuny over $250 and unauthorized 
access to a computer network. 

On November 30, 2011, Swartz was arraigned in Middlesex Superior Court for breaking and 
entaring daytime, larceny over S2S0 and unauthorized access to a computer network. 

On November 12) 2012, a superseding indictment was rendered in 1M u.s. Dimct COW\ 
District of Massachusetts, forviolatiODS of Title 18, United States Code, Sections 2 (Aiding and 
Abetting), 1030 (Computer Fraud - unlawfully obtaining infonnatlon from a protected computet 
and recklessly damaging a protected computer) and 1343 (Wire Fraud). 

From November 2012 through January 2013, Boston agents and AUSA Stephen Heymann 
conduct witness preparation for the upcoming trial. 

On January 11,2013, Aaron Swartz committed suicide in Brooklyn, NY. -The investigation is 
ongoing by New Yark City Police Department. 
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HUGH DUNLEAVY (VPO) 

From: 
Sent: 
To: 
Cc: 

HUGH DUNLEAVY (INV) 
Sllturd~Janua~12120132:2e PM 

'WH~~ ~~h (\~~) 

.. .-. 

Subject: Re: CIDICERT: Update for case Support to Boston Flelcl Offtce: Aaron Swartz Suicide 
Confirmed 

True. Notification made to GPA earlier this momin,. See foUowinl • 

- •• OrliPnal MessaBe -­
From: STEVEN RICCIARDI (80s) 
Sent: Saturday, January 12, 2013 09:54 AM Eastern Standard Time 
To: LEE FIELDS (lNV)i EDWIN DONOVAN (GPA) 
SUbJect: Fw: Aaron Swartz (USSS Defendant Commits Suicide· awaiting positive ME 10) 

Lee and Ed: 

I was advised of this situation this morning, there could be some media attention regarding our defendant committing 
suicide. This case was about to ,0 to Federal trial. 

Our investiaation revealed that Swartz had hacked into MIT serwrs and obtained sls.bytes of data primarily dealing 
with technical manuals. 

Please conflrm with me that you received this info. 

Thanks· Steve 

Steven O. Rletlardl 
Special Agent In Charle 
United States Secret Service 
Boston Field Offlceo 
(617) 565-5640 

..... Original M"re ._. 
Frodtb)(8),(b)(7 C taOS) . 
Sent: Saturday, January 12, 2013 09:29 AM Eastern Standard Tlme 
To: STEVEN RICCIARDI (80s) 
Subject: Aaron Swartz 

Steve. 

Please call when you have a moment. We hive information that the MIT defendant Aaron Swartz committed suicide last 
night. Blogs are confirming and the NYC ME is confirmIng they have a Aaron swartU<bX8),(6)( ts followIng up with NYC 
to ensure posftive confirmation. 

fb)((l),(b)(7)(CI 

1 
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USSS - ASAIC. 
Boston Field Office 

l(b)(6),(b)(7)(C) 

;. 

... ,-_., .......... -_ .. -...... -..... , ...... ~-- .. -.... ' ................. ~ . ........ , ............ - .......... _-_ ........ _--
From 
Sent: 'P=i:io:wi~~~~ 
To: 
CC:~JO~:rn~A~· ~B~ARnm (00); HUGH DUIlLEAVY (INY); EDWIN DONOVAN (GPA) 
SUbjec:t: Re: COICERT: Update for Case Support to BostDn Field 0ffJa!: Aaron Swartz SUIcide COnnrmed 

Thank voW, have copied the chain and GPA on this charn. Who Is the case agent from Boston? 

FromRbx~r{b)(·tne)£aD)~ .... · ...... ··· . 
5e~~ ItCI' ~fU'ry 12, 2013 02:08 PM To: )~b )( (00) 

._ - - .-. ~--. -~ ..... . , ................ . 

SubJec:t: QO/CERT: Update for Case Support to Boston field omce: Aaron Swartz Suicide Confirmed 

We've been assisting the Boston Field OffIce in an investigation InvoMng Aaron Swartz, the founder of R~ddtt, where he 
gained unauthorized access to MIT and stole data. Agents from the Boston Field Office arrested him while he was 
committing the crime. 

It appears that he has committed suIcide. Given that he is well known through his association with Reddit and WIred 
Masazine I would not be surprised If there were to be media rnqulrles/ coverage regarding his death. 

R/ 

(b)(6),(b)(7){C) 

-------. _ .. '- '- .. , ... 

All Concemed, 

This mom!", I was notffied that Aaron Swartz committed suIcide. 

, have subsequenttv confirmed this report throu8h The New York Medical Examiner's Office and NVP[rs 71~ Preclilct 
Detectives. 

2 
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II. 19:35 hours yesterday. January 11, 2013, the incident was reported to NYPD. OetectM(!:lf the 71 responded'to 
b 8 C Aaron Swartz was identifled and all indicatIons thus far reveal that it is 
a suicide 

The New York Medical Examiner's Office his It listed as an open case at this time. 

Detectlv~iII be calling me with further information. As I get more J shall pass it on. 

A/S, 

~ 
~ 
Electronic Crimes Tasle Force 
USSS Boston FIeld Office 
10 Cluseway Streetr.l:l!~I.(8I'1"),lb~I~(T)r""""t 
Boston, MA02221 

~:,~~~t:r,:gld1) 
1~~(6).(6)(7) pmbrldS8Pollce.OI'B 

~: 
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HUGH DUNLEAVY (vpD) 

HUGH DUNLEAVY (INV) From: 
lent: 
To: 
Cc: 

Monday, JanU8ry 14,2013 10:16 AM 
JONATHAN BARTLETT (ClD); invtp 
HUGH DUNLEAVY (INV) 

Subject: FW: MIT C ... Bolton 
Attachmen"; July 21. 2011.docx 

p~mllb)(6),lbX')(C) !(INV) 
,---_ ........ . . .. 

Sent: Monday, January 14, 2013 9:45 AM 
To· Y INV)j HUGH DUNLEAVY (INV); FREDERIC( SELLERS (1NV) 
Cc ( (,eb ( (INV)I(b)(6),(b)(7)(C) PNV) 
SU oston 

• • I I 

• • • • .• I' 

For Situational Awareness, attached Is the write-up for the Clse involvlna MIT and the Defendant Aaron Swartz, who 
committed suicide over the weekend. 

1(6)(6), (b)(7)(C) 
Spedof Agent 
Un~d Stata Secret Serv/~ 
Office 0/ InlHst/g"tlons / SptCioI ProJ'cts 
Ol/i'~: )(6),(b)(7)(C) 

Cell: 
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HUGH DUNLEAVY (VPD) 
; 

'rom: 
Sent: 
To: 
Cc: 
SubJeGt: 
Attaehmentw: 

All, 

HUGH DUNLEAVY (INV) 
Tueaday, Janulry 16.201~·~AM 
CYNTHtA TRIPLETT (TEc:J r ,(b)(7)(C) 
HUGH DUNLEAVY (INV); a nv 
BOS MIT Investigation 
July 21, 2011.docx 

kTEC); MARK COPANZZI (IRM) 

FYSA - The USSS (80S) was Involved In the federal arrest and prosecution of defendant Aaron Swartz, Open source 
medii reports hacker sroups targeting MIT wI retaliatory operations assUnilldly In response to defendant Swartz' 
sulckfe.l(b)(5) j(b)(5) 

l(b)(5} 

Reference Is made to the attached and following open source media web links: 

.'. 

• Anonymous Ha<:u MIT Sites To Post Aaron Swam Tribute, call To Arms (The Washington Post) • 
http iUwww.w~$hlnRtQnpost.com/byslness/technologyJanonvmQus·hacks-mit-sjtes-to,poft·aaron· 
swam.tribyte-call-W-anns!2Q13101I14!ff§f706c·Se44:11e2·9940:§k4B8f3fecd storv.html?hpld=110 

• rememberaaronsw.tumblr.com/QQuI403n208044/offic\a'·statement.from-the-famJlv-and.partner-Q(· 
UL2Jl 

Call wI questions. VIr Hush 

1 
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HUGH DUNLEAVY tyPD} 

HUGH DUNLEAVY (INV) From: 
lent: 
To: 
Co: 

TueldlY. Jlnuary 22, 2013 rir' :2~~~er.4.JI.....r __ _ 
SleVEN RICCIARDI (BOS)I(b)(e1{b)(7)(C) I BOS) 

,':' : .', . ,.. ': .. :::. . ";'. ' , . 

SubjtCt 
HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CID); dadlnv 
FW: CIII wi DOJ regarding Aaron Swartz cue I briefing to House Overllght & GO\"! Retonn 
Committee (102·775-600710-8) 

Reference the fOllawdnl. This eonare.s1onal staff briefin, will likely take place in the 
near future. I will represent the USSS. PI .. ,. advise the Iss1ened 80S AUSA and request the 
required 6e authority. In addition, 80S 11 requested to prov:1de bulleted briafinl points 
(,.parate fro. the case reports)# organized by date, sUlmarlz1ns facts of USSS/ECTF and other 
LE specIfic involvement 1n this investigation. 

:1. e. : 
• 
• 

26SEP2818 • MIT notified by JSTOR of ••••••••• 
27SEP2818 • MIT identifies 1p address xx~.~xxxx . ........ . 

The 1ntent is to provide specific and factual USSS/LE investisation briefing and allow DOJ to 
speak to the associated judicial action (proffers, 1nd1ctlUnts, .. warrants .. plea off@rs .tc.) 
Call wI questions. Vir Hugh 

··~··or111nal Messa'e····· 
Frail: FARON PAAAMORE (GPA) 
Sent: Tuesday .. January 22, 2813 1:85 ~ 
To: PAUL MORRISSEY (GPA); JANE foIJRPHV (INV); HUGH DUNLEAVY (INV) 
Cc: FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA) 
Subject: ·Clll wi DOl regarding Aaron Swartz cas! I briefing to House overs18ht a Gov't Reform 
ConIittN 

Good afternoon, hope you are well. 

SAle Williams and I just spoke with Ms .1(6)(6),(6)(1)(0) I frora DOl' s Office of Legislative 
Affairs. . 

"5, b)( • ) advised that they were also telephonically contacted by Chairman Issa's staff last 
Thursday I ernoon, requesting to provide a briefing on the SWartz case. 

IConsult with outside agency. 

I will advls. the IrouP of DOJ' 5 decision once 1 he.,. back fl'Olt MsI~eJ(!~.(b) I 
Thanks much. 

Faron. 

Faron K. P.ra~rl 
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HUGH DUNLEAVY (VPD) 

P'mn: 
lent 
To: 

HUGH DUNLEAVY (INV) 

.. . -:.' 
: ' 

Cc: 
8ubJtct: 

.£~'Z~l'37PM 
Rt: Call wi DOJ regarding Aaron Swartz ca'.' briefing to House Oversight & Gov't Refonn 
Committee (10~-775-600710-S) 

No date at this time. 

~---~ or1f,lnal MessBge --.- - ' 
From: 1(6Xe 1(6)(7)(C) Ie 80S) 
Sent: Tuesday, January 22, 2813 81:3B PH Eastern Standard Time 
To: tlIGH OUNLEAV:V (INV) 
Ce: STEVEN RICCIARDI (BOS) 
Subject: RE: Call wI DOJ re,.rd1nl Aaron SWartz case' briefing to House OVersight I Gov't 
Reform Conn1ttee (1B2-775-6ee71e~S) 

HUSh, 

We're on it. Do you have a date when you need the requested info~tion~ 

Thanks, 

Ass1st~nt Special Agent 1n Char,e 
Boston F1eld OffIce 

l(b)(6}.(b)(7)(C) Icell 
, Office 

-----Origlnal Me55age~---­
From: HUGH DUNLEAVY (INV) 
Sent: Tuesday, January 22, 2813 1:24 PM 
To: STEVEN RICCIARDI (80S) iUbR8),(b)(7RC) 180S) 
Cc: HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CID); dadinY 
Subjtct: FW: Call wI DOJ regarding Aaron s~rtz case I briefing to House Oversight & Goy't 
Reform Committee (182-775·688718-5) , 

Gentlenlen, 

Reference the fOllowing. This cDngressional staff brlef!na will likely tlke place 1n the 
near future. I will represent the USSS. Plelse advise the .assi,ned 80S AUSA and request the 
required 6. authority. In addition, 80S is ral~ue$ted to provide bullated briefing point5 
(seplrrte fro. the ' clse reports), or8aniled by date, summarlz1n, facts of USSS/ECTF and other 
lE specific involvement in this investilatlon. 

1.e. : 
• 26SEP2ele - MIT notified by JSTOR of ...•• , .•• 
• 27SEP2818 • MIT identifies lp address xxx.xxxxx •••••••••• 

1 
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Thl intent is c to' provide specific and 'f~ctual USSS/Le 1nYlstillti~n briefing ~. ~'{iow ~j: :~~': . '::' 
speak to the .ssociited judicial action (proffers, indlc~ents, warrant.! plea offers etc.) 
Call wi questions. VI r HUlh 

-----OrlI1nll Mess'le--·-­
From: FARON PARAMORE (GPA) 
Sent: Tuesday, Jlnulry 22, 2813 1:85 PM 
To: PAUL MORRISSeY (GPA); JANE MURPHY (INV)l HUGH DUNLEAW (INV) 
Cc: FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA) 
Subject: call wI DOJ rtlardinl Aaron Swartz case I brief!n, to HOUSI oversilht a 6ov't Reform 
Co.iUee 

Good afternoon, hap. you Ire well. 

SAle WilliaMS and I just spoke with Hs .ICb)(8),(b)(7)(C) !from DOJ' 5 Office of LellslBt:1ve 
Affl1rs. 

fits .I(b§S),(b t adv1sed that they were also telephonically contacted by Chall'1118n ISsa' s staff last 
Thurs IY a~ernoon, request1nl to provide a brief1n. on the Swartz case. 

Iconsult with outside agency, 

I will advise the sroup of DOJ' 5 decision once I he.r back frOll HS J(b}(6),(bX I 

Thinks much. 

Faron. 

Faron K. Paramore 
Deputy Assistant Director 
Offiel of eanaresslonal Affairs 
United States Secret Service 

Ph: 

1 
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.. . . ' .. : .... . 
. . 

HUGH DUNLEAVY (VPD) .. [ 

'ram: 
lent 
To~ 
Cc: 
Sub)lct: 
AtUchmenta: 

HUGH DUNLEAVY (INV) 
Thurldlly. January 24. 2013 4:42 PM 
S'WEN RICCIARDI (8OS); JONATHAN BARTLETT (CIO) 
HUGH DUNLEAVY (INV) 
See AttI<:hed • Note BOS SA MImed 
Rolling Stone Mapzlne.23JAN2013.dac 

Call wI questions. VIr HUlh 

.' 

... . . " .. . :.~ .. ' . ". 
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...... :.:.: : .. .;,, : :. ' : :: . .... . : 
HUGH DUNLEAVY (VPD) 

From: 
lent: 
To: 
Ce: 

8ubjHt: 
Attachmentr. 

Import.nce: 

All, 

HUGH DUNLEAVY (INV) 
"IIIIndoy, Jan_Illy 24, 2011 , 
CYNTHIA TRIPLETT (TEe. (TEe): MARK COP f I dadl~~VY?=F 8ARTlETT(CJD)~,(fMcl 
(CIO);)( I 10) (b .(b ~CID) 
RE: nv. sHan 
RoIlIng Stone Magazlne.23JAN2013.doc 

High 

Reference previous and attlched. The attached open source media sJ)eclflcallv ates the USSS and the BOS SA 
Involvem.nt in this Investigation. WhO, there continue to be~O)(:>1 

KOI\!)) 

Cal/ wI questions. Vir Hugh 

. . ..... __ 0 ... ', . .. . : _ . ___ .... . •• __ .... . . • .-_' __ .............. _, ........... :-_.,_ ....... . 

Prom: HUGH DUNlEAVY (JNV) 

- Tuesday, Januory 15, 2~ 1'~ ~ To: CYNniIA TRIPlETT (TCc)n: R(c) kTEC)ICb)(8).(b)(7)(C) 
CG HUGH DUNlEAVY (INV); da Inv 

PRM) 

... 80S MIT Investigation 

All, 

FYSA - '"'. USSS (lOS) was Involved In the federal arrest and prosecution of defendant Aaron Swartz. Open source ' 
media Ii I 0 eratlons assumed I In response to defendant Swartz' 
suldde 

Aeference Is made to the attached af!d following open soUtee media web links: 

• Anonym0u5 Hades MIT Sites To Post Aaron Swartz Tribute, call To Arms (The Washl"lton Post) • 
httD:UWww,washlngtQnDost,cqm/business/technolo8Y!anonymous=hacks-mlt-sltes-to-post·aaron­
sw"tE-ttlbuti=ca"-to-armsI2013101/14/ff6fZ06c·5e4+11e2-994Gc6fc48BBfecd storv,hblll7hpld=z10 

• n:membe@aronsw,tumblr.CQm/post/40372208044/offlclal-statement·f,om-the-fam!Iy.and·parmeffif-
8mD 

call wi questions. VIr HUSh 
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HUGH DUNLEAVY (VPD) 

From: 
, ... t: 
To: 
Cc: 

HUGH DUNlEAVY (INV) 

· .... . . ::.: : .... . : . 

Subject: 

Thursday. January 24,20136:32 PM 
STEVEN RICCIARDI (~ 
HUGH DUNLEAVY (tNV}e).(bM7Yril f80S); JONATHAN BARTLErr (CID) 
RE: Cal wI OOJ regarding ron w case 10 leftng to House Oversight & GOY't Reform 
CommiUee (1 02~175.e0071o-S) - SUSPENSe NLT WED 3OJAN2013 

Gentl_n, 

FYSA - Now appears to be FRI 61fEB2e13 for the 1nvestilatlon brief!n. to House OVersight • 
Gov't Reform COMmittee. I will provide the USSS portion. 
Please plan to have the requested tile line and bulleted brlefinl pOints by NLT WED 
38JAN2813. 

USSS GPA his been in contact wi their DOl equivalent, Please insure the 805 USAO is aware of 
the planned briefing, share wI the USAO the time 11ne and bulleted brIef!nl points and 
request cllarance for any potential 6e issues. The intent 1s for the USSS to brief 
1nvesti,at!v. facts only. I will defer to DOJ to address any judicial action. 

Call wI questions, Thanks Hugh 

-~-.-~rl&1nal Message----· 
F rOlll :(b) ->,(6)(7)(C) [&OS) 
Sent: Tuesday, January 22, 2013 1:39 PM 
To; HUGH ULEAVV (tNV) 
CC~ STEVEN RICCIARDI (80s) 
Subject: RE: Call wI DOl regard!", Aaron Swartz case I briefing to House overslsht & Gov't 
Reform Committee (182-77S-G8871e-S) 

Hugh" 

we're on it. Do you have a date Mhen you need the requested 1nfor.ation? 

r)(6),(b)(7)(c) I 
Assist.nt Special Agent in Charge 
~Ojt~n Field Office Ire ).()(7){C) ~iCB 

-----Or181nI1 Missage··--­
Fro",: HUGH DUNLEAVY (IHY) 
Sent: Tuesday, lanuary 22, 2013 1:24 PM 
To: STEVEN RICCIARDI (BOS); IlbXei,(bl(Z)(c) 1(805) 
Cc: HUGH DUNLEAV'f (lNV); JONAlltAN BARTLETT (CIO) j dad1nv 
Subject: FW: Call wi DOl relarding Aaron Swartz case I brief1ng to House OVersight & Gov't 
Refana COImlttee (182-175-688718·5) 

GentleMen, 

1 
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Refe~erice the followinl. This (~n~ress1on~1 st'aff brlef'ln~ Wil:l"i1:kelY'~:~~e 'pia~~: :In :the .. . .':' : 
near future. 1 will reprasent the USSS. Please 1dvlse the Issi.ned 80S AUSA and request the 
required 6e authority. In addition, 80S is requested to provide bulleted briefing points 
(seplrate frOM the case reports), organized by date, sUMMarizing facts of USSS/ECTF and other 
LE specific involvement in this investigation. 

i.e.t 
• 265£P1618 - MIT natifled by J5TOR of ••. •••••• 
• 27SEP2818. MIT identifies 1p address xxx.x~xxx •••••••••• 

The intent is to provide specific and factual USSS/LE lnvestilatlon briefing Bnd allow DOJ to 
sp.lk to the associated judicial 'action (proffers, indictments, warrants, plea offers etc.) 
Call wI quest1ons. VIr Hugh 

•.•• -Orlglnal Messag.·--_· 
FrClnl: FARON PARAMORE (GPA) 
sent: Tuesday, lanuary 22, 2813 1:85 PM 
To: PAUl. ftYJRRlSSeV (GPA); JANE MURPHY (tHY); HUGH DUNLEAW (INV) 
Cc~ FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA) 
Subject: Call wI DOJ regarding Aaron swartz case I briefln, to Hause OYersisht & Go~·t Reform 
COIIIIIIlttee 

Good afternoon, hope you are well. 

SAle Wl1li_ and I just spoke with fIlS .llbR8),(bU7)CC) Ifrotll OOJ' s Office of Legislative 
Affl1rs. 

Ms-H2)~~,(b>JadViStd that they were also telephonically contacted by Chairman Issa's. staff last 
Thurs ay a~lrnoon, requesting to provide a briefins an the Swartz case. 

(consutt with outside agency, 

1 wUl advise the group of DOJ' s dedsion once I hear back from MS J~~8!!,(b) 

Thanks much. 

Faron. 

Faron 1(. Paruore 
Deputy Assistant Director 
Office of congressional Affairs 
United States Secret Serv1ce 

Ph : 
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HUGH DUNLEAVY m:DI 
" 

From: 
Sent: 

HUGH DUNLEAVY (INY) . 

To: 
8ubjlct: 

1.~t:~t09PM 
• w.lng Aaron sw.tz cae" briefing to House OVer8Ight & Gov't Reform 

Committee (102-775-eOO71Q..S) • SUSPENSE NLT WED 30JAN2013 

Thx~ 

.---~lR~~ ~sa,,--.--
Ff'OIII_ 6_..!... ~= tlOS) 
Sent: Thursday, January 2.4, leU 7:85 PM 
To: KJGH DUNLEAVY (INV)i STEVEN RICCIARDI (80S); ,(6)(6).(6)(7)(6) 1 (80S) 
Cc f JONATHAN BARTLm (eID) . 
SubjKt: fte: call wi DOJ re.ard1nl Alr.on SWirtz tlse I br1eftna to House Overs1aht a Gov't 
Rrivrtt ec.dttee (182-775-6ee718-$) - SUSPENSE NLT WEO 38lANlG13 

Boston copies. We'll have the brieflnl point to you prior to the dudline. 

Thanks. 

usss - ASAIC 
Boston Field Office 

I(bXS),(bR7)(C) ICc) 

.. ---- Or111n81 Messale ......... 
FrQII: IfJGH DUNLEAVY (tHY) 

" 

Stlrt: Thursday" January 24~ 2813 86:31 PM 
To: STEVEN RICCIARDI (BOS) 
Cc: fII6H IUfWVV (INY) i r.f1(b~X=6)-,;,(b~){=n~(cft"') -"'1 (lOS) i JONATHAN BARTLETT (elO) 
Subject: RE; Call wi DOJ regarding Aaron SWlrtz case I br1ef1ng to House overslsht a Gov't 
RefOrm co..1ttee (182-775-618718-5) • SUSPENSE NLT WED 38lAN1813 

GentllMn" 

FYSA - Now.appears to be FRI 81FE82813 for the lnvest1pt1on briefq to House overs1lht I 
Gov't Refer'll ( .. 1ttee. I will provIde the USSS portiOn, 
Plelse plan to hIVe the requested tllle 11ne and bullated brief!n. points by Nt T WED 
38lAH2t13. 

USSS ePA hes been in contact wI their DOj .qlll .... l~t. Pleas, insure the 80S USAO 1s ware of 
the planned briefinl, share w/ the U5AO the time line and bulleted br1eflnl points and 
request clear.net far Iny potential 6e issues. The intent 1s for the USSS to brief 
1ny.stilettve flcts only. I will defer to DOJ to address anyjudic1al action. 

Call wI questions, Thanks HUSh 

----"llGRI_tts1u-----FroM:) . !(80S) . . 
Sent: Tutsday, January 22 .. 2813 1:38 PM 
To! HUGH DUNlEAVY (lNV) 
Cc: STEVeN RICCIARDI (DOS) 

1 
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-" . , , . 

S"bject: RE: Call wi DOl res.rding Aaron sWartz 'c~5e I briefi~I\~:~S~oV~~:Sl~~':~:~:~ : : ": :. "" 
Refonl Committee (182·775-688719-5) 

Hulh, 

We're Dn it. Do you hive a date when you need the requested information? 

Thanks, 

1'6)(6).(6)(7)(0) I 
Assistant SpeCial Alent in Chars-
8Q~~~ ~~ld Office 

1(6)(6: 7( ~~~ce 

·····OriI1nal Message-···· 
From: HUGH DUNLEAVY (INV) " 
Sent: Tuesday, January 22, ~13 1:24 PM 
To: STEVEN RICCIARDI (BosH y>,(b)(7)(C) 1(805) 
Cc: HUGH DUNLEAVY (INV); JONATHAN BARTLETT (10); dadlnv 
Subject: FW: Call wI DO' reaard1ng Aaron swartz (ase I briefing to House OVersight. Gov't 
Refor. Committee (182-7?S-6e8719-S) 

Gentlean, 

Reference the follow1nl. This cong,..essional staff brien"s will likely take place 1n the 
near future. I will represent the USSS. Please advise the ass1gned BOS AUSA and request the 
required 6e aut~ority . In addition, 80s is requested to provide bUlleted briefing points 
(separate frol'D the case reports) .. organ1zed by date. sUlIIDar1z1ns facts of USSS/ECTF and other 
LE specific involvement in this investigation. 

1.e. : 
• 26SEP2e18 • MIT notified by JSTDR of •••••.• •• 
• 27SEP2818 - MIT identifies ip address xxx.xxxxx •••••••••• 

The intent 15 to provide speCific and factual USSS/LE investigation briefing and allow DOl to 
speak to the associated judicial action (proffers .. indictments, warrants, plea offers etc.) 
Call wI questions. vIr Hugh 

~-···OrlI1nll Messaae-----
FrOlll~ FARON PARAMORE (GPA) 
Sent: Tuesday, January 22, 2813 1:eS PM 
To~ PAUL MORRISSEY (GPA); lANE MURPHY (INV); HUGH DUNLEAVY (INV) 
Ce: FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA) 
Subject: tall M/ DOl regardinl Aaron SMartz ca5e I briefin, to House OVersilht a Gov't Reform 
C .. itt.. . 

Good afternoon l hope you are well. 

SAle W1lliaMS and I just spoke Mlth Ms~b)(6),(bX7)(C) ~rolll DOl' s Office aT Le,islattve 
Affairs. 

MS~ldvised that they were also telephonically contacted " by Chairman 1ssa's· staff last 
Th~ternoon, request1n, to provide a briefing on the Swartz clse. 

2 
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" ' 0:.:'' . 
........ 

I tdll advise the Iroup of DO' I S decision onci I hear back fraa "5.I(bX6),(b)(71 

Thanks lIuch. 

Faron. 

Faron K. ParaMOre 
Deputy Assistant Director 
Office of Can.rlsslonal Affl1rs 
unlted States Secret serv1c. 

Ph: 

.. 1:" : '.: .. ~ :-' .. : 

343 



HUGH DUNLEAVY 'V~D) 

From: 
lent: 

.' 
.. ';- : . . 

~ .. . . . ... '. : .... "' 

To: 
Subject: 

HUGH DUNlEAVY (1NV) 

~Bi!Jbt~Mry 2S, ~13 1:59 PM I{(~)(BOS) 
RE: FREEDOM OF; FORMATION ACT & PRtVACY ACT REQUEST FILE # 20130282 

Reev'd ~ thanks Hush 

-----~~ne~ Message-----Froll: _ .,( 7)(C) 1(80S) 
s.nt: Fr da , January iI~ 2813 1:49 PM 
To: BOS); __ 8),cb)C7Rc) 1(805) 
CC:,( (BOS)l STEVEN RICCIARDI (80S); HUGH DUNLEAVY (INV) 
Sub ec OF INFORMATION ACT & PRIVACY ACT REQUEST FILE • 28138262 

1~~~(6),(6)(7) I 
Plelse respond to this messale via official message: 

·secret Service case NuMber 3-102-775-eesee71-51 in the name of Aaron Swartz is still an open 
case. The requested infoMMation will be copied and will be held in the Boston Field Office 
until said case 1s closed. At that time, the requested information will be forwarded to 
Liaison Division for disclosure as deemed appropriate. • 

Thanks, 

Assistant Spec a ent in Charge 
Boston Field Offiee 

l(b){6),(6X7)(C) I~~" 

--·--Orilinal Hessag@----­
From: 80S 
Sent: Friday, January 25, 2913 l:e6 PH 
TO:I(bX8),(b)(7)(C) I(BOS)j!(b)(8),(bX7)(C) I(80S) 
Cc: (805); STEVEN RICCIARDI (BOS)Bbxa),(bH1)(C) KBOS);I(b)(6),(b)(7)(C) 
Subject: FW: FREEDOM OF INFORMATION ACT a PRIVACY ACT REQUEST FILE. 28138262 

Response due by Noon on Monday 1/28/13. 

-----Or1&inal Messl'e----­
Fro.e: 11. 
Sent: Friday, January 25, 2813 11:49 AM 
To: BOS 
Subject: FREEDOM OF INFORMATION ACT , PRIVACY ACT REQUEST FILE # 28138162 

IIROUTINE!I 

Fit FOIAIPA OFFICER, LIAISON DIVISION FILE: 177.860/177.878 
1 

taoS) 
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t •••• 

TO BOSTON FIELD OFFIce 

SUBJ FREEDOM OF INFORMATION ACT a PRIVACY ACT REQUEST 

REFERENCE IS MADE TO THE INVESnGATIVE MANUAL, secnONS 48 I 49. 

:.: '. ·0 :: : . . 
'" : ..... 

PLEASE CONDUCT fA. CHECK OF YOUR RECORDS, TO INClUOE EMAILS AND HANDWRITTEN NOTES" FOR 
INFORMATION CONCERNING THE FOlLOWING [INDlVIDUAL(S)/ORGAHI2ATION(S)/EVENT(S)]. IF YOUR FILES 
SHOW THAT YOU WERE THE CONTROLLING FIELD OFFICE, PLEASE NOTIFY THE FOIA/PA OFFICE IV OFFICIAL 
MESSAGE BEFORE NOON THE FOLLOWING WORKING DAY STATING TKAT DOCUMENTS HAVE BEEN LOCATED. 
PLEASE NOTE" EVeN IF RESULTS ARE NEGATIVE" PLEASE NOTIFY OUR OFFICE. 

COPIES OF THE ENTIRE FILE SHOULD IE lWo1EDIATELY SENT, VIA FEDERAL EXPRESS, TO THE FOIA/PA 
OFFICE. PLEASE ENSURE THAT THE ENTIRE FILE IS PHOTOCOPIED AND AlL CO~IES ARE LEGIBLE. 
INCLUDE ALL REVERSE SIDES 1 STANDARD FORMS, PHOTOS, AND HANDWRITTEN NOTES. 

IF THE FIELD OFFICE FILE IS OPEN OR IF DISCLOSURE OF INFORMATION IN A CLOSED FILE COULD 
ADVERSELY AFFECT A PENDING INVESTIGATION OR PROSECUTION" PLEASE CONTACT THE FOIA/PA OFFICE AT 
(282) 406·5838 BEFORE COPIES OF THE FILE ARE FORWARDED. 

ANV DELAV IN FORWARDING RESPONSIVE DOCUMENTS SHOULD Be REPORTED TO THE FOIAIPA OfFICE. 

NAME DOl SSN CASE NO. 

SWARTZ" AARON 11/88/1986 *u - •• - e493 182-775-8868911-$ 

PLEASE INCLUDE THE FOIA/PA FILE NO. IN YOUR RESPONSE TO OUR OfFICE. 

HEADQUARTERS/LIAISON DMSION Kb)(6),(b rMILLS 
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HUGH DUNLEAVY (YPD) 

from: 
hilt; 
To: 
Cc: 

HUGH DUNLEAVY (INV) 
Monday, January 28, 2013 10:37 AM 
STEVEN RICCIARDI (B08) 

" .. ':': 

Subject: 
HUGH DUNLEAVY (INV); JONATHAN BARrLETT (CIO) 
Fw: U.S. Attamey's omce In Boston drop chargHagainetAaron Swartz. Pl .... He artIde 
below. Can we have BFO confirm with AUSA'I ofIce 

High 

Plsconflnn 

- - .... ..... -.~ ....... --c-.,..-. .. - ..... ~ ," - - ......... _ .... ,. . -"""-. -_ . ........ --- . _ ..... --.--.... . 

From: FARON PARAMORE (GPA) 
s.nt: Monday, JanUiry 28, 2013 09:31 AM Eastern standard 1be 
To: HUGH DUNlEAVY (INV); FREOEIUCK SEL1.ERS (JNV)i JONATHAN BARTLm (CO) 
cc: PAUL MORRISSEY (GPA); FARON PARAMORE (GPA); LYNDA WIU.lAMS (GPA) 
SUbject: U.s. Attorney's Office In Boston drop dlarges against Aaron SWartz. Please see aracte below. Can we haw BFO 
confirm • AlJSA's ofIIce 

Good Morning everyone, hope you are well. 

Please see article below. 

Looks like the US Attorney's Offic e in Boston dropped 
the charges against Aaron Swartz. Can we please have 
the Boston Field Office confirm this information. 

If - If this is correct / true, this would also nullify 
our concerns regarding 6E material - I think. 

Thanks. ,Faron. 

Paron K. Para~re 
neputy A8.1.tant Director 
9ft1ce of CongreJ.ional Affaire 
United Stat.a Secret service 

Feds drop charges against late Internet activist 
Aaron Swartz 
Federal proaec:utors in Boston have dropped charps against Internet activiSt Aaron Swartz after his dea~. 

1 
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(Michaei Francis McElroy I New Yorlc TimeS via "Associated Press, January 30, 2009) 
By Jeaica Guynn 

January 14. 2013, 10:38 a.m. 

Federal pn>Sea&tors ill BOlton have droppc:cl charges lIIah1st Internet activist Aaron Swartz. 

Swartz, 26. was fo1D\d dead Friday in his New York apartment. He apparently bad hanged himself. 

Prosecutors filed the notice of dismissal on Monday. 

Swartz's fiunily blamed his death on "prosecutorial ovmeach." 

The U.S. attorney's oflice could not be reached for comment. 

Federal prosecutors alleged Swartz used MIT's computers to illegally access millions of academic articles 
through the JSTOR database. a subscription service for scholarly artioles. He was indicted in 2011 and was 
scheduled to go to trial on 13 counts including c~mputer fraud. Swartz faced the possibility of millions of 
dollars m fines and up to 35 years in prison. 

The case was seen as a showdown pitting the govemrnent and commercial interests against Intcmet "freedom 
fighters. " 

MIT President L. Rafael Rei! OD SWlday appointed Hal Abelson, a professl)f of computer science and 
en&ineering and a founding director of Creative Commons and the Free Software Foundation, to Plead a 
thorough analysis of MITs involvement. .. 

As news spread over the weekend of Swartz's death. the Web collectively molJJ'Jled for a brilliant young 
technologist and activist who wan1ed to set the world's information ftee yet could Dever escape his own demons. 

Confided one friend: "rm Dot swpriaed that this is how his life coded, and I bet many others feel the 'same way. 
So sad. he had SO much potential and not enouah joy in his life." 

swartz was just 14 when he helped create RSS, a tool that distributes online content. He was one of tho 
foWlders ofthc,.,ocial DOWS site Reddit~ which was bought by Conde Nast. But he W8$ best knoWllBS an activist 
for tiee and open access to the world's information. 

"Everything be did was aimed at woridooChanging and at activism," said friend and historian Rick Perlstein. 

Now his death Is beiDa used to question govemmemts aagrouive criminal prosecution ofIntemet activists. 

Anonymous @lleacd1y backed MIT's website and Jeft a tribute for Swartz: "We do Dot consign blame or 
responsibility upon MIT Cor what has happened. but call for all those feel heavy-hearted in their pro~ity to " 
this awful loss to acbiow1edae instead the responsibility they have - that we all have - to build aDd safeauard 
a fbtwe that would make Aaron proud. If 

RIF 
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HUGH DUNLEAVY (VPDt 

From: 
Slnl: 
To: 
Co: 
SubJ.ct: 
Attachments: 

HUGH DUNLEAVY (INV) 
Tl*day, January 21, 20134:59 PM 
dadlnv; Invlp 
HUGH DUNLEAVY (IN\/) 
FW: Aaron sw.tz C8MINV Request 
Swartz INV Brief 1-29-2013.pdf 

.... -.. 
.... .. ';. : '" 

.... , ....... - .. _ ...... .. . ..... _-_ .... ...... .... .. .... _-_ ........ " .......... - .. _-_ .... .... .... -- ... , ... ...... -': .--.... .... ..... _._.-.. ...... . ,.- --
From: JONATHAN BAImETT (aD) 
s.nt: 1'ueIdeyJ January 29, 2013 4:06 "'" 
TOI HUGH DUNlEAVY (INV) 
SUbject: FYI: Aaron swartz Case INV Request 

Good afternoon, Please see attachment. 

Thank you, 

SA((b)(6)'(bX7)(C) 
United States Secret service 
Criminal InvastJsatlve DIvision 
(b)(6), OIrect 

Mobile 

_ .... ,.., ...... _ ............ ___ '"'_ .. ,,, .. "' .... t_._ .. .. _. _ _ 

--..... _ ... . - ... ----...... _. __ .. ._- ... _- .. 

~~~~=~ ...... ,~..--.. ." ....... __ --:._ ........ _ .. o. __ •. _ .......... __ _ ..... .. .... . ____ ..... _ _ .. .. .. - . ._.,. 

Please see attached 
_ _ UN. __ o_. __ ... __ ._I"H .. _ •• ,.t .. ~ .-:-..a...... ... ,·"" 

1 
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: .. I.· .. .. :: ... 

Good momln., Cln you please ,Ive me a call reprdlnS thliNV raquest that was sent to your office yesterdlY ,...rd1ns 
the above cu.? 

,""nkyou, 

SAI(b)(8),(b)(7)(¢} I 
United StIteI Secret Servlte 
CrlmlnIIlnvestfpttve DIvIsIon 
)( • Dlntt 

v 
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HUGH DUNLEAVY (VP.D) 

From: 
SInt: 
To: 
Cc: 
SUbl­
Attlcbmen": 

HUGH DUNLEAVV (lNV) 
Monday, January 14. 2013 10:15 AM 
JONATHAN BARTlETT (CID); Invap 
HUGH DUNLEAVY (INV) 
FW: MIT C ... Bolton 
July 21, 2011.docx 

'F;;I(sgew,)cC) ..... 'tINV) _ .......... -.---., ......... _- ....... -._-, ..... --... "-

lint: Monday, JanUiHY 14, 2013 9:45 AM 
TOl JANE MURPHY (INV); HUGH DUNlEAVY (INV); FREDERICK SEU.ERS (JNV) 
~ml(~W~ B='(b)(8),(b)(7)(C) PNV) 

.. : .. :', ~ ~ 
; . ." : . ~ . 

. ...... . 

.... .. - .... ... . ... -~ ....... ..,._ ... , .. - ..... .. 

For SItuational Awareness, attached ls the write-up for the Clse Involvlns MIT and the Defendant Aaron Swartz, who 
committed suk:lde over the weekend. 

1 
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Criminal Investigative Division 
DaUyReport 

July 21,2011 

The information contained 
in this document is 

law enforcement sensitive. 
Dissemination is prohibited 

unless specijictlUy tluthor;zed by the 
United Stlltes Secret Service 

Office of Investigations. 
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FJELD ACTIVITIES: 

Botto. field om" 
New Eapad EIectroDk: Crimes Tak Foree 

MIT Network IIItrusioD hultl hi ,ederal Jadicbneat lAd Arnst 
On January 4, 2011) Massachusetts Institut" of Technology (MIT) Police Department contaoted 
the Boston. Field Offico and requested 8!Isistance from the New England Electronic Crimes Task 
Force (NSECTF) reprdiDa an investigation into a network intrusion. The initial investigation 
identified Aaron Swartz as the primary suspect. 

NBECTF agents determined that Aaron Swartz intruded into the MIT network without 
authoriulion. Swartz broke into a locked closet containing network components, connected his 
computer to Ihe MIT computer network and downloaded documents from a not-for-profit archive 
ofscientificjoumals and academic work, known as "JSTOR." Swartz avoided MIT's and 
JSTOR's electronic security and distributed a significant amount of JSTOR's amhive through 
one or more iil,,",sharing sites. Through investigative interviews and electronic forensic 
evidence, agents established that Swartz·s un-81lthorized acce$S impaired MIT computers, 
disabled servers, and deprived various JSTOR users .from accessing research. Agents discovered 
JSTOR and MIT were unable to block Swartz's attacks, as Swartz continued his intrusions 
utilizing new methods for accessing JSTOR. SubsequenUy Swartz exploited MIT's computer 
system to steal. over four million articles ftom JSTOR. 

On July 19~ 2011. Aaron Swartz was arrested and appeared in U.S. District Court, District of 
Massachusetts, cbarged with violations of Title 18, United States Code. Section 1343 (Wire 
Fraud), Section 103082 (Theft of Infonnation From 8 Computer), Section 1030 aSB (Recldessly 
Dan18ging a Computer) and Section 2 (Aiding and Abetting). This case is continued pending 
further judic~aI action. 

Case Apnt S~(b)(6),(b)(7)(C) ((BOS) Case Number: 1-102-775-60071-8 
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HUGH DUNLEAVY (VPD) 

From: 
Sent: 
To: 

.. Cc: 
SubJect: 

HUGH DUNLEAVY (IN\/) 
Tuesday, January 15,2013 ~.~ ~ 
CYNTHIA TRIPLETT (TEe) f6 )<DCC) 
HUGH DUNLEAVY (INV); da nv 
BOS MIT Investigation 

~ec); MARK COPANZZI (IRM) 

AltIcI1mentw: July 21. 2D11.docx 

All, 

F'tSA - The USSS (BOS) was Involved in the federalarre5t and prosecutIon of defendant Aaron Swartz. Open source 
media reports hacker aroups tareetlng MIT wI retaliatory operations assumedly In response to defendant SwartI' 
suicide. At this time, INV/CID has no crlminalinrelligence SUII&estlns that USSS systems will be specifically tafleted In 
response to defendant Swartz' suicide. 

Reference Is made to thl! attached Ind followlns 0Pln source media web links: 

• Anonymous Hacks MIT Sites To Post Aaron Swam Tribute, Call To Arms (The Washfncton Post) -
bttp:llwww,washlnltonoost.<iom{buslnessLtechnoloay!anoDvmoys-hicks-mlt-sltes-t9'post-s!aft)[!" 
swartz-tribute:call-to-armsl2013/QlI14/(f6tlO6c-Se44=11e2-9940-6fc488f3fecd $tory.html?bDld"zlO 

• rememberaaroosw.t,!mblr.comlpostl~3722080441QfficlaI::5tatement-from-the-fj",lly,and-parmer-of, 

JmUl 

Cau wi questIons. VIr Hush 
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HUGH DUNLEAVY (¥PDt 

Prom: 
Slnt: 
To: 
Cc:: 
Sua.t-ct 
Att.IohmInta: 

Impoltlla: 

HUGH DUNLEAVY (INV) 
• J.w.ry 31. 201311:29AM 

dadlnv; DON ); HUGH DUNLEAVY (INV): FARON PARAMORE (GPA) 
J-1I)2.ns-e0071Q.S - F"IMI DrIft of INV Requead Swartz Irwtltigatlon Synoptll 
Swartz INY Brief 1-Zi-2013.pdf 

High 

Attached for OCt review is the 80S summlfy of the J-102M 775-6OO11005 Investlptlon. 
this SUmmlry was offered to the USAO lOS for review and wu declined. 

, 1m scheduted to appear before the House Qverstaht & Gcw't Reform Comnttee (OGR) Chairman Issa Staff on FrfdIY, 
FebMry 1, 2013. 
SAle 80S IdYfses that the synopsis contains only information avaflable In the unsealed Indktment of Suspect Swartz. 
Pendq your rwIIw~ GPA wllilltcety push to Its DOJ counterpart. 
'I. 

Call wI questions. VIr Hugh 

; •• II 

", ., . 
•• , • • O' 
'. . 

,,,._,, •• ..., ... _.,_ ..... , - ____ ••••• ~-'" •• • , .... _ •• u •• , , __ ..... - •• _ ... , ...... .........&..-.... \0 ._ ......... ,-...... • ... - _ _ • - _ ...... .. . _ ... . 

'"MIn STEVEN RlCClAROt (80S) 
Slat: WIdnesday, January 30, 2013 9:53 AM 
T01 H~ DUNlEAVY (lNV) 
Cct FREDERIC( seuw (UN) 
~ Anal DrIft ~ UN Requested SwaJtz IrMlSttglUon SynopsIs 

SIr: 

Attached 15 the final diM' thei~ InvestipUon synopsis. If you hive any questions feel fnN! to contact me or 
ASAlclbR8).(68tl(c la~_ 8),(b I 
5tftft O. RJc:cIri 
Sped" Apnt In CIt ... 
Unlttcl StmI $Knt Service 
&alton FIeld ~ 
117/515 5140 
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HUGH DUNLEAVY tyPO) 

From: 
Sent: 

HUGH DUNLEAVY (INV) 

To~ 
Subject: 

ThU1' January 31, 2013 2:18 PM 
n(6);t)) 
~.; i ~~S:SUOj iN ~ ~/na' Draft of INV Requested SWartz Investigation SynopeIs 

1430. Headed back from WH now 

Hugh, 

When you are ready I can watk over to your office and go over the doc. 
__ .. . . t • • " " _'" ___ _ ... , ...... ----;- . _ • • • • ••• -~4_.L__._I ... . . . - _ __ ._ -~-..•... ~ ... .. .. __ .... __ .- .... , .... ".-
From: HUGH DUNLEAVY (INV) 

• Thu January 31, 2013 11:%9 AM 
To b 6, b 7 C LEG) 
Cc: daeUnvj HILL (lEG); HUGH DUNlEAVY (lNV); FARON PARAMORE (GPA) 
Subject; J·l02·n5-600710~S· Final Draft of INV Requested SW«tz InvesttgatJon Synopsis 
Importance: HIgh 

1@.t6},(b)(7J I 
Attached for oce review 15 the 80S summary of the J-102·77S-60071()'S investrgation. 
This summary was offered to the USAO 80S for review and was declJned. 

I am scheduled to appear before the House OVerslsht & Gav't Reform Committee (OGR) Chairman 1$51 Staff on Friday, 
February 1. 2013. 
SAIC 80S advises that the synopsis contaIns only Information available In the unsea," Indictment of Suspect Swam. 
Pending your review, GPA will likely push to its ooJ counterpart 

Call 'III questions. VIr Hugh 

From: STEVEN RICCIAROI (BOS) 
Senb Wednesday, January lOt 2013 9:53 AM 
To: HUGH DUNLEAVY (INV) 
Cc: FREOEFUO< SEllERS (INV) 
SUbject: FInal Draft of INY Requested swartz Investigation Synopsis 

Sir: 

Attached's the final draft of the Swartz Investlsation synopsis. If you have any questions feel free to contact me or . 
ASAlcI(b)(6) ,(b)(7)(C) ~t 617/565·5640. 

St.".n D. Rlcdardl 
SpectaJ Apnt In Charte 
UnIted St.tes Sectet Service 

1 
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HUGH DUNLEAVY (VPD) 

From: 
Stnt: 

HUGH OUNLEAVY (INV) 
Thursday, Januaty 31, 2013 2:19 PM 
FARON PARAMORE (GPA) 

.. . ' . . . ~ 

To: 
8ubjtat: Re: J.102-n5-6OO11O-S· Final Draft of INV Requested SwaiU lnves~gation Synopats 

.... , .... ...---. h"' ,......,.-_.lI ...... ·_Ju· .. ·· ___ ... ·._I ... ·. __ ---.,. ~ . ,.-_ _ _ .... _ . . --_ .......... _____ " ... --_& .. "' .... ~. . ... . 

From: FARON PARAMORE (GPA) 
Sent: 1'1l1.l'sdaV, January 31, 2013 01:32 PM Eastern Standard llme 
To: HUGH DUNLEAVY (INV) 
SUbject: Re: J-102-775-600710·S - final DnJftdlNV Requested Swartz Investigatfon Synapsls 

HUlh - faro') here. can you. Talk now??? 

l(b)(6),(b)(7)(C) I 
... .-........, ........ ~_.u .... '" . ..... _ __ ........ _1 ........ .. _ __ ••• _.~ .. _. . .. .... "H '- "."'''--. -_.' "-,''-'' . ~ 

From: FARON PARAMORE (GPA) 
Sen~ Thursday, January 31, 2013 12:34 PM Eastern Standard TIme 
To: HUGH DUNLEAVY (lNV) 
SUbject: FW: 3·102·775-6007100-S • Final Draft: of INV Requested Swartz Investigation Synopsis 

Hugh - Faron here. Leaving BO now going up to the Hlli. 

Again, plea.e call me on my cell. I'm open until about 1:10pm. 

l<b){8),(b)(7)(C) 

Thanks. 

Paron K. Paramore 
D~uty AS8iatant Director 
Office ot Oongre •• ional Affaira 
United States secret Service 

ph: 

F~: HtJGH DUNlEAvY' {tNV}-' _ .......... _ .. A "-~ ....... --~- ... "--. ~ .. --... ~ "c--" ..... -

Se • . ry 31, 201311:29 AM 
To (b)(6 ,(b)(7 (C LEG) 
Cc: dedlnv; HILL (LEG); HUGH DUNLEAVY (INV); FARON PARAMORE (GPA) 
SUbjact: J-102-17S-6OO71G-S - Final Draft of INV Requested SWartz investigatIon SynopsiS 
Impottance: HIgh 

[(b86),(b)(1) L 

Attached for oce review is the 80S summary of the J·1D2~77S-60011o-S investl8atlon. 
This summary was offered to the USAO 80S for review and was detHned. 

1 
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· . 
I am schedu~d to appear before the House Oversi,ht & Gov't.Reform Corywmlttee (OGR) chairmalf~ :S~ff.:~~ Frl~V~ . " .. 
February 1, 2013. 
SAfe 80S advises that the synopsis contains only Information available In thl! unsealed indictment of Suspect Swartz. 
Pending your rlVfeW, GPA will likely push to its OOJ counterpart. 

Call wi questlons. VIr Hush 

._ ..... ,.~, ·-:- .... H ... ·:~._ ..... _ .... '_ .~ .......... _------: • • • ~.~_ • •• • _ . .. _w._ ... · ~ '.--.... ... . " __ 0 1 _ •• _._~ • • _ •• , 

From: STEVEN RICCIARDI (60S) 
Sent: Wednesday, January 30,20139:53 AM 
To: HUGH DUNLEAVY (lNV) 
Cc: FREDERICK SEu.ERS (INV) 
SUbJect: Final Oraft or INV Requested Swam InvestJgatton Synopsis 

Sir. 

Attached is the final draft of the Swartz Invest:f8atlon synopsis. If you have any questions feel free to contact me or 
ASAlq1b )(8),(b )(78c) r 617/565-5640. 

Steven D. Rtmardl 
Special Apnt In eM,.. 
United Statal s.cret Service 
Boston FI4Id Offlct 
617/565-5640 

2: 
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HUGH DUNLEAVY (VPD) 

HUGH DUNLEAVY <INV) FfQM: 
lelll: 
To: 
Cc; 

IuhjICl: 

Frtday, Februwy 01. 201~ ~~ . 
STEVEN RICOIARDI (B08 ). (7) ' IBOS) 
dadlnY; JONATHAN BAR I t W);{8ty;;W lu~Y (PIO); HUGH DUNlEAVY (INY); 
FARON PARAMORE (GPA) 
J-102·77s.60071H· Requested OGR ltarr briefing COInIMte 

All, 

The requested brieR,. to the House OVersilht &. Gov't Reform Committee (OGR) Chllnnan lSAI'S $tlff was reo the 80S 
NEECTF lnvesrlptb1 (~102-"5-60071o-S) 
was completed by 1345 today. 

Note· DOJ declined to attend. 

No Is$ues noted, No follolN up or refN_ at informatIon requested, no Indicated COIICeI1\ wI the USSS investipdon. 

Thx to 80S and NEECTF for the support. The 80S Irwestiptlon withstood ICrutinvon its own merits and on the solid 
Investilations and work of the NEECTF • well done. 

can wi quiStlons:V/r Hush 
_ , .. ..... ..... .. ... ___ ....... . . . _ • •• • •• • • •••• " ___ .0 __ • • • ' ..... __ oJ.."......... . ... _-_. _ ............... _y.. 0' .: •• __ • __ . ... . .. . u ... -........... ••••• -~-. -

Fram: STEVEN Rlcx:rARDI (80S) 
lint: Wednesday, In&ary 30, 2013 09:53 AM !astern StandaJd Time 
To: HUGH DUNLEAVY (INY) . 
Cc: FREDERICK SElLERS (ItN) 
IUbjed: FInal DrIft fI INV Requested Swart! InYesdgBtIon SVnopsis 

SIr: ( 

AttaC~~Ii'~9r' draft of the sw.rtz fnvesdption synopsis. tfyou have any questions feel free to contact me or 
ASAICJ(b~6), lat tM(lIj,(6)(7xe) I 

.... n D. Ricdanll 
SpedII Alent 1ft Cha ... 
UnIted _Secret,..-
Botton FfItcI 0fIIce 
117M ... 0 

l ' 
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HUGH DUNLEAVY (VPD) 

8ubjKt: OOJ Briefing: J-102·775-60071-S 

... . . .. . ~. . . 
. . . . .. 

Location: OOJ ~ Qoo Pennsylvania Avenue. NW. (ViIimr'1 Entrance on Constitution Avenue between 9th 
and 10th St., NW_ • Oftlce of LegJalatfve Atrtlfl • SUite 1145 

St.1t: 
End: 
Show TIme Aa: 

Mon 21111201311:00 NI. 
Man 21111201312:00 PM 
TentatIVe 

(none) 

Not yet responded 

HUGH DUNLEAVY (INV) 
FARON PARAMORE (GPA) 

Hugh - we are all set for the meeting with DO] next Monday, February 11th at 
11 am. See below. 

I'll send you a meeting request shortly. 

Thanks. FarOD. 

Faron K. para~re 
Deputy Assistant DireQtor 
Office of congres,ional Affairs 
Uaited states Secret Service . 

Ph; (202) '06-5676 Main line 
(b)(6),(b)(7){C) iract. line 

cell 
~-"!1"111"1!~""".rax 

promtwWZ,)($k leOLA) [mal!td(b){6),(b)(7)(C) tusdoJ·govl 
s.nt: V, ruary 06, 2013 2:51 PM 
To: FARON PARAMORE (GPA) 
SUbJect: Monday, 2/11/13 It 11:00 am 

lconsult With outside I 
agency. 

l(bX8),(b)(7)(C) 
Attorne., Advisor 
omc. of Lt8IsI~ Affairs 

I(&~(~~smfflf'f of Jusdce 
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'ron 
SlId: 
Ta: 
Cc: 
Subjtlct 

k6)(61,( I 

I caD) 

D) 
~:=:r.~=i. 22, 2013 4:05 PM 

',' .... " t:-.,. . ... 

OO)Mbl(8),(b)(7)(C) IOO);I(6k!!),(bK7)(C) lao) 
aD} 

~~rr-w~~regardlng Aaron SWartz case I briefing to House Oversight & Gov't 
Reform Committee (102-775-6OO110-S) 

Let's discuss thb tomonaw when we all return. 

~you, 

~ 
- OrJlinal Message­
Fnm1lbRs\.(b)l7il¢) '(CID) 
~re' ~I~~,~uarv 22, 20U 03:47 PM Eastern Standard Time 
Tt>t, 1 aOI(b)(8),(b)(7){C) IClo):I(b)(6),(b)c7lcC) I(CIO) 
ecli6\(8\ 16\l7Sl¢\ I(CIO) 

.. ... .. .. . 

Subject: RE: CIN wI DOJ reprdlng Aaron Swartz case I brleflnl to House overslsht Ie Gov't Reform Committee (102-775-
60071O-S) 

Sir, 

We did provfde the above summary for the SAIC regarding this we. Reference the attachment above. Just so I'm 
following In reference to the below ... BOS Is requested to provide bulleted brieftns points (separate from the case 
reports) and wi. send to Reslons and then ultimately to SP? 

Hei~!}' .. , I 
--Orl~ln81 Messa~e-­
Fromln(6),(b)(7)(1 100) 
Sent! TuesdIY, January 22. 2013 2:14 PM 
To: JONATHAN BARTlm 'CIOll<b)(6),{b)(7)(C) ICloH(b)(8),(b)(7)(C) , (CID))(6)(8),(6$)(6) letD) 
SUbJect: Re: caR wi DO) regtrdlnl Aaron Swartz case I briefing to House Oversight & G t Reform COmmittee (102·715-
&0071()'S) 

Copy 

: - Ol1llnal Messe,.-
From: JONATHAN BARnm (CID) 
Sa . uary 22, 2013 02:11 PM Eastem Standard TIme 
T ( , )( ( CIO)tib)(6),(b)(7)(C) ICID) 
Subject: RE: C8 w/OOJ regard!na A.aron Swartz case I brleftnB to House OvenJght & Gov't Refonn Comm.ttee (102-71S~ 
600710-5) 

Coordinate with 80S. 

1 
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-···Orlinal Message··-­
Fro~{bX8),(b)(7)(C} IlelD) 
Sent: Tuesday, January 22, 2013 2:05 PM 
To: JONATHAN BARnETT (eID); Im(b~~'lft6)""',(b""f"l)l-7)~(Qi-flD) 
Subject Ae: cau wI DOJ rel.rdlns Aaronswa1'ti case I brleftns to House oYerslsht &. GoVt Refonn COmmittee (I02-n5-
60071~S) 

Special Projects hIVe a onlolns brleflng. 

~ 
can you ensure thet the brleflnals provided to the SAle? 

B 

-O~a' Messase-
From: JONATHAN BARTlfTT (CID) 
Sent: TUeSdfc9}anuary 22, 2013 01:25 PM Eastern Standard nme 
To~(b86).{b)(C lelD} 
Subject Fw: Call wI OOJ reg.rd'na Aaron Swartz CJse I brleflns to House oversight & Gov't Reform COmmittee (102-775-
60071c)'5) 

lhe RqIons are working on buflet points for INV correct ? 
SAle Mart Bartlett 

U.s. Secret Service 
Crfmlnal InvestlJative Dlvfslon 

- Orlgfn" MeSMge-­
From: HUGH DUNLEAVY (tNV) 
sent! Tuesday, January 22, 2013 01:23 PM Eastem Standard Tfme 
To: STEVEN RICctARDI (BOS)I(b)(e~.MZ)~ EJ80S) 
Cc: HUGH DUNLeAVY (INV); JONA R'fC (CID); dadlnY 
Subject: FW: can wI OOJ resardlng Aaron swartz case I brlefina to House Overslaht & Gov't Reform Committee (102· 
775-600710..s) 

Gentlemen, 

Reference the following. ThIs congressional staff brleflng wi. likely take place In the near future. I will represent the 
USSS. Please advise the assigned 80S AUSA and request the requIred fie authority. In addltlo'", 80S Is requested to 
prOVide buUeted briefing points (separate from the case reports), orsanlzed by date, summarizing facts of USSS/ECTF 
and other LE speCific Involvement In this Investllatlon. 

I.e.: 
• 26SEP2010· MIT notified by JSTOR of ......... 
• 275EP2010· Mrr Identlrles Ip add,." JOO(.)OOOC)C ......... . 

The Intent Is to proYide specific: and factual USSS/LE fnvestlptJon brieftnt and aNow DOJ to speak to the associated 
Judfdl'actron (pro~, Indictments, warrants, plea offers etc.) Call wi questions. Vir Hush 

2 
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From: FARON PARAMORE (GPA) 
Sent: TUlSdaV. January 22, 2013 1:05 PM 
To: PAUL MORRISSEY (GPA); JANE MURPHY (IN\I); HUGH DUNLEAVY (lNV) 
Cc: FARON PARAMORE (GPA); LYNDA WILLIAMS (GP.') 
Sub)e~: call wi DOJ reprdinl Aaron Swartz case J brleflnB to House OversiSht a Gov't Reform Committee 

Good afternoon, hope you are well. 

SAle WlIRams and I Just spoke with Ms.F(6I,tblli)(CI rom Dots Offlce of legislatIVe Affllrs. 

Mti~~~~\(b) ~dvlsed that they were alsO telephonically contacted by Chalrman 1551'S staff lISt Thursday aftemoon, 
requestJns to pnwlde a brieflna on the Swartz ase. 

ICcnNt with outsld' agency. 

I will advise the poup of ooj'5 decision once I hear backfrom M~~bH!), C! I 
Thanks much. 

Faron. 

Faron 1(. Paramore 
Deputy Assistant Director 
OffIce of Congressional Affairs 
United States Secret SelVice 

Ph: (202) 406-5616 Main line 
l(b)(6},(b)(7)(C) ~~t line 

(202) 406-5740 Fax 

.3 
364 



" ." " . . .. . .. .. .. . . .~ 

• ,.' .'.: " t . 

taD) 

From: 1(6)(8).(b)(7)(C) lao) 
Sent: T Jan 22, 2013 3:48 PM 
To: ~~~rr.:t'f"Liao}:KbR8)'(b)(7RC) ICO};/(b)(6),(b)(7)(C) lao) 
Cc 
SUbJtCI: 

(10) 
~R~·~aoon-w"'nl:'lJn"'!re-gardln9 Aaron Swartz case J briefing to House OVersight & Gov't 
Reform Committee (102:-775-60071().$) 
FW: MIT case Update 

Sir, 

We did provtde the above summery for the SAle reaardln, this case. Reference the attachment above. Just so "m 
fallowing In reference to the below ... BOS Is requested to provide bulfeted brfeflns paints ("pirate from the else 
reports) and win send to ResJons and then uhlrnatety to SP? 

I@<!>. I 
--orftJnal MesSlle-­
From'Cb)(6),(b)c78C) ItID) 

To: JONATHAN BARnm (CIOb (6j(~1)(C) kCJD)j(b)(6),(b}(7)(C) J:ID)i<b)(8).(b)(7)(C) I(CID) 
Sent 1'UesdoV. January 22, 20~ ~~ Ell1 
Subject: Rt: Call wI DOJ resardln, ron Swartz case I brlefln8 to House OVerslaht Be Gov't Refann Committee (102-775-
60071CJ.6) 

Copy 

~ Ortslnll Messase --
From: JONATHAN BARTLm (CID) 
Sent; Tuesd , January 22f 2013 02:U PM Eastern Standard Time . 
T (b , IDU(6 (6):)(7)(C) .CID) 
SubJect: RE: Cal wI OOJ reS8 ina Aaron Swartz case I brleflns to House Overslsht " Gov't Reform Committee (102-775-
60071()'s) 

Coordinate with 80S • 

• -o~lnaJ M!~e--. 
From)(6).(6)(} ~ID} 
Sent: Tuesday, January ZZ, 201~ ijt PM 
To: JONATHAN BARTlETT (ClDk( ).( (7)(C) 1(00) 
Subject: Re: call wI DOJ reaardl. Aaron Swartz case I bttefll1l to House Oversflht & GoY't Refonn Committee (102~775-
60071()'s) 

Specta. Projects have a O"lolnl brieflnl. 

Can you ensure that the brteflna fs provided to the SAIC1 

1 
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- Ortslnll MISSIle --
From: JONATHAN 8ARTLm (OD) 
Sent: Tuesd~~ January 22, 2013 01:25 PM E.stern Stlndard nme 
Toj(bxe),(b)( )(CkCID) 
SUbjed: Fw: can wI ooJ rel.rdln. Aaron Swartl case I brleflnl to House Overstaht a Gov't Reform Committee (102-775-
600710-5) 

The Rellon, are worldn, on bullet pOints for INV correct? 
SAle Marte Bartlett 

U.S.See~tSenrice 
CrJmlnallnvestflative DMslon 

_. Orfalnal Message -
From: HUGH DUNLEAVY (lNY) 
Sent: TuesdaV, January 22,201301:23 PM E.stem Standard TIme 
To: STEVEN RICCIARDI (BOS*b)(B),(b)(7)(C) ~OS) 
Cc: HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CIO); dadlnv 
Subject: FW: call wI DOJ reaard1na Aaron Swartz Clse I brieflns to House Oversiaht & Gov't Reform Committee (102-
n5-60071O-5) 

Gentlemen, 

Reference the foUowl .... This consresslonll staff briefing will nkely take place In the near future. I will represent the 
Usss. Pleese advise the asslsned 80S AUSA and request the required 6e authority. In addition, &OS Is requested to 
provide bulleted briefins points (separate from the case reports), Ofsanlzed by date, summartzil1l facts of USSS/ECTF 
and other LE speciflc involvement In 1hts Investigation. 

Le.: 
• 26SEP2010· MIT notified by JSTOR of ......... 
• 27SEP201O M MIT Identifies tp address JOOC.lOOOCX ......... . 

The Intent 15 to provide specific and factual USSS/LE Investlgadon brtefins and allow DOJ to speak to the ils$OClated 
judicial action (proffers, Indictments, warrants, plea offers etc.) CaM wI questions. VIr Hugh 

--orislnll Message--
From: FARON PARAMORE (GPA) 
sent: Tuesday, January 22, 2013 1:05 PM 
To! PAUL MORRissey (GPA); JANE MURPHY (INV); HUGH DUNLEAVY (INV) 
Cc: FARON PARAMORE (GPA); lYNDA WIWAMS (GPA) 
Subject: can wi DOJ regardlns Aaron Swartz case I brteftns to House OVersight & Gov~ Reform Committee 

Good afternoon, hope you are weD. 

SAle WIRlamsind I Just spoke with ~(~!(8).(b)(7) tram DOJ's Offlc:e of t.eclsJatiYe Affairs. 

MsI(~86), ladvlsed that they were also tetephonlcally contacted by Chairman (ssa's staff last Thursday afternoon, 
requestlna to provide a briefins on the Swartz case. 
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IContuit with outllde ._. 

I will advise the ,roup of DOJls decision once I hear back from Ms.f(b)(a),(b) I 

lbInks much. 

Faron. 

Fa~nk.ParanDO~ 
Deputy AssIstInt Director 
Offlce of COnan_ntl Affairs 
United Statts Secret Strvice 

3 
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From: 
s.nt 
To: 
Cc: 
Subjtct 
Attachmtntl: 

Sir, 

. :. 

l(bX6),(b)(7)(C) tao) 
Monday, January 14, 2013 12:24 PM 
JONATHAN BARTLm (00) 
HUGH DUNLEAVY (JNV) 
FW: MIT Case Update 
MIT Case Update.doac 

... ... . .. . .. 
• • 0 • • , " 

~ '," .. . '.; '.;. .: :: .... 

Reference the above for In updated synopsis rea8rdJns Clse # J-l02·77S·60071·S (80S). Further, for situatIonal 
awareness purposes based on d'scussfon with the case SA accordins to the NVPD Detective via the 805ton PO Detective 
thlslnddent was clearty a suicide. Accordlns to case SAF)(6).(b!(t)(C) fstated the subject suffered 
from _ history of depression Issues. 

Regards, 

1(6)(8),( I 
• • •• ""',... •• _ . _'_"~ __ ~'o.JJI ' ''" ' ' _ _ _ _ • _ .. _ •• _ ... ..,..M .~ __ , ............... ",.;'._. _ _ ...... Mnn ••• __ -~ 

" rom:kb)(8\ <6\l7icm !(CID) 
Sent: f1QIlday January 14, 2013 12:01 PM 
ToiCb )(6Utill'1f(C) KINV)icbu6} (bian¢> 
cc:: OO.5P 
SUbjects MIT case Update 

See updates on the MIT Investigation. 

KINV)I(b)(8),(b)(7)(C) KINV) 

t 
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•• ':::: pa~ 1 of5' 

.; I 

,,::1(b=)(6=),=(b)=(7=)(C=) ===k~IO~_,_~._ ------_._ . ......--... _._._- ...... -
From: 
Sent: 

To: 

BOS 
Friday, January 21, 20112:69 PM 
OtO 

Cc: ISO;BOS 

SUbjMt: 775,510 Opening Report· Aaron SwsrU C102~17S-e0071-S) 

u. S, SIICRBT SBRVICB lIlVESTI<aTlVB RBPORT 

!'ROM: 
ro: 

BOSTON PIBLD orrICK 

IIfPOI 
CRIMINAL IlIVIIl'l'lQATIVIl nIVXSIOIf 
IHVlSTI~IVB SUPPORT DIVISIOR 

SUBJBCT: O~IHINQ RBPO~ 

CASB TlTI.B: 
CASB 'l'YJI I 
SICOIIDARY TnllS: 
CO~LLIIlG aPPICH: 
UPORT MADB BY: 
DATa QAJI OPBRlDr 
nBVlOUS REPORT: 
UPOZ'IHQ PlRtO%): 
STA'1'IJS, 

Smo'SISt 

AARON SWAIlTZ 
175.510 
'4'.191, .'.,30', a~8,930 
BOSTON PIBLD OPPICS 
SA ,b»6),(b)(7)(C) 
01 0'7 11 
Jl/A 
01/04/11 - ol/~1/11 
COJI'rntUllD 

FILSI 103·71S-60071-8 
X-RI', ilIA 

SEIZll'RBI, 'Ii/A 

on 01/04{11, NIT police reque8ted aa.iat.nce from member. of tbe New Bngland Blectronic 
Cri.. Taak Poree regarding an inve.tigation into a Qo~~ter that w.. found in a locked 
olQ.et at MIT and waa cODDec:ted 1:.0 the MIT Network without autho:dIAtloJL. rurthcr 
1nveatiqation revealed that a subject lat.r ~d$ntlfi.d aa Aaron Swartz, i~trud~d into the 
MIT network without authorizatioo by making entry tnto a locked closet containlng 
networting COIIpOlleAti tor MIT networu, c::onnec:tiDg III c01llputez: to the MI'l' network, and 
downloading dooument. ·froM JSTOR. 

On 01/06/11, Aaron Swartz was arT •• ted by MIT ~oliee and agent. of the Wew Bnglaad 
BlectroJLlc cr1~1 Talk roroa aDd eb.r9~ with violatioa of Ma •• ach~ott. General Law 
(MQL) for br.aking and entering. Tbe iDVeetig~tiDD of Swartz's unautborized iDtru.ion 
blto the MtT net.work and the theft of documents from JSTOR continue. 

C •• e continued 10 Bostou. 

DBTAtLS or tIVISTIGATIOB: 

on 01/04/11, Detective ( (,( )( of the C.~dc2.ge, MA Police Departmellt and 4 meMber 
of the New 11l91~U\d Blectrol:)1C! r me. Taak Force, nce1ved a call !t'o1l'liCb)(SMb)(7)ti)( • 
I(b)(6),(b)(7)(C) !MIT .1IW) of the Na .. actu ... etta ID.tltllte of Technology lMITT police 
Department, informing bim that an ~Aautho~£s.a computer had been lo~ in a wire closet 
OD MtT grounde and that •• twork Traffic 8ugg •• t.4 that the computer was beiDg ueed to 
download .~Adve teobDlcAl jOllmds wit.hout. authodsatiOD. The computer: was found in a 
wire olo.et 1u the b ••• ment of Building 16, the Dorrance Buildidg (11 Ma8.achll •• ~t. 
Avenue, C.~ridge, ~, which houle. the MIT Biological Engineering Depart_ent. 

cont1nlJiJ!g 011 01/04/11, SA'cbl(8) (S)(7)(C) I o.tective ~ anmd~D~e:;:;t~~v~e~~:.I.IrI~'-'l,;:~--' 
of the loaton Police . Department , traveled to MIT and m~ 6),(b)(7)(C) 
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369 



" 

·' .. . ....... . . :·· .. ·· p.3; ~r~.>· :: . '. •• •• 
" 

~~~~~CE~~~~::::~;;:::Jand ~mrn.;~~ ...... --...a.;,;= .......... ....,m~.T.I;u~. ( ( I 

uc ure erv oea or MIT, •• kinV tbem~"""-.p~~o:-":",""" 
CCIII,P1Itu dowialoacl!ng' tIM "GUm.la. At 0808, ),t) ocatd a COIIPUter hid4eD by • 
bOlL CODMcted to • Iwi tell iD • wire cloeet i ...... ~I4iD.sr u. 'l1l. 
co-.pQter w •• allO coDa.ote4 to aA •• tarnal bard drive. tabli.~ a pac_et 
CApture of the .... _witch the ca.puter va. fOUDd attac • 

l(bX!Hb) laleo prC'Nicled sA l(b)(gl,CbXlw!th a copy of bUtorleal D~tvork noW data C«D~A9 
~ al5re.~. 11.55.'.2'0 aDd 18.55.7.2'0 froM 12/1'/10 to 01/0'/11 aDd DHCP log 
lDfC?r"aatioa fox c:GIIpUte~. ntiat.reel •• gboet...,..cbook ud ghotIt; .. laptop. 

8A1CbB!1.@) lc:oi.t&Ct~d ukbR6).cb)m( I (cm) at the eDT Coordination CeDtn at the 8oft"at'e 
_;tneu""Iagln.t1tut. at cameg1e Mellon muvenity. SA~p~d.4 IAKb)(6}I(bUIw!tb. 
iAat"QUOIlt ~o uploacl the data to the cmt'l' d~p box. 

Oa Dl/0'/11, at appcoxlaately 1~3~, video .urv.lllaace eh0we4 tbe 1~vidual Iatat' 
iclentlUecl •• ~QW atum to the win olout oIad Z'8IICWe the Aetbook and e~temal hud 
ddve. Latn J ,}(8)f(b)(1j§xe)JbRncc) lor t~ MIT Polioe »epart_nt o.l1e4'(b)(6tc§)( 'WI (by I 
of the 111'1' 'PO! 0. Dell.ft_at au! ,tated tbat be ba4 locatH tile eu.pec:t latel'( "Identlfie4 
... "aztl riding b18 bicycle OA •••• neu- the iat.rlectloJl w1t1l Lee 
.tnet in caaabddge, ..... ac:hu!!~ta. I Qd BAI(§xei(b)( Inap~ to Le. 
Itrtet to ••• iltll61d1\ thv k6x6Ub)j ( ttellptecl toUt_M.. W I: I howevu 
evut. ~uepec1 off ot hi. bfoyole WD r,.e Itreet. . and SA l(bUSt(b) I 
detaineeS the au.peat -.4 be .,.. nlINqUeAr.ly plaeel! ODder aneat. .~r of tll. 
b.ckpaok the au.s~c~ was weadJl9 rev.al~ a O.S. pauport in the nlM of Aaron Swa.rtz and 
one (1) OS8 Tbumb Drive. No oomputet wa. found in the backpack. Swartz Ma. tr.napol'te~ by 
Cambridge Po11ce to C.~rid9. Pollae ·h.adqUarters and .ub.equently charged w1th violation 
of ...... ahU.tU GeAenl r..w lllGL) f.o,r Ir.atiAg aDCl IDt.~in9. 

Alao on Ol/06/11.!(b)(!1.(b) IChtcked tb. DHCP loqs tor coaputl!lr re9ietratioh8 conta1nlnq the 
woxd '"pat-. oha\'ft"-Iapiop wa. identified ... till being aQtive on t.he HIT IJJ~~'~ ~r9 
the I.e DC a4clx ... a. u .. G em 011°'/11 to dovnload journal •. RbXe),(b)mS&~ @ (6)f£ R 

!(bl@).(bl(7)(C) . ~t. e4ut an IIn!(b)(sI.lb>q)© I tr4c:ed ghoat-llljiE"op on Qii M 'IeOPlI~""_'II"'!"I''''' 
bul1.d~ no OIl the 5tll floor. MIT Bu11cUug wao .b tbe StrattOD StlliSent ce~ter. KbRs)'(b)( I 

j(bi{8\ ~=l!Q I t~a"le4 to the 8tret:ton StUdent CeDter and. deterlll1ne" tJaat the " 
Detwor, clrop location g~bt~][viP CODnected to vas tbe Student IQf~tloD pzoc •• alDg 
Bond oUice, r<I01l 55?. contaQt.dU§)(8),(b)(l to inloD! him that th"tt bad 
traced the "tbooJl: to 'f, ro01ll . n the .tu4_l centet'. SA at J(bjcsUbKiaAdICbjC6).(§)m 
at t~ atU~D~ center and found tM ... en Aaphe netbo01c •• erna! s.a Clrba 
unattende4, UIl4,S' .. table, powered OD and c(NIDecte4 to tu IIIn atetwark ~ • (fable. O,1n9 
9'l.ove., 8Altb)cti 16\ I e .. 1I1!Md the netllooJl:. '1'be ne1:.boQt appeand. to be hOAD halfway .in 
the tbutdDtm &tate and aU att44Qpta to .cco •• a t • . t1IIiDal OD the machin. were . 
unauec.ntul . tt .. t . det.l'Idlled it would not be pOllible to c0Jl4ac:t 11~ tO~Dlic. or 
captur. a .~hot of tb. memory ot tb. cOMpUter in ita Cl1X%ut atate. 'lb. laptop wu 
placed in an eVidence bag and tg~e4 over to IUT Policre to be illventorie(3 ' into evidenee. 

con~ID1li1lS on 01/D'/11, SA Ilb)(8tcblillDCl ,(b I t.:ravele~:~~~~(4i. Pol~; • 

• ~~~.~o :;1:.:+ ..... art.. At :;;1:;. 'f _~~ ___ -tl(b)~ ~n I 
k~ C_\bJ(5){6\11kCJ :J. (6,(b inf C8t~ t t be 

~ ar I ~Aii~lr Bli'Ht~l not ma • • • ate.at. hutS ... not 
cOOp.~.tiv. with tDve.tigator.. Swart& iD1tlally refu.ed to prov1de bl. » ... , date of 
l:Iix-tll and otbeJ: blO1Ji:aphical iDfoB&tion. . 

Oa 01/10/11, Mi(§)(6),(t))rrIAUSA .eyuaa lUI (b)(8),( fl'otn JS'1'OR conducted a eonfereDce 
Clan to 4.lICU. ""Eli. t&i!t of Matedal fx""--IIIIInr---
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• • 
On 01./u/ll, SAI(b)'~.(b)O IMtecttveRb)<!l· tJ~l(6).(b) &)(6),(t)~l\fJ rod AUSA Hayunn met 
at the Mn' offies 0 (Jeneral COUDaili w EIiL)Q j$)(7)(_ . 181 or MIt'. 

JUDICIAL ACTIOR, 

On 01/0f/11, A.ro~ SWartE wa. arr •• ted by MIT Police Department aDd ch.~.4 with 
violation of Ma ••• ch~ •• tt. OeDeral Law (MGL) c~pter 266, Section 18. Breaking aDd 
BIl~n1ng. 

On 01/08/11, UI(b!'(b)<}coDtacted. AUlA SteveD "yuan, Dietrlt:t of M8 •• achu •• ttt. to 
briet him on the Ye. nve,tlgation. 

On 01/07/11, Aaron Sw.:t. W&8 arralgDeQ iD c.~ridg., MA Dietrlot coart for viol.~ioD of 
MaL Chapter 21', Section 18, Breaking and BQterlng. The ca.e .a •••• igned docket number 
1152CROOn. 

SUSPBCTS / DlrBUDART81 

SWARTS, AaZ'OD B. - sosna 
ADI IfIA 
DCB: Wh1te 
SBX~ Male 
DO!h Rt'86 SSH: 6 1374 
rax, 67530'lCDO 
8m, NAIOS5t55t 
B'l'1 5'· 06-
11'1' : 120 lb •. 
lUSt Brown. 
BAIR Brown 
1599: Ye. 
lS!UAI No 
PHOTO; Yea 
PRDJ'l'St Ye. 
JOB I Chi-e.go, lL 
D'L/STATB: 
ADDRUS: 
BlGUL: 
DA'l'AaASB CUBClCS: 01/07/11 

BCS»: 
POLY I 
'SO, 

hDCU:a.g 
S/A 
'II/A 

DATABAS8 SDRCRBS COWDOcUn J 

Mel / CI! 
lifC;tC IlfLB'l'B I 
ccs/crr, 
LOCAL LI: 

01/0"1/11 
01/0.,/11 
01/0'/11 
01/0.,/11 

IVIDKlC8 I COUTRABARD / PlalOBAL PROP8RTY: 

All evidenoe in thla ca.e 1. au~~.ntly being held at MIT Police Be.d~art.~ •• 

I1%8POSrrlOll: 

Ca •• cootlnued pendiDg further inve.t!gation aDd judicial action. 
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• .. . • ••• • • • .. . · ~~~2· f6 .:':: ' . ' .' J;'.."... 0 . . : .. .. . 

at.plum Bey\UDIl !leU • C'oofereace aall. f(6}'(6),(6leODUnwd 'that .mo. ball l1oul1Dg 
.9~."'Dt, with pub11aher, to -.ke journ~.rticl •• available on the ~S!OR web s1t., 
_ that lou. of tho •• UcreJ2ll~ _gr._lite Uc:l~de revenu.e .hu'iAg with pUblbhft, i~ 

lNe _Uluta will get a ahare of the re •• JI'l'OR colleeta from 10lUtutiou. 
b 6 I tated tbat BOlte of the pUbluller. allOV for .. dil:ect. f.. to dowla.4 an . 

V dUal artiel •• bUt lame publbban do !Wt ' want inc!ividual uc.tc:l •• downloaded. 

•

•• cue t~ value of tbe document. Iwartl doWoload.d to he In exaM. of $2 
n. b 6 I b .tat.d that · he belbvlld the aver.,. C!Clst o.f the utiCll .. va. $1".00. 

• Ita. lint lDdiC!atiou of all illotZUI:t.on va. a deg~a4at1ol1 of •• rvic:e for 
ca..t.oIaer.. It.ted that the loftware OIl the .:JBTOR lite reli •• OIl cooki.. to 

track Q.e~. aQd that swart. ...t ~v. found a way to delete the J8!OR cookie8 fxo. bi • • .,.t. prior to aa1cing .. new requelt to d~loa4 a cIoc:ument. bU8} (j IU.ted IIUltiple 
download "que.t. oc:cuned '!;AlUltUl~~ Igtbat at U .... hUDdredil gf c1oWDlaa4 . 
requena were ol;:curring c:cmcurHDtly.eXIc0Df1nae4 tbat the U'S'I'OR te~ 8Il4 
aondit1ou cleuly p&'OlUbJted the It 0 loadiAg swut. va. doing. 

On 02103/11, SA.kbR8)f~14nd Oetecti.el(b)(SIL receiwd the Acer A8pire netbook, bard drive 
ellCflo.w:e. we.tarA..&1 b: ddve COil cl in the eQClo.ut'., all4 a usa Uaah ddve 
lrOII .I~ fol1ctXV ~C) I SN(6)(8\ IbRhnd Deteotlv~b){8)'(b) Itoak the evidence 
it... cl1nctly r ge Ice Headquarter.. The ev14h~o. , em. vera logged iDto 
Cobd.dga 1'011ae evl<1ac:e and taken to the cubrldge police lcielltlUeatlol1 vaLt. De 
ldentif1c:atlO1lo ~lt lIegao prace.dog tM Ita. for fluveqn-:l.lltl. ne J:eIllU. of the 
ualyah U peDdlAg. 

On 02/01a/11, :f')(6~(b)(7' Detective Pl<6}i!faC) 'of tile C8mbdd;e POliee, !(bIW),(b)(7)(C) I 
frOlll the ...... •• t. la.titute 0 eo CI9Y. iD4 Al1SA ItepUn JleycJlbn _ • 
Clollfueac:e call. kb~)jexpl.1M4 that be "a. driving to yort OIl 01/04/11 ¥beD_ 

"MfA' 16V I call1ld ~tol4 h! .. tbat he to\Dld' a laptop ~cto4 a .witch. lib I 
uplained that Pt'e9'iout1YRbX~(b~(g~ Ih6d aent an ema~l t •• cdblnv the awitch 
~ ~I ~rac::ed the ellCe .. i" WEI a Dg' froll J8'l'OR to. aiud that after I ~( X~ ~,. laptop oonnect04 to the .witch, he starte a packet c.ptQ~. on the .... 
IW C .. _=@ __ alao expla1ne4 that. t..be • .neola t;h~ laptop ""'I (lODn~~d to ".1 an entry 

~f6t&l( aDd tbat aomelly only edge .,,It.c •• iboulcl be Plu~e4 ioto the entry twitob. 
I allO e,xpla1Ded that wheAl(M),~¢) I anJ,"d., ho u.ed ..,., to cll.eove" t~.t port 
an 10'3 were opeQ OIl til. laptop ttw .. cU.conn4. 1Cb)C6"id that he reviewed 

tM ~l i!~· and di8coverell 1t II1ffuaot: 11' .4dre •• u .~Itg SIB traffic to tbe 
laptop.$( I 1111V'Od that aou of the IP adcl:ret .. 1 weR SSH laae~rouad noi.e, bovever 
be dide IiRKbRl~b)(7){C) 'GOuld be traoed t.o the Unanoa aer:ver at lilT. 'l'he 11orv • 
• el'VU 1 •• L!nui' up .enu ~ by tH Studeat InfomaU_ l'zoo ... lQg 8o«rcI. at 111'1'. 

1(b)(6),(b I n .. ~ed that he "a. nUl worting on anal.:rliug the pacltet (:aptllZ'e. 

On 02/01/11.I(b)(6),(b)(7)(C) Itoid oI(b)(6),(b>(ltbat b. uotice4 that on 01/05/11, tile ~ 
ued by aWerca waf hdeUy H9i.t.eAd CI8 tbe xr.r uetwork from wilding • . ot NIT. (.(b) 
noticed tlat ~1n9 that tillMl the lae ~9QIIIUD19ated witb IP I4dr ..... 17 •. 129.6. , 
204.3Jt.213.151 aDd 50.15.222.6'. 1(6 b 'Itated' that thoa. IP .1I4r ••••• are ••• oaiate4 
wlth Amazon Elaetic C~puta Cloud. whleh 18 • wtb aervloe that provides realEsble compute 
oapacity in the oloud. 

~.o on 02}O'l/11.lcb)C6),cb)(1)(¢) '.eat aD email to AWA BeytUQIl to reyile bu .eUmate of 
b.ow DlUY docWIIltlltl "u 4Odl.oadecl by Swerta. Ilb1lA' Ih\l iftate4 that a.uta downloaded o ... r 
2. e 111.1111011 4C1CUlMnt.. in 'lfovellbe~ u4 Deeeall:»et' of 2010. elm) lb I 61.0 forwarded ... u. 
b,bl'll,(b)(7)(cU!tatiIl9 tbat ~iae initial analyl!a ol Ii aot!vtty ilUl1cat'e4 that tbe 
down 0.. ..~. lIY.t ... t:iC!alt~ UinurNrntial ben.... in n~1e l7JlLe. TIle aame 
... n 1n.oludecl a atateltODt bOlllI( ~b)(__ of JB1'01t illdicating wt tbe davIllo.dillS 
41d aot appear to be targeted·tow& re.e.iii art.lol.a or any partlcula~ t1tl •• , 
col1ecti~, or dbalplbe •. 'ox tbe 2.8 million download., in .ovalbe~ u4 Decellbn of 
2010. the breudOWl wa. 1,385 .5" reae&%'oh artlcle., !nil, on nvie"l. 62.1.27 new. 
article. &D4 ',"2 editott.ll. . 

Oft 0:1/11/11, A(b)(6),(b)(11 A'fSAIC kbye),(b)(DCC) I SAI(b)(6),(b)(7)(C) I SAllb)(6),(b)(1)(6) land 
- 31212011 
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• 
Detective b 6 b 7 C u.ted a ~e~~,~ rUCh warrant aD Swartz·. l:eddonce located 
a b 6. b C ~~~).(b(~11(b)(6),(b~C71(C) I SWoU't% wu hOIlUI .t 
the t me t 411 Beare was exec . n .eatcwas conaucted, S\<la~tz made .tattllents 
to the effece of, Wbat tack you 80 lo~g, .ad why didn't you do thia earlier? Tbe ee.reb 
team •• il.d .evera! items d •• a~lbed 1n 9r .. t.~ detail in the Bvidence 'ectlon of this 
report. AfteE COMpleting the •• arch of Apartment 32C, the .earah team returned to the 
first floor to ••• rcb the storage locker *llocated tQ &Part.en~ 320. While on the firat 
floor, SA iCbiCEliiPb8en-Ctc! SWartz loave the bu.ilding, walk to the street aDd sprint: away 
after he reae the street. After a.certaining that none of the item. in the .torage 
lOCkeil 'W1rn9!ld to Swartz, the search team moved to I(~I~i)gJl~ lln i(~C8) (b~)(C I 

!(bG).(I~J _C_ "here the Buv.rei U"Divenity, Bdmond J Ii if tbi IEhIS 18 ocat 
a Swa~tE i, li.ted a8 a lab fellow. Tbe •• arcb team observed Swarts at tbe Befra 
Center for Bthic.. Harvar4 UQjver.ity Police .ecured swart. l , off!ee while a federal 
•• arch warrant was obtalne4. After the .eatcb warrant wal obtained, the tea. searched 
Swant'. offie. at the Safra Center. at. mmsr.nn .. beei and Apple Ula~ ~o1llPut:er and « 
Me.tern Digital har4 drive from twartz'. ~ 

On 02/25/11, Detectiv.~reoeived the Acer Aspire netbook. hard drive encloaure. 
"e.t.~ Digital ha~ d~ntaiDed in the euclo_ure, and the va' t~ft'h drive from 
CaJlbr1dge Pollce Propert.y "l'echnloian '!b!(6l;{b){l!(c) I Detective b)(6 p I took the evidence 
item. cl1rectly to the .CSAP Lab ZVidence vault. . 

SUSPICTS/D8rz-DARTSJ 

SMARTI. AaroD R - SUSPBCT 
15n: Yel 
15~UAI .0 

l(b)t6).(b)(7)(t) I -
ARA: 
MCBt 
88,1., 
nOB: 
SS8: 
nIl 
SID: 
HTt 
Ji'r: 
BYB8: 
BAXR 
159': 
Ut9A: 
PlIOTo: 
PRIn'S: 
POSI 
DL/S1'A'1'I: 
ADDRISS; 
BlULI1.r 

aro 
Wo 
lI'O 
Ka 

l(bXs),(b)(7)(C) 

DA~. CHICKS: 02/2'/11 

F)(6J,tbl(il(C) I . 8U8JBCr 

~------~i~".W"'i~~ .fA 

31212011 

RACK: P' au: 
DOBs 
881: 
PBI: 11 A 
SID. _/A 
BT: 'ilIA 
NT: If/A 
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IDS: 
BAIR 
1599: 
UnA: 
PHOTO: 
PRIES I 
POB: 
DL/STATB: 
ADDRBSSI 
SMAIL: 

• 
No 
Ilo 

1(6)(6), (6)(7 l(e) 

DATABASB CBBCXS: 02/34/11 

BZAJlIS COB1l1JeTJm I 

.CSAP, 
DDly: 
JSD: 

Mel I C%: 
BCIC/m.I~S I 
ecs/CrT: 
LOCAL LII 

ongo1ng 
HIlt. 
MIA 

01/07/11 
01/01/11 
01/0'/11 
01/01/11 

avID_CB I cmrllUtoBAND I PUSOHAL PROPBR'l'Y: 

IVIDZRCI SSP 1S •• SIN: 
DATI 01' IIWEN'rO.RY I 
nMDn'ORY MAD! ay I 
DlBCRlPTIO. or rTmMSl 

SlIZID I OB~t.ID FROM: 
LOCATrO!l: 
Dl'SPOaI'l'IOV: 

SVIDBNCB ssr 15 •• s,.: 
J>ATB or IRVDTORY: 
DIVDTORY MADB BY r 
DBSCRtFrtObl or t~BMS: 

SBIZID I OBTAINED FoRON: 
LOCA'l'%OlI' : 
D1 S PO SI'l'IOJII': 

BVXIlnCB SS' ISU sIll: 

31Z/20l1 

DATIl or IBVIW'l'ORY r 
IIIVB!r'l'ORY DDS BY I 
DUCRIPTIClf or I'l'DB; 

8BIZID I OB'l'AImzo FROMe 
LOCATIOIl: 

102 2011 CB 31 
02/11/U 
SA1'b)(6Nbli . 
Be tot Ie Atlantic Modem s.# 8M1565JSe 
Apple Multi Adapter SMI 6FJ3'SM?ZUf 
Apple Multi Adapte~ SN' 6F7281RR04S 
Black .otebaok Journal 
Aaron Swart. 
BoatoD 71.1d Olliee EV14enee Vault 
Held pending judici.l action. 

102 2011 CI 32 
02,11/11 
SA (b)(6),(b) I 
Harvard University larDing Statement 
Barning Statement Addressed to Aaron Swartz 
Maater', Tb •• !. M-876 Lind 
western Digital Nail-in Rebate Form 

~D Swans 
BoBton Field Office Bvidence Vault 
Held pending j~4ici.l action. 

102 2011 CB 33 
02il1 11 
SA b)(6), b 
Ki~. •••• 2.' GRz B~Qadban4 Router L1Qk_y. 
Maelook "Ie 05X In_tall D1ac one aud two 
MaoBook V.er Guide in Gray Cardboard oaee 
Apple car~ s~rviee Lette% Dispatcb R&275408 
Gen1U8 lar Nork CODf1rm«t1ou 
Aa.ron Swartz 
Bo.ton 'ie14 offi~e Bvi4ence Vault 

. . 
: .. fa8~" of.6 

.. :. 
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• " 
DlSPOSI'rIOlI'c 

IVIDSICR SS, 1544 S/I: 
PAn 01' lBYIR'l'ORY r 
DMaJ"l'ORt NAJ)I BY: 
DBSCUJ1'ION ·0' t'fIM8 f 

S.IZID I OBT~IO FROM: 
LOCaTION: 
DISPOSITION! 

IVlDBllCI SSF 15401 S/., 
DAft or lNVlSIITORY; 
INV1Dl'l'OllY MADS BY I 
»aSCRIPTtOw or rTlMSI 

SBIZBO I 08TAINBD 'ROM: 
LOt'ATIOlt' : 
DISPOSITIOJ': 

BVXDBllfCB SSF 154.. B/V: 
DATB Of l:IfVBR'l'OR.'Y, 
OIVD'rORY MAn. BY. 
DIScaU'rIOfl 0' I'1'BM8: 

SEIZID I OBTAXKBD FROMs 
LOCATION: 
DISPOSITIOI': 

BV'mBRCI SSP 1544 SIN: 
DAD or :ElitVIRTOR'I: 
IWIIn'OIlY JJADI BY I 
DHCRlftlOllJ or %'rBMS r 

AUlD I OITAllIBtI i'ROH: 
LOCATIOllI 
D18P081'1'10II'1 

BVIDEICB ssr 1544 s/.: 
DATB OJ' IJiVBB'1'OR.Y 1 

UMIIIl'l'ORY MAD.I BY: 
D.SCRtPTIOU 01' IT8MS: 

SBIlBO I OB~lNBD PROM, 
LOCATIOB: 
J)IS~Il"fIOlf : 

KVIDBHcm SSP 15" S/II'I 
l)ATB 0' DVDTOIty: 
IIMDJTOKY MaD. BY: 
DBSClUP'rIOil 0., ITBNS: 

31212011 

Held pea41ag jUdicial accion. 

102 2011 CI 34 
03/11/11 

SAHf\l~(~i ~o •• PhoDe 
T-Mobile, BTC 02 cell pbODe 
12 Kagnetlc M.di. Tap.' 
Aaron Swarts 
ao8tOD Field Office Bv14enca vault 
Held peD41ng judicial action. 

103 2011 C8 35 
OJ/11/11 

:J~~~~Jb.tue !Pod 
White iPod witb carrying c ••• 
White 1'04 with aerial number 8A6330856UXtA 
White iTalk 
alaok leOI Tbumb·d~ive 
Aaron swart z 
Bo.ton 'ield office Iv14eDee Vault 
Held pending judicial ,etion. 

102 2Qll ClI J6 

02~1~(~~ SA (b (60 b)(! 
Pifty-four miscellaneous oompact discw 
Two hard drive enclo.ure. 
T-Mobile Sidekick 
BODY Nicro Vault 
Aaron swart. 
DO.ton ,181d Offi~. Bvidence Vault 
Held pending judicial ac:tlon. 

102 2011 CI 37 
03 [l1h11 
SA lib) 6Mb) I 
DW-Il with ha.QC1vrittq label 
pocket notebook 
Pure Drive Quiok start guide 
Disk utility internal hard drive upgrade kit 
S •• gato Barracuda Bard Drive Installation Ouide 
Aaron swaxtl 
Boston rield Office Bvidenee Vault 
Held pending judioial action. 

102 2011 CB 38 
0:1/11/11 
SA '(6)e8) (b) I 
Apple iNaC Model All11 aerial n~ar NB025AXGD87 
We.tern l)igital Hard Drive SN NMAlH100672' 
Aaron Swarts 
BOlton 1ie14 Office BYidence Vault 
Bwld pending jud1~lal a~tion, 

U2 2011 CI 3P 
02/~ 

!:.~ One 8D LUSAXOD0010011~oi11601 

-. , ... . 
; . 
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"'tl' 

. .. ' .. 
. , .. . " I . ." . .. •• ... : .•... :: ..... .:. :'Pige'6:of'CS ' :'.:':: 

" . 
a.IUD I OID.1DD noM: 
loOCA'I'loaa 
DlHOSITtoII: 

DlI»081~.!0Ir: 

. . 

IockettJ.~ Baalo.ur. wJch WD hard d~ive' NNaZAl121175 
" ·UIB Drive .. ~ked OO'SSKI8Tl 15102 
c.abr1dge POlice 
Bolton '1e14 Offl~. Bvideaee V.~lt 
Relel p.Df.ling jucUo:lal aotiOD. 

The .San '&".nciaco Field Office is· requa.ted to intetvlew 1<b)<8),(b}(!)(C) 'and~~i~;~ It.o 
4atez.1De it swarts d1Icu ••• d J8TOR or MtT with the., and 11 tbey had any. ______ .of 

.J05u.;',- cSowaloadiag of doowaellta from JB'1'OR. ~d" to .. 'tiag ocmt:aall v11 d 
U. 8M ftu.oiHo &fJut ... ~ W. IOD la ~~ to gontact. __ ... 0'" 

u.:.I":~I.,;"Q.;;lo._"'" at ,(6)(S),tsXtKt) Ito f.aztlaez 4.UGal ~. a .... 

ca •• 'ooatlDue4 pendiDJ further b., •• tigat ioa tm4 ,U4i.cial acUoll. 

U888 I B08'rOJr 1(6)(6),(6)(7)(0) ~ arccn:R1U 

. / 

31212011 
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, .. 

/ 

If, • • .' 
r .. I) I r · \,.. J 1\ ~ 
! ~. ~ I.' , • ..~ I !l... , 1 i 
', : . . ' . ": • : ". I"·· ". 

RNft! lint; , 
To: 
Cc: 

~=June23.20114:38PM IOD 
18D;8FO 

au .... CT n~,e10 (102·n5-80011-8) REPoRT OF 100 .. ,AAROft SWARTZ (CLOSED) 

1/8JJfJ'nDll 

PaOlI I 8M raawctlCO I'DLD OJ'J'ICII It'll 102-"5-500'1-8-
x-ur: If/A 'l'O ~ ClUltDIAL DYIft%~"lOIf DlVU.tOll 

.ano. .mt.D Ol'nca SItIOUt I 1/1. 
DI'fOJ tlnU'nGATnJI 8OnOIt.1' D19%810. 

c::ua Tl'!LB I 
CUI nut 
lJJICOBUly nna 
C~0J71Cl: 
UPOJ:l' fQDII ft I 
DAn CAlI OPIIIDt 
tDVlotJl aIIOII:l': 
RUOSl'ltllG PDXODt 
8'rA'1'U8: 

POr.IITlAL LOIS, $a,ooo,ooo.oo 

AUOIr 8VAa'r1 
"5.510 -.1 

.t'.ltl, '&'.30&, '4'.J30 

~£r-!)(6),(b)(1~] 
_/1. 
02/21/11 - 0./2./11 
CLOSID 

I • 

\ 
\ 
\ 
I . 



·' . 

. .;. • 
l .( ( eo )( ).(1)) vA. al e a ou uy add tonal oonUClt witb swartz, aba 

8 e cU4a't ave any eOlltac:t, but did hear that 4ue to hi. arrele, he wa.. 110 
lODg.r &110we4 011 the JUT ClUlpU.. Due to tll1. nttdc=t!on. ICb)(6Hb){T !advised tut .he beard 
SWarts va. up •• t beca\1 •• he woulc1 IIOt be permitted to partida.tee io an aDDual campua 
wt. ICayqer lIunt l of which he putidpatea in every year. J(b)(6t(l» I", .... ked i! Swarts 
ever ~ntlonec1 aB'l'OR rec:orc1. to be:.:, aDd Kb)@@Wp4viaed tbat she haa never beUd Sc:hwan 
diagu" JSTDR r.cor4f. 'lea •• aee tbe MemorindUm of xnt.:.:via. dated 3/t/ll for 
a4~1t1oD&1 details. 

on 5/1/11, I oontacted SAI(b)(6),(b)( Iregading the 11ltnvie" of 10;5(8)(6)(1 SA (b)(6),(b ( 4viled 
he .... pnparing to ineS.iet M.1'Oft awutl; add "ill GOD.ult: with AUlA ReyuoD 0 •• rmin. 
it aD !Dbrv!.w wltbl(b)(6),{b!ij1e nece ... ry. 

F.::~~~~~'(!:!.:)(U ho &4v1 .. 4 that after a d:I.,cu.lion witb AUlA 
wou d DOt be neQe •• ary. 

~~;";"';~';""';'---I 

ca •• alo .. d in San ~r.nci.co. 

Wo audicial ActioD i. ~e1ng iaught in the Ro~the~n Di.trict of California at thl. time. 

susPlCTs/nl~s! 

SWAaTZ, AUOA B - SUSPIIC'l' 
15.9: or •• 
1599A: Jl'e 

~r_IW_j,_~_I(t_j~_j~~~~~~I_ 
.urA: 
IACB: 
sax, 
DQ8; 

sn: 
hX: 
SID I 
BTl 
1f1"f 

JIA%R 
15'9; BO 
1599.&: No 
PHOTO: Wo 
talNTS: Wo 
JOBt 
J)L/S'l'ATI, 
~~S: II'(b~)(6~),~(b~)(7~)(~C~) ______________________ ~ 
BlIIAIL: -
nA~A8. CBBCK8: O~/2'/ll 

l(b)(6),(b)(7)(C) ~ SUlJaC'l' 

AKl: ./A 
~r Bite 

2 
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• : .. ~ .. " 

..... • •• 
SIXI c::J DOBr 
saw: 
DE: !fA 
SID; If/A 
HI ./A. 
ft: .fA. 
llYn: ~r).(6j{tj 
BAn 
15'!h .0 
15991.1 111'0 
PJI01'O: No 
PRDr.1'S: Ito 
roB: 
tJL/81'A'l'B = 
~I ~1(b~)(~6)~.(6~)(7~)(~C~) __________________ ~ 
DlAIt.1 
blT.alA81 CBECKlt 02/2./11 

OMS COIfDUCTlbt 

WIDDC. I COftIABAJID I PJIRSOlmL PROPDTr I 

10 •• 

DlSPOBrnOHr 

usss/s~ ~CIBCO/jd Itbl(6).(6J(7)(c) L 
~. __________ ~rMI~ 

... "; ~ : . 
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e· • ••••• 
" 

l(b)(8},(b)(7)(C) I (CID) 

From: 
Sent: 
To: 
Cc: 
Subject 

'ROM~ 
TO~ 

IJfPOI 

80S 
Wednesday, June 29. 2011 9:40 AM 
CIO 
ISO; 80S 
crnS.510Aaron SWartz (102-775-60071-S) 

11 • S. saCRI'1' nRVJ:CI INVlftlGA'UVI llSPORT 

BOSTOM' rtmLU onlea 
CRIMIIlAL DlVUTlQA'l'tvB DIVISIOW 
I1fVBS'rIGATIVB SUPPORT DIVISIOJl' 

FILm: 102-715-60011-6 
x-urI (If/A 

SIUURI': rl/A 

SUlJBCT: a1ilPO:R'l' OJ' COwrnn7zaro tNVBSTI~TIO. 

.' 

AC'l'UAL LOSS, $'1'BI) POTKITtAL LOSS: $2,000.000.00 

CASK Tl'1'LB f 
CASI 'l'YJ1: 
SBCONDMY Tna I 
COl9'1'ROLLIHG orrxCB ~ 
RBPOR'l' MAD. BY t 
DATI CABS OPBllBJ)~ 
PRlVXOUS RaPORT; 
RaPORTIHO 'laIOD: 
ftA'l'US, 

SDopalSl 

AARmr SWARTZ 
'7'S.510 
'.'.1'1. 8'8.304, 8t8.'30 
80lTo. PIBLD orrICI 
s"'Cb)C6l.CbimcC) 
Ol/07/1l 
02/28/n 
02/29/11 - 06/2'/11 
COlI'l'lNU3D 

InveatLgation ba. determined Aaron Swartz ifttrude4 into the MIT network without 
&~thor1 •• tio~ ~ breaking lnto • locked telecommunications cloaet containing hardware for 
the "rr networ~, ~onnecting a oomputer to the Ml~ network and d~loadin9 document. fxo. 
JS-roR. 

DBTAlLS or IRVBSTtOATION: 

Referenco 1s sade .to all previOg8 reports iu this case, the most recent of which ia a 
Request for In''.ltig_tioD other Di8tdct (100) writ.ten by SAI(bl(6HbX I OD 02/28/11. 

Re~.r.ne. i. ma4e to the Report Qf IDve.tigation other niatrict written by SA~ 
kb)(6l.Cbl(Zlot the SaD I'rod.co .ie1<1 off.1ce on 0'/23/11. 

Refuence ~n fft:d! t~ tre c: 11 between SAI(b)(6Ub)(Z)(C) I AtlSA stephen 
HeyunD, 96 ).{b)c7 ( 8.D (b (6,( ) 7)(C) from the c~u.ur Icnergenoy R~.pon.te Team 
Coordination Ceater at ca university on 03/0'/11. 

Refelbena~ is rade to the QODfereoce cdl :ttwef8 JMl®C6j,(b)(d AUSA Beyuan. Detective 
1(6)(6),_)(Z[0) _of the c •• ridge iolie., a n _b)((_b)= _ _ .ot IT on 05/20/u, 

Rete",enee 18 made to the conference call })etween Ulbl(6) (b)C L AUSA KeYUI1D( ancll(b)(6),( I 
ICb)(S)'(6)landRb)(6),(b)(Z)(C) I fr:oal JSTCm on OS/25/11. 

.. ," .. . . . .... . . . 
• JI •• • • 
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· ' 
.... .. 

• 

on ~12/1\t ' ~~I:: ::.£tive 1(b)(:relut.nlewedt)(6),~P')(C ]at thej(bJ{5J,{6)Mte) I 
1{tI!@l,EB) ~j~~c, Bolton ...... u.n ., 'the detan. of the 

iater;:vta •• re .Icia lIO%aJlG\UIl 0 Interyi.w written by Detead~'1<b)(8)'(b>l It eopy 
o.t! the MOl ,,111 be N.1QtaiDe4 111 thL, ca.. !olde~, 

CD "/0'/11, , ..... U9 BUd D:r:1Y .... ~. tliDed Over to oI~)(8kM'at the oiUe .. of Good 
and conieZ' looated at U Atlut1a AVUue in' Bole"" ...... a UI , 

nUTI, Aa.&'OD H. - auulCl" 
11", Yea 
ntSA: 110 

~I Oaoolng 
'Poly I _/A 
"It; ./'A. 

DATABUa 8URCIDI8 COIIDU'C'1'BDl 

Ntl, / ex; 
.crc/JlLB'l"S ~ 
CCJI/CPrI 
LOCAL LSr 

Dl/07/J.1 
01/01/11 
Q1/Q7/11 
01/0'1/11 

8flDKlCl sar 15.. 8/_1 
DAD 0" DVrI! ..... 'fOMIIR'V'y r 
ZIfYU'l'OBY DOB BY: 
DlSCUPnOI' or l'1'III8: 
8BlZID I CB'DUDD 1'ROIi: 
LOCA'nOY; 
D18POl:tnoJr: 

1V%J)Dc. lar 15.' s/K& 

i02 2011 CII 11 
02/25/11 

,J 

SA VbVih lbV1u 
1f CD QOnta1De4 in • ..tl1Pg .nvelope 
AaroD hart. 
BoatOD 'ield Offie. ~14eDee Vault 
•• lcl pen4iDg jucUaJ.al acdem. 

loa 2011 CI '2 

384 
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DATI or IHVUTORY I 
%RVWl'ORY MADS 81: 
DlscaXP~tOH or ITlDtS I 
81111D I oaTAUIBD PROIII 
LOCATION: 
DlII'OBITIOlf: 

IYICIHCI ssr 15'. S/K: 
DATa 01' DMDI'l'ORY, 
mvn"1"OllY MADI BY', 
DISCR%PT~N O. ITZKS. 
SIIZBD I OBTAIRBD FROM: 
LOCATtoM: 
DISPOSITIOIlI 

02/2Sill 

.. : . .. 
" 

SA 1(6i(6).cb)(7 I 
Galaxy Maeal Gea~ BOX IXte~l H&rd nrive 
AUOII. Swartz 
BOlton rield Office Bvidence Vault 
Held p.n41ag judicial aetioD. 

102 2011 CB 119 

~~(~b)~(6)~,(b~)(~ 
• S ... ung aar4 ~r1ve, 
Aaron Swartz 
BOlton ri.1d Office BCSAP Vault 
Held peadlng judicial action. 

All otbe:r evideace Z'emalna 1ft the BostOD ,ield Office livid.nce vault .as pnvioua'ly 
lI:eported. 

Ca •• aODtiaued pending furtber inveltigation and judicial aation . 

1a.;.{b.;..;)~...;.6)...;.I{b...;.)(_7)...;.(C...;.) _ _ --,V RtCCtJUU)I 
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I(b)(6),(b)<7)(C) herD) 

From: 
Sent: 
To: 
Co: 

BOS 
Monday. August 01. 20111:38 PM 
OlD 
ISD~BOS 

e' 
,''"'\ " " , .,.." " , 11 • !-..' , ; .. . " ,- , ; 
\.;' i \ ; ;,. ",: !~. ~ " 

Subjtct: 776,510 Notification of Federal Arreat - Aaran Swartz (J-102-775-80071-S) 

u. S. SBCRI'1' saVICI XJlVSSl'IGATIVB RBJORT 

,FROM I 
'1'0 : 
DlrQI 

8O&T<Dr lULl) OFPICB 
c:RXMnrAL IlfVBS'l'IaA.'1'lV3 DtvIstOJf 
UVBS'l'ICJATtW SVPPORT DtvtSIOIl 

SOIJIC'r: BOT%PICA'ltOIf OP 'IDKRA[, ARR_ST ' 

PILat J-l02-71S-fOO'1-S 
X-RIP: fI/A 

SBIJOI8': 1'111. 

AAIOW SWARTZ - Date of Arrest: 07/1'/11 

A~ LOSS: ~TID POfINTtAL LOSS: $2.000.000.00 

nDUAL S'l'A'1'01I1 VIOLAntI - U'l'L' 18 UllfIDD STARS CO»l1 
SaeTICR 13.3 - WIRB PRAOD 

CASI TlTLB: 
CASI '1'Y'I~ 
SICOIIDARY TYPIIS I 
COBTROLLt&~ o.rtCl: 
UPOR'!' taD. BY, 
~TI CAS. OPJRJBI) I 
P.RIVro~s RaPORT: 
RlI:~R'1'ING PDlOD I 
S'l'A'1'US , 

SYJJOlSlS: 

OCTIO. 1030 (a) (6) - COMIIUTD ntAUD 
SIC'ttOll 1030 ta) (2) - 'rBIPT OF WFOaMA'r:tOIf FROM A COMl'U'nIt 
SBeTIOD 1030 (a) (S)(S) - RICXLBSSLY DAMAMQIMG A COMPUrRR 
BBCTXOR 2 - AWXW Am> A8B'M'tllQ 

AARO. SHARTZ 
775.510 
'fS.U1, ,ltI.104, aU.no 
BOStoW FIBLP OrrICB 

SAYb)(7Ub)(7)(C) 
01 07 11 
06/2'/11 - RlPORT or COITIlUIJQ IHVBSTIGATION 
06/30/11 - 01/01/11 
COJl'l'ntOBD 

Aaron SW&~tz wa. indict.d 1D u.s. District Court for the Di.tr1ct of Kae.achu.etta for 
violatione 'ot Title 18 V~lted Statea Code, SectioQ' 1343 - Wire 'raud; 1030(a) (4~ -
computer PraudJ 1030 (a) (2) - Tbeft of InfoXMa~iDft Pro. a Computer; t010(a' (S) (B) -
Keckle •• ly Damaging. computer, and Section 3 - Ai4ing and Abetting. 

On 07/19/11. $Wart. Buxren4ere4 to federal autboritiel and was arraigned before 
Magi.trate ~udge Judith a. Oein. 

C.ae continued in lo.ton. 

D~ILS or IMVISTIQATIORI 

Refereace 18 .. de to all previou. reports in this ease. the moat recent of which is the 
Report of cont;i.nulD9 Investigation wdtten by SA/(b){6).(b)(!o,,: 06/29/ll . 

.JUDICIAL ACtIO.: 

1 

'. 
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• 0: ., 
.. ~ .. 

... . ... . . 

OD 0'/14/11, Swart. w •• l~lot.d 1D U.S. Di.crict Court for the Diatr!ct of Ma •• achu,.tta 
fo~ violation. of Title 18 United stat •• Code, section. 1363 - Wire rraodl 1030(&) (4) -
computer rrau4, 1030 (a) (3) - Tbeft of %nto~.tLou r~o. a computer, 1030(&) (5) fB) -
aoetl ••• ly D •• agin; a Computer; and 2 - Ai41ng aDd Abettiog. 

On 07/1'/11, "artz .urrendered to federal autboritiea an4 wa •• rr.igo~ be!ore 
Magi.tnte JueSt. iJUd1th a. Dein. SWarts we, raleue4 on $100,00.00 boDCl. 

S08PBCTS / DlrllDAMTl1 

SWAR'l'l, A.rOD - DBPIlmAIJT - AlUtUTIID (J'BDBAAL) 
15": T.' 
lSP'A: ITO 

l(b)(6),(b)(1)(C) ~ SUBJ1IC'l' 

1599~ Y.' 
159M: 110 

l(b)(6),(b)(7)(C) stmJBC1' 

1599, Yel 
15 JJA , 11'0 

Mel I CIt, 
JJCIC/lttinS: 
CCS/Cft1 
LOCAL LB: 

OS/20/11 
X/A 

filA 

01/01/11 
Ol/07/l.l 
01/07/11 
01/07/11 

IVtDINCD I COR'l'llAUND I ,.SONAL PI.OPlIB.TY, 

. .!h 

All evi4eace remain. a.oured in the Boaton '1el~ office lVidence vault •• previoualy 
reported. 

DISI'OSITlON: 

Cue cODtiDued pending' flU:ther inve8UgatioD and judicial action . 

vass I BOSTOIII' .... 1<b_)(6_)_,(b_)(_7)_(C_) __ ~t RICCIARJ:)1 

2 
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• • " 
' ,r: .:'. " , 

r'! f"'~, J _ 'j '~\ ~ /\ j 
I '.." ~ I • :.; I~'I A \,.,1/ \ ',. I .~- .. , ':,! '., : ....... 

1(6)(6).(6)(7)(0) 

From: 
S.na: 
To: 
Cc: 
Subject: 

I (CID) 

BOS 
Tuesday, Novomber 29. 2011 3:49 PM 
CID 
1$0;80$ 
n5.510 Aaron Sw.fz J·102·n5-60071·S (Contilued} 

l1, S. S.lCRBT SlRVICK DlVBSTlGATIVB REPORT 

PROM: 
'1'0: 
lHWOt 

BOSTON rIELD orrICI PILEI J-102-775-600?1-S 
x-urI If/A CRIMINAL IHv.ISTlGATIV* DIVIS lOS 

INVISTro~IVB SUPPORT DIVISI~ 

S\18JEC'1': RDOR'r or COUTIWINd IWlSTl:QATION 

CASK TITLE~ 
CAS. n~B: 
SBCORDARY TYPES: 
CORTROLLlHO OfFICE: 
UPORT MJU)£ BY: 
DATI CASS OPBlBD: 

AARON SWAl.TZ 
'175.610 
848.191, 848.104, 848.9l0 
B08~1 ~'E~D OPFICR 
~~~~7tt)(7)(C) 

S&IZVUI: X/A 

PUVlOUS RUORT: 
UPORTlWG PBRIO!) I 
STA'l't181 

08/01/11 - MbTlrlCATlO~ 0, r.BDSRA~ ARRBST 
08/02/11 - 11/29/11 
CON'rtUOBt> 

SYlfOPSlS: 

In ."~lt1on to tbe federal chargee pending in thh c •• e, AaroD Sw.rtz wu .lao indicted 
in Suflolk COunty, MA superio~ Court for .t.te charge. to in~lq4e breaking and entering 
in the daytime with intent to comait a felony, larceny over $250 and unauthorized ace ••• 
to • eo-.puter network. 

Caee aon~1nue4 in Bo.ton. 

DftAtLS 01' lNVISTlOATIOlJ: 

ReferenQe is made eo all previous report. in tbi, gale, the moat recent of which i, the 
aeport of Continuing Investigation written by SAI(b)(6),(b)( Ic1ated 011/01/11. ": ' , ','u • 

On 11/21/11. Aaron Swarts, along with .ttorneya Martin 'eiDbelC"g andICb)(6),(b)(7)(C) I 
came to tbe Bo.tOD '1eld Offiae to review evidence in thi. caae a. part of the discovery 
process. After the review, items approved tor relea •• by AUlA stephen Heymann were 
turned over to attorney Weinberg. 

On 11/23/11, SA\(b}(6),Cb)a~urn.d over tbe t.pple iliac: model Allll with aedal nlmlber 
WB025AXOD87 that was .e1~.d from HarVard ~Diver8ity pursuant to a federal .earch warrant 
On 02/11/11 to !(bX6),(b)(1H<b)(6),(b)(7)(C[1 of tbe Ruvara Un1vnlity PQUee Depar~ment, ; 

JUDICIAL ACTION: 

OD 11/17/11, A.roD Swa~tz was indiated in Suffolk Superior Court for two count. of 
br.ak~ .nd entering in the 4aytim. with intent to c~it • felony. I_reeny ove~ $~50, 
aDd three count. of unautbori~ed .cae •• to a computer aetwork. 

l , " \ '. 
" . 
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. ' 
. :-: 

• • ••••• 
on n/25/1I, A .. btant Dbtdct Attep8Y !(bni!J.{b)(tncl ifor the Middl •• ex Dbtdct 
AttOXDey'. OfUce .... U~ SAI(!)(6),(b)J to .1nfcnm him that u expect.d. swart.1 to be 
.r~.lsne4 on 11/~O/11. 

IUIPBCTS / DlrBRDllTS, 

INAIlH, Aarao - DZI'IID.UT - MUS'1'B rrll)lML) 
15f.: ' Y •• 
15t,&: Yes 
PlIO'rOI Yel 
nUTS: Ye. 

1.Io!(b;:og~8~iLJ.:r(b;.sX~1.)(~c~) ~ ___ .... I.. luaJBC'J!' 
1St,: Yea 
15J9AI Ro 

.. SlDJIICT '----_II'IP.,---' y •• 
l5tlAI ~ 

ICIAP: OS/aO/l1 
Jolygraphl K'A 
'SZh K/A 

DATAIWIIt 8DRCDI' COJIDUCTID l 

· Mel/Cla 
.CI(!/nftS J 

CCS/Cft; 
. LOCAL LBI 

01/01/11 
01/07/11 
01/07/11 
01/01/11 

BVIDDCS 88. 1541 ., .. : I. 

DkTa 01' ~ORYI 
UIYII'lORY D.DII .y ( 
DnCRlP'l'lOl' 0. 1'I'BMS: 

.Bum I OBTAlWBD PROM: 
LOCA'l'IOJl: 
DI8JIOSITIOJr: 

BVlD..c. 8.1' 15~' S/.~ 
DAn or nrvmrrol': 
~DUm.BY: 

DlSOlPJ'IOB O' 1'1'BM8 r 

'UIII) I OB'l'AJDD rllOM= 
LOCA'l'lCDII 

-. 

102 2011 CJI 31 
02 n 11 

b 

,.1 

Be a tl.utle Modem SM' SMlS'S", 
Apple MUlti Ad.pt~ SIt f"3t5M?IUC 
_1. 1IUltJ. Adapte~ SIt fiP12.1JIRUtB 
Black .ot.~k ~al 
AaZOIl swart. 
IOtt.oa r1.14 Office BY~enc. Vault 
IteM 1 aQd • r.tU6.De4 to SWart.'. attor.Dey, Martin 
"i~, on 11/21/11. 

102 2011 a 32 
02/11111 
SAkb'1\(iiJ 
Kam".l:'dty -.nlng 8tAtemeat 
lU'DiAg StAtellleDt A4ckH •• d to Aaron swart. 
Na.ter'. !betl, M·." Lia4 
He.tern D£gttal Mail-iD R~te ror. 

AUOD harte 
.o,ton lield Office BY!dence Vault 

. . 
.. :: .. ":": :.. .::: . .. .. .. . , . ... 
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" • 
D18l'OSITIOIJ: 

IVIDINCI .8. 15 •• "R, 
DAn or uvmrroal': 
IIrVII'IOU DDI BY: 
DR'CRlnxOH 01' I'l'DS, 

SKIZID / OB~%.ID FROM, 
LOCA'rIOlf: 
DISPOS1'UOaJ I 

,', .' . 
Itema 1 ~ 5 ~eturne4 to SWart.'. AttOrDey. MaEtin 
Weinbert, Oft 11/21/11. 

102 :tOn. C:. 33 
02/11/11 
SA Ith)(D) lb I 
W!r.l ••• ·G 3.' GHz 3%O&dbaDd ~ut~ Lint.y. 
xaoloot Me OSX Install Di8C one al1d two 
"aclaok User Gui4. In Gray cardboard c ••• 
Apple car. Service Letter Dilpatch .'276608 
Geni~. Bar W~k Confirmation 
Aaron 8watt;. 
loston rield olfice Ivldenee vault 
It.m 1 retarned to SWarts', attorney, Martin Weinberg. 
OD. u/n/a. 

.. .. . . 0 

390 



• 
BVIDEWCS ssr 15t. S/JII', 

DATI or tNVIln'ORY, 
:mvDr.rORY MAD!: BY; 
D.SCRIPTION or ITIMS: 

S.IZBD / OBTAINBD 'ROM I 
LOCATIO.: 
DISPOSITIOIII 

BVIDB.CB ssr 1S" SIB: 
DATB 0' lHVIlFJ'ORY I 
nrwII'l'ORY NADB BY I 
DBSCRI porIO. OF ITBMS: 

SIIIBD I OBTAlBBD FROM: 
LOCATION: 
D%SPOSITION: 

EVIDBNCI SSP 1544 S/NI 
DATI or INVENTORYI 
Ill'IDTORY IV.DB BY: 
DBSCRIPTION OF ITKMS: 

SBIZBD I OBTAIJBD FROM: 
LOCATIO.: 
DISPOSITION I 

BVIDIDlCB Sal' 15U SIB: 
DATa 0" mvaTORY: 
nrvBIrrOlty MADS BY: 
OUC2IP'l'IOR or lTBMS: 

!mnID I OBTAIlfED !'ROM: 
LOCATIO.: 
DISPOSITION: 

BVIDBRCB SSI 1544 sIR: 
DATB OP INVlDITORY: 
IlllVBNTOlUC fl'ADB BY J 

DISCRIPTION OF ITBMSJ 
SBIZao / OB'l'AIRBD 'ROM: 
LOCATIOlf: 
DISPOSITIOlfr 

102 2Qll CE 35 

02~111 
SA b b 
Meta c a. iPod 
White iPo4 w1tb carrying case 
Nbi~e lPod with •• rial Dumbe~ BA63!0856OX8A 
White iTJlk 
Black 16Q8 Tbu.b-drive 
Aaron Swarts 
Bo.ton pield Offic. Ividence Va~lt 
Items 1 - 5 returned to SWaxt&'s Attorney, Martin 
Weinberg, on 11/21f11. 

102 2011 CB 3' 
02 1 
SA b) 6, b 
'1 y. our mi.cellaneous compact dlsc. 
Two hard drive enclosure. 
T-Mobile Sidekick 
So~ Mic~ vault 
Aaron Swartz 
BO'~Qn 71e14 Office Bvid.nce Vault 
3' COl returned to Swartz'. attorAey, Martiu Weinberg. 
on u/n/u. 

102 2011 CB 31 

:!~ 
~VD~ han4w~itten label 
Pocket Datebook 
pure Drive Quick start g~id. 
Oiek ut~l!ty l~ternal hard drive upgrade tit 
S.agat. Barracuda Hard Drive tnstallation Guid. 
Aaron swarts 
BO.~on Pield Office Bvidence Vault 
Item. 3 - 5 returned to swarts', attorney, Martin 
weinberg, on 11/21/11. 

10:3 2011 CB 3B 

02Gll/11 
sAlb)(8) (b)( I 
Apple 1Hao Model A1311 serial A~mbar NB025AXGD87 
"e.tern Digit~l Ha~ Drive BM WRANMl006?2. 
Aaron Swutz 
solton pield Office !Vidence Vault 
Itent 1 tw:neci over to Harvard Onlv. p~(b)(6), ICb)(6),(b)(7)(C) 
on 11/23/11. 

102 2011 C2 81 

~!d~ff'f~)( I 
16 CD contained in • ~.illng envelope 
Aaron Swart-II: 
Martin Weinberg ~.c. 
Xeturned to SWartz's attorney, Martin MeiDberg, on 
11/21/11. 

4 
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DrS.P08tTIOliJl 

C:... GOAt! •• " 1I041ag f\lZ'~.r £nve,t:1gaUQII ad" jUdtot.l aot.ioa. 

UII8/1081'<* Io:,,;Kb..:.:,)(8)..:,;· ';.:,.(b..:,)(n..:,;(:;.;.,c:..,) __ ---'~ alCCIAJQ)X 
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• • ORIGINAL 
From: 
Sent; 
To: 
Cc: 
SUbject 

hClD) 

80S 
Monday. February 27,2012 6:01 PM 
C/O 
ISO; 80S 
CT 775.510 Aaron Swartz (102r77~71.S) 

u. S. SJSCRBT SBRVXCI IHVBSTlaATtv.t RBPOR'l' 

,aOM; 
TO: 

BOSTON FtBLD OPPtCl FILS: 102·775~600?1-S 

X-RI': MIA 
IlflI'o: 

CRrKIKAL IWVBSTlaATIVB DIVISIOD 
INVISTlGATIV. SOP PORT DLVISIOM SilUURB,.: RIA 

SUBJBCT: UlOaT 01' CONTlNUIJJO tHVIS'UGM'IOR 

CABS TXTLI: 
CASJr 'l'~: 
SBCOtmARY TYPB9: 
CONTROLLING OJ'1I'ICE: 
RBl'OR'l' MADB BY I 
bAtB CASB OPDZII: 
PREVIOUS alPORTl 
RBPORTING PBRIOD: 
STATUS; 

SYNOPSIS~ 

ACTUAL lJOSS: TBD 

AMON SMARTZ 
775 .510 

POTBBTIAL LOSS: $2.00~,OOO.OO 

848.1'1, 848.30', 848.930 
BOSTON FISLD oprICI 
SAlCb>(SHblm(C) 
01/07/11 
11/29/11 • Roport of COAtinuing Xnve.tigation 
11/30/11 - 02/l7/11 
<=ONTINtJED 

Swarts was arraigned in the ~iddleaex County, Ma •• acbuaetta superior Court O~ two counts 
ot breaking an~ eatering in the daytime; one count of larceny for more than $250.00; and 
three counte of UD.u~horized accels to a co.puter. 

Case continued in Boston. 

DB'l'AtLS OF IKV!STXGATIOX: 

Reference is made to all previou8 ~eport8 in this case, the moat rocent of which is the 
Report of Continuing Inveatigat10n written by sAJeb)(S>.tb)(J OD 11/29/11. 

OIl 12}20/11. sAl(b)(6),(b)(J Detec:tivekb)(6)'lb){7)lC) I Cambridge Pl). and DeteQtive l(b)(S),(b)(j 
ICb}(S),(bD Bo.ton PD(botli of tbe New Bn9"Ia nif ~lecEronio crimes T.uk f10~~.~~~L:~­

delivered a bard drive containing discovery Infoxmation prepared by 6 b 7 
S;~BT :~ ~2 Park Plaza in BOlton, Maa8a(]h.u.8ette. The drive was signed for by (b (6),(b 

l(b!!6h~bl~7RJof Martin Weinberg ,.C. The signed tece!pt bY1(b)(SMb)C7)( !'rill remaJ"iiIl~-"" 
permanent part of thi. ca •• file. . 

JUDICIAL ACTIOW: 
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,,' . ' '. 

OJS 11130/11, huts ... &t'raiped. ill Middl •• ex COUllt;y, ~' •• chu •• t.~eS.doZ' eout c:m 
tw OOWtt.. of brePhg .". uted,lIg dart-. 038 CQ~t of 1.~oaaV foz IIIDN ~&D $250.00. 
ad tu.. CO\&DU of ._UtllOd •• d acc... to a cOIIJUter. 

SU8'Eft I lIanllDUTSt 

JWtOII J( 81fAM'Z - DBJ'DI)AIPr 
15ftc Yea 
!LS"As Y •• 

I~.F 194 
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• 

BCSA' , OS/20/11 
poly: fl/A 
J'SDI _/A 

• 0 

DATAIUB SDRCHU COlGDl7CTmJ I 

Mel I ell 
8C1C/.LSTS, 
CCB/C!ftt 
LOCJU, LBI 

01/07/11 
01/07/11 
01/07/11 
01/07/11 

.0 

0 • 

••• ult. of datab •• e search •• have been reported uader -Detail. of lnve.tigatlon-. 

BVIDDlCB I COHTJWIAJm I PBRSOIIJd. P.oPOTY: 

All evidence r ... iol in the Bolton r!11d Off1ce Evidence vault. 

DISP08ITIO!J: 

ca •• oontinued pending further inv •• tig.~1on and judicial action . 

USSS/BOftO» ... 1<b_)(_6)_,(b_)(7_)(_C_) _--Jr RICCIARDI 

0" 
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• . .. 

' . 

. ... . . 

1(6)(6),(b)(7)(C) I (crn) 
ORIGINAL 

Fl'Qm: 
Sent: 
To: 
Cc: 
SUbJHt: 

80S 
Tuesday, May 29, 2012 2:11 PM 
CIO 
BOS; ISO 
CT 775.610 Aaron Swartz (J~102·ns.eOO71·S) 

U'. S. S.CUT SBRVICI IHVBSTIU!l'IVB RBPOR':f 

BOSTOB FlB~D OPPICB PILS: J-l02·71S-60011M S 
H/A TO: 

1l9J'O: 
CRlMDJAL nrvaSTtClATIVB nIVlSIOK 
nMlSTIQATIVB SUJPOR'l' DlVtSIOli 

X·gPI 
SB!Zoo,: 1f/A 

SUBIl2CT , RBPOR! OP aoDICIAL AC"l'Im1' 

CASli TI'rLB: 
CABI TYPBI 
SBCOBAlty n,lS, 
CONTROLLDrQ OJ'1It'B t 
RIPOR'l' MAD. BY: 
DATI CABB DPBNED; 
PREVIOUS llBPORT: 
REPORTIBG PUIOD: 
S'l'AWSt 

smOPSIS: 

ACTUaL z,oss: taD 

AARON SWARTZ 
'715.510 

'OTINTIAL LOSS: $2.000,000.00 

848.1'1, 848.30'. 848.930 
so~ PIIL~ OFrICI 
9,( tlb)(7i C) 
01/01/11 
02/21/12 - Repo~t of Co»tinuing Inveatigation 
02/28/12 - OS/29/12 
conIWBD 

3Udicia1 .etian co~tinue. in the caae of the United State. ver8~B Aaron Sw.~tz and the 
ca.e of the commouwealth of Massachusetts ver.u. Aaron Swartz. 

DBTAILS OF IJrVBS'l'IGATIOJf ~ 

Refe~.nce is ~~e to all previou. reports in this c •• o, the ~OBt recent ot wbich is th$ 
Report of CCnHuuing Inve.t:igatlon written by nl(b)(6),(b)( Ion Ol/27/12, 

Refn~n<:e ~5 ~~e t~ tbe telephone conference het"loon Aati.Btant U.S. Attorney stepben 
Heyqnn, sb)j}(P)(7 (e) I and D.tecU~ 1(6)(6),(6)(7)(0) I Calnbridge Police Department ou 
05/15/12, 

l\eference is made to the email ft."OII\A.es1Btant Dletdct Attornlllyl(b)(6),(b)(7)(C) Ito SAI(b)(6),(b)( I 
!(b)e6) lb)CZ bn 05/23/12. 

JUDICIAL ACTION: 

On /)5/15/12, Aua Heflllllna., Detecthel(b)(6),(b) land SAIlb)c6)fb) I coDducted a telephone 
aonferenoe call to di.cu •• the pre of the caae s9A n.t Swarts. AUlA ReymaDD 
informed SAiCb)(S) (6)(1 and Deteotiv (b (6, ) that the Cla.e W&s progreuing and he expected 
judicia~ aetion at sa.. tim. in tho uture. 

SUSPBC'J'S I DBnNIWlTS: 

1 
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• 
AARa. R nuTS - D.rDDAIW 

15", Yea 
l!"AI Y •• 

BCsAP: OS/20/11 
poly 1 _/A 
.8DI RIA 

DATABUI UAa(!HES comt1C'1'JID t 

NeZ I Clc 
lfCIC/IIL1nSl 
CCS/c:rT: 
IIOCA1. LBI 

01/01/11 
01/07/11 
01/07/11 
01./07/11 

....... . .• ' 

Re.ult. ot 4atabal .... ~OA •• bave be.n re,po~t.d under 'Detail. of IDveBtigation." 

BVIDBUCB I CO!lTRABJUlD / PIRSOI1All P.ROl'IIrl'Y J 

All remaining evidence 1. i~ the Beaton r1,14 Offic. lVidence vault. 

DIS'OSlTIOIJ, 

Caee continued pending fQrthe~ investigation and judicial actloD . 

l1SSS/BOI'1'OJl ... 1(b_)( .... 6)_.{b....;.)(:..;7) .... (C....;.) __ """"II ltICCIAlU)I 

" 
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. .. ~ 

• • • .. 
. . :·x . ···: .,: : ::: ;.; ::.;. ;.:::-; ;. ; /::; :'. : :':.: }~: " ... : .~ 

. . . . . 
.. 

t 11 Ma8sachusetts Avenue, Cambridge. MassaChusetts. 

JUDICIAL ACTION: 

on 09/12/12, • superseding indictment was rendered in the On1ted States District Court, 
District of Maesachuaett8, ~zqlnq Aaron Swartz with violationa of 18 U.S.C 1343 wire 
lr.ud; 18 U.S.C· 1030 computer fraud, unlawfully obtalnin9 information from e proteoted 
cOlapUter and reckl.~lly dameglng a protected computer; ancl 18 U.S .• C 2 .idinq· and 
.~ttino. 

SUSPECTS I DE~S: 

AAaON H stlARtZ - Of!rODANT 
159!hYes 
1599A: Yes 

XAMS CONDUCTED: 

!C8AP: 05120/11 
Poly: MIA 
rSD~ MIA 

DP.,1'AtAS! SBARCHES CONDUCTED; 

Mel , CI: 
MCIC/NLETS: 
oeste": 
LOcAL I.E; 

01/0'1lll 
01/07/11 
01/07/11 
01/D1/l1 

£VI DD1CE I CON'l'RA8.'ND I P!.RSONAL PROPDTY: 

All r ... lninq evidence ia in the Boaton field Office Evidence Vault. 

DISPOSt'UON: 

ca •• continued pending furth.r investigation and judicial action. 

OSSS/BOSTON I ... (b .... X_6)_,(b .... )( ... 7)( ... C .... ) ___ IRICCIARDI 

2 
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..... . .. 

E6),{b){1)(C) lao) 
• 

i 80S 
~ .... nuary 11, 2013 8:59 AM 
ao 
ISD;BOS 
CT 775.510 "'11)11 SWIm (J·l02·ns.a>on-S) 

O.S. SECREr SOVlCE INVESTIGATIVE RllPORr 

", ' 

. ORIGIN4l 

PP.OM: 
'1'0: 

BO$'lOH rIELD OPFICi 
CRtNtHAL INYESTlGAXIVE OIVISION 
INVESTIGATIVE SUPPORT DIVISIOS 

nL!~ ""102-775-6QOll-S 
x .. tu:r, N/A 

XNFOr SBIZURE': tVA 

SU~; RBPORT OF JUDICIAL ACl'rON . 

ACTUAL toSS: TBD POTENTIAL LOSS: ~2.000,DOO.OOf 

CAS! TI'l'Llh 
CASE TYPE: 
SECONDARY TYPIlS: 
CONTMLLIRG omes I 
REPORT MADK ay t 
DATE CMIl OPENED; 
fRtVIOUS UPOR'1'\ 
lBPO~rtNG PERIOD: 
STATDS. 

SYHOPsr8~ 

MOON SMAM& 
775.510 
848.191, 848.304, 848.930 
~'fON ptELD OFne! 
S ; tP)c6).@KJ f;,6'; 
01 0 711 I 
09/21/12 - REPORT or JUDICIAL ~ION 
09/22/12 - 1117113 
CONTINUED 

On 1/11/13, Aaron SHut. was found. dead in his a~artaent in Bl'oolclyn, MY •• _ result of 
an apparent .uieide. . 

A auppa:eeeion 'h •• ring in th.1.a h .d been .cheduled tor 1/25/13, with a trial date ot 
4/01/13, in U.S. District court for the District of M&ssaohuaett,. 

C ... continued. 

OiTAILS OF lHVtsTlGA'l'lON: 

Reterenee 1s II\ade to .11 previoQs x.~! thb cue, the InOst r.cent of Mh1ch i.e 
l\eport JUdioial Action wdtten by ~ ~ on 09/21/12. " 

the 

\ 
\ 

\ 
\ 
i 

\ 
\ 
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.. ". I • •• 

-, 

JODICIAL ACTION: 

. .. . , 

" ... : ...... -. , 
.. , , , 

A suppr ••• ion h •• ring had bean .ched~l.d for 1/25/13 in U.S. Diatr.iot Court tor the 
D!.t~lct of Hassachu •• tts H1th a trial dat_ ot 4/01/13. 

SUSPECTS I DEfENDANTS: 

AARON H SWARTZ - DEFENDANT U'EDERALl 
1599: Yes (Entered 1/19/2011) 
1599At Yes (Entered 11/29/2011) 

EXAMS CONDOCTEDt 

!CSA': OS/20/11 
foly: MIA 
rSD; HIA 

DATA8ASE SBAQCHES CONDOCTEDr 

Mel leI: 
NCIC/NLE'l'St 
ees/CFT: 
LOCAl. LB: 

01/01/11 
01/01111 
01/07J11 
01/07/11 

EVIDENCE 1 CONTRABAND I ~ERSONAL PROPERTY~ 

All .vidtnce remains in the Boston field Office Evidence Vault as praviouely reported. 

OIsroSITION: 

Ca$e continued pwnding di~o~ition of evidenc •• 

osss I BOSTON L..1(b_)(_6)_,(b_)(_7)_(C_) __ --'I' ,RICcrARDI 
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ORIGINA 
From: 
Sent: 
To: 
Cc 
$Ybject: 

80S 
Tuesday, June 25, 2013 3:09 PM 
ClO 
805:150 
n5.510 Alton Swartz. (J .. 102·813·60071 .. S) 

U.S. SECRET SERVICE INV~STIG~TIVE RePORT 

FROM: BOSTON FIELD OFFICE FILE: 
'1'S 

J-I02~~-60071-S 
N/A TO: CRIMINAL INVESTIGATIVE DIVISION 

INFO: INVESTIG~TIVE SUPPORT DIVISION 
X~REF: 

SEIZURE NO: N/A 

SU'S3ECT: REOORT OF CONTINUING INVES'l'IGAT ION 

CASE TITLE: 
CASE TYPE: 

SECONDARY CASE TYPE: 
CONTROLLING OFFTC~: 
REPORT MADE B'i: 
DATE CAse OPENED: 
~REVIOUS REPORT: 
REPORTING PE.RIOD: 
STATUS: 

SYNOPSIS: 

AARON SWARU 
175.510 - NETWORK INTRUSION OR COli(>UTER HACKl 
UNIVERSITIES 
848.191; 84$.304i 848.930 
BOSTON FIELD OFFI E (617-565-5640, 
S 
01~~~~~:-_...J 
REPORT OF JUDICIAL ACTION, DATED 01/17/13 
01/18/13 - 06/25/13 
CONTINUED 

On 03/18/13, Assistant Onited States Attorney (AUSA) Steph$n Heymann instructed this 
agan o~etu mo&t ot the propexty sei~Qd from Aaron Swart? to his family's attorney, 

~ tl) .It> .• The property was returned 83 dl.rocted. 
tel 

Case con inued pending disposition of remaining evidence. 

DETAILS OF INVESTIGATION: 

Reference .1.8 made to all previous repoxts in this case, the last a Rapor of Judicial 
Action ~lr1tten by s1l/ ~b~(ij);(6)(T1~ /datocl 01/17/l3. 

Tbera are no details of Investiqation to report du~.I.oq this reporting period. 

JUDICIAL ACTION: 

)0 03/18/13 t AOSA Stephen Keymann contacted this aqent and authorized the return of all 
·f Aaron Swart~'s property that was being held in this case eKcept for his laptop. 

')ntinu1ng on 03/18/13rl Lb}(§).(§)(n~ · 71egal assiotant to Attorney It>)_'_.Q:-) ~:.,.....lllli:!.i'-J 
eked up all remaining evidence e~cepevfor Swartz's laptop. A receipt of 
operty was signed and will remain a put of thls case file. 

--
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SOSPECTS/D~FENDANTS: 

AARON H S~TZ - DEFENDANT - (FEDERAL) - DECEASED 
SSf 1599: ~£S (Entered 01/19/11) 
ssr 1599~t YES (Bntered l1129}11) 

EXAMS COHDOCT~Dt 

ECSM: 05/20/11 
Poly: MIA 
FSD: N/A 

DATABASE SEARCHES CONDUCTED; 

MCt/CI: 
NCIC/II1LE'l'S; 
CCS/C~ 

LOCAL LIs 

Ol/O1l11 
01101111 
01107/11 
01/07/11 

EVIoeNCE / CONTRABAND I PERSONAL PROPERTY: 

EVIDENCE ssr 1544 SIN: 
DATE OF INVENTORY: 
INVENTORY HADE BY: 
DESCRIPTION OF ITEMS: 
SEIZED / 08TAINED FROM: 
DISfOSITION: 

EVIDENCE SSF 1544 SIN: 
DAtE OF INVENTORY: 
INVENTORY HADE 81: 
DtSCRIPTION or ITEMS: 

SEIZED I OBTAINSD FROM: 
OISfOSl'fION; 

EVIDENC£ ssr 1544 SIN: 
DATE OF tNVENTORY: 
INVENTORY MADE BY: 
DESCRIPTION or ITeMS: 

SEIZED I OBT~tNED FROM: 
DISPOSITION: 

EVIDmNCE SSF 1544 S/Nt 
DATE OF INVENTORY: 
INVstfTOfty ~Dl:: 8Y: 
DESCRIPTION OF ITEMS: 
SEIZED I OBTAINED rROM: 
DISPOSl'1'lON~ 

EVIDENCB $SF 1544 sIN: 
DAft OF INVDlTO~Yt 
INVENTORY MADE BY: 
DtsCRIPTION OF ITEMS: 
srtzto I OBTA!NED FROM: 950 

. ,-:",-.... 
' • 

Boston 

I 

12 Media 

• 320 Boston 
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. ' .. ~~ • 
DISPOSITION: Returned to Atty. LI(b_)(6_1_,{b_1l7_R_el ___ _ 

EVlDENCE ssr 1544 S/N~ 
DATE OF INVEN1"OR'lt 
INVENTORY HADE 8~f 
OESCRIPTION OF ITEMS: 
SEIZED I OBTAINED FROM: 
DIS~OS:rT'!ON: 

EVIDENCE SSF lS4( s/~: 
DME or INVENTORY. f 
INVtNTORY MADE aYt 
DESCRIPTION OF ITEMS: 
SElZEJ) I OBTAINED FlOtt: 
DISPOSI'l'tON; 

EVIDENCE SSE 1544 SIN: 
DATE or INVENTORY: 
l~BNTORY MADE BY: 
DESC1Ul'TION OF ITEMS: 
SEIZED , OBTAINED fROM: 
LOCATION: 
DISl'OStTION: 

DISPOSITIONt 

102 20ll CE 000038 
02/11/11 

:~I~'~k(Wl~~fll JDD 
950 Manaohus.tts Ave t 320 Boston 
Returned to Atty. l(bk6),tb)(1)(c) 

102 2011 CE 000082 
02l11l11 
SA UbKS).(b)(7)(C) I 
Galaxy External ~10D 
950 Massachusetts Ave f )20 
TUtturned to Atty. l(b){6),(b)(7)(CI 

102 2011 CE 000038 
02/11/11 

SA Ibl(6)Jbfi7YCl . J Ap 1 iHA 8 2S GOB' 

Bos t on 

950 Massachusetts Ave f 320 Boston 
Boaton Evidence Vault 
Held pending instruction fr~ OSAO 

Caee continued pendinq disposition o£ re~aininq evidence. 

USSS/BOSTON 1L.(b_)(6_)_,(b_)(_7)_(C_) ___ ~RICCIARDI 

I 
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INVESTIGATIVE TRAVEL WORKSHEET 

Naale of Traveler: Cambridge. MA PD (Task Force OffICer) 

Traveltng Fro .. : Bostoa,MA 

TraveliDg To: New York. NY 

Metllod of Tnnoeli Traia 

nata of Trani: 01/13/12 - 01/15/12 

Cue Number: J·1Ol-'7~60071·S 

Case Title: AaronSw.r~ 

AUSA I Dlnriet Attorney: AVSA Stephen Heymann 

Court District: Dbtrtct of Massachusetts 

RIFEBINCED COtlVERSATIQNS 
Foreign Truvel Requires OS-I j Appl'oVtlI 

~ ...... ....---"" 
Sapervlaor IOmce or Traveler: ATSAICI(b)(6),(b)(7)(C) ~DOS) 

Supervisor 1 omce of Desttn.tlon: ATSAlC (b)(6),(b)(7)(C) (NYC) 

80S) and 

Purpose of Traveb Cambridge. MA Det~~~~,(b)(7)(C) , • member of tbe New 
England Eleetronle Crt ... .,. Tuk Force ( . • I CTF) is being requested to tra"c' to 
New York aloag wltb (2) AUSA'J from tbe Di.trfet ot M ..... cbuset.s (AUSA 
St.pheu Heymann and AUSA S~ott Garland) from 1/13/13 .. 1/15/13 to interriew 
wltneaea lJl preparation ror 8 trial In case flJ·IO%·77!-60071..s. See attftcbed SSF 
400D, InvU.tIonal Travel RequutlAutborization tor Non-Employees 

. , .. 
" , . 
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INVITATIONAL TRAVEL REQUEST/AUTHORIZATION FOR NON·EMPlOYEES 
(If .cIdifioMl 'PIC» is rlHded UN back tJflhl. fctml 

INSTRUC;OONS: AA tlWl(alton.1 trlvel requa,l. mUll be 8pplOl/lld by tha 1) REQUESTED BY (NatMlOlvl.lonIOf'fh:a): 
ollglnal"9 ofb', AlIIlet8M DI"OlOr or Chief COllnsel; folWllrded 10 the 
AMatnt DIIIICIot or AdlrinlluBtlon Ihtougll lhe SAIC. LRC; and inc;lude AT8AICI(b){6).(b 7)(C IeOS) tilt n1ml{8) ,lid 11110(8. of the t~y"ItI(.). Or9I11i!811o"(.) 01 I/le 
ltavtlOr(l). dells of travel. purpoM of IIIVIII. and IYPO Of lfav.' and/or per 2) NAME. TITlE. AND ORGANIZATlO OF TRAVSL£R(SJ: 
diem I9q\IIled, 10 tnduclt ollgln and de'I~'llon ollravtl. AI elelnenl! of Tuk Force OfflGer (TFO)l(I)J~ I).(b~ 7)(C) IIDOB: 
the appl1Wll ~ ,IIould blll()QOll'4llilhed pnor 10 tile onset oIltSYII. I(b)(S),(b) ICambridge, MA Po ce Department 

Auchor __ tor itWfaUonll ","e1I. authorflfd In ftcflt'dMrc.w1th I 
U,S, C. 17"1(1), 17M MId 1'IfU, .nd the F«IwW nave' ~/on. at 

ZI) IS THe TMVELER(8) A CONTRACTOR? 0 YES 181 NO lmpltl",-ntld b, 'tlf U.s. Stet" S""'~a. 
3) PURP08E OF 'JRAVa AND eXPLANATION OF THE BENEFIT TO 1lIE SERVICE: 

Cambrld8 •• MA D.~b)(6).~)(7J(C) I a member 0' the New England ElectronIc Crime. T .. k Force (NEECTP). II being 
reqLJeSt.d to travel 0 l'iow or .Iong wIth (2) AUBA', from the Diatrfct 0' Ma .... chu .. * (AUSA Stephen Heymll\n and 
AUSA Scott Garland) from 1f13/13· 11t5l13 to Intervfewwltnosa,,'n pl1lpti1ltlon for 8 trlei In c ... MJ.102·71U0071.8. A 
'a,*., tn.,la .ctleduJed for Feb.,..!')' 2013 for main suspect Aeron Sw.rt2 who MI IndIo ted In the .prlng ol20t2. 

4) EXP&NlIS 1'0 8& AUTHORIZeD .... rk "X"\n appropriate bO)(wt): 

I8J TRAvel I8J LODGING ______ _ 181 PER DieM __ _ 

o ornER (explain) 
--------~---------------------------

NOTli: TIle .... tc. ~O"'" C.",., (LRC) wfN lin In au"""/zW m ... 
a) ITiNERlftY diI~ OIfill Mrl dNf/ItIflo/t oflr'fMl}: 

1113113 .. Depart Boston, MA vII Amtl1lk train I AMV. New York, NY fRONl 
1114113 .. Conduet Interviewl In New York, NY (RON) 
1/16113· Conduct lntervleM In New York, NY I Depart New York, NY via Amtrak tnlln I ArrIVe Bolton, MA 

') PROJECT CODE TO IE CHAftOl!D: 

-- 1"·'· ..... 
LRCUSEOHLY 

AUnfONlArIONNUMBER~ I EmCTIVE OATES'" TM"",, 

APPROVALS Lo sties Resollrc. C.ntOr .nd Ao.AdmlnJ.fratlon 
SIGNATURE OFSAIC-lRC; DATE: 

SIGNATURE OF At).AOMINI8TR~ TIOH: DAlE: 

NOT&; THE LOOlITrCS ResOURCE CENTER ITAPI' Wll..l COMPLeTE THE AUTHORIZATION CIT1NG llIE AUTHORIZATION NUIIII!R, 
PER DIEM, LODGING RATES. AND OTHER PERTINENT IN~OItMATJON N!£OED FOR THE TRAVliLER TO VOUCHER "!SItlER 
EXPENSES TO THE SECReT 81!RV1CE. AUTHORIZA T10N mu. THeN BE HNT TO THI! ADoADMlNlIlRA rlOM FOR SIGNATURE 
AND FINAL APPROVAL EXPENSSS SHOULD BE VQUCHERED OIRECTLY TO TN! U.S, IECRET 8ERW:E BY THE TRAVELER 
AI lOON AS THE TRAVEL 18 COMPLET!. THlI COMPLITEO AUTHORIZATION WfLL 8£ ATTACHED TO THE TRAVEL 
VOUCHlll 

UNIY!O STATeS Em SEIMCI 
""'fOIIII .. ·~~ .. a.."''-DrUflI8lolillMIMtIIOIPAQ 
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1 IROIJT INEII 

FROM: SATe - Crjrninal Inv9atiqative Division 

TO: SAle - New York Yield Office 
SAle - Bo$ton Field Office 

INFO: AD - Of tic. of Inve8ti~ations 
Chief ~ Financial Manage~nt Divi~ion 

FUel 400.090 

SOBJEC'l: Invitational Travel of TFO Icb)(6).(b)(7)(C) New England 
Eleotronic Cr.tmes Task Force, to New ~ork City, NY frorn 01113/13 -
01115/13 

Final reference is made to the SSF 4000, Invitational Travel 
RElql.lest/Authorh«t1on for NonwEmployees. approved by DAD Hugh Dunleny 
tINY) and SAle Carrie HUnnicutt (ADM) authorLzing this travel. 

TrolCE)(6)J1 b authodzed to trav~l via AMtra.k: frOl'ft Boat.on, MA to New 
yorr-t!tY.' NY. Tro (b) ),(b) at the request of Assi$tant United St.!tes 
Attorney (AUSA) StMP en eymann, District of Massachusetts, will 
.i.ntet'vhw witness9S in preptuUon for trial 1n case 'J-102-775-60071-S 
(Aaron Swart2) • 

Schedule for TF'OI~~~~~hn Ih as follows: 

01/13/13 ~ Travel to New Yo~k City 
01/14113 .• Conduct Interv.1.aws 
01/15/13 ~ Conduct Interviews I Return trovel to POD 

~ppropriate liaison has been 8stablished wlth th~ New York Field 
Office. ATSAICKb)(BHblm(C) I (BOSt will malc.e all appropriate travel 
and lodging jrringernents. 

Invitational travel number, 13-261 should be used for all tlav~l 
r.~lated tr.avel documentation. 

All personnel are re~inded of the Directo~'s recommendations regardlnq 
better bvsiness practices in utiliting Se~ra~ Sa,vice funds to include 
tuvet for protective mission.s, investigations and training. When 
traveling to or from citi~s with rnuitlple airports, SATO will provide a 
cost comparison. ~ll personnel are expeeted to "se the most cost. 
effective airport • .... hUe considering" tad ratelil to your destination. 

QU8stj.ons ngardiO
n 

th is tra \l'el ,hould be directed to ATSAIC J(b)(6),(b)<I 
i(b)(6l.Cb)( II C 10) at [b)(6).(bj(7)(C) I 

Headquarters (CIO) l{b){6),{b)(7)(C) 
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MCI(010) SUBJECT DESCRIPTION 
S08J 0 CASE tip. 1.02-7'l5-0060071·S S{,JeJ NR 1 

CRHIS tvID ADDNO tMPLY ~AMLY 8SOM CSUM 
NAMEIL.F,H) SWARTZ AARON AFfIX 

SEX RACE HGT WGT E¥ES HAIR 
M W 506 120 BRO aao 

INTEREST CODES 38 13 
D~CEASED DEFENDANT 

DOB POB:ctTY 
11081ge~ CHICAGO 

OCCUPATION CODES 

DO NOT SEND TO m~; 
SSN 1(_ U DUJ 

KtlOWN TO SA: {(b)(6),(b)(7)(C) 
F.'S NO 

CPO 102 CASI Type 77SblO 

AID J CASE 

Sf CTRY CITZENSHIP 
IL us 

I 
HIL.SR·ORCU PASS. C't'BY OS t~O 

61S304~DO 

l(6x6),(6)(7)(ej 
1D No/sT PD MA 10556559 
scAlts I MA1U($ 
StlEleR DEFECT, 
MISSING LIMB 
NAlIONALI'rY 
AFIS NO 

OIl. ST NO 
INS ALIEN NO 
TATTOOS 
ACCENT 
PRY DEFORMITY 
ADDIe'!' 

HANo/W HMoon 
REMA~K8 

PHOTO 010~11 F!NGER/P OlO~ll PALH/p MMDOYY 
DAT£ EST 011911 DATE UPD Ol1813 
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MCI(311NEWI FINANCIAL CRIMES INVESTIGATION 
CCTRL D CASE NUHB2R: 102·775-0060071·S CC NR: Z 

C::CTRI. lIAS NO ADDITIONAL S£;CONDR'l 
OFF: 178 CASE Tn'l.!;c AARON SNARTZ 

CIO REGION ONE 

CASE. TYPE! 115.510 
SAkS C"SE (YIN) : 

CPG TYPE: 

PRIMARY 
UNITS 

t.OCAT!ON---------·-- FlEW AGENT' AG.~Nt AGENT DATE 
ST CITY ORIG 100 ZONE 1.0 N8 OFF OFF ASS!GNED 

1 DC CIC X [)OOOOl 178 11" 013111 

DEVICES PRIOR TO CORRENT POTENTIAL DOLLAR LOSS~ 
12/01/12- CORRENT ACTUAL DOLLAR LOSS: 

OUANTIT'US BY 'rYPE------:---- TOTAL QUANTI't'i BY l'Y.PE:-
caSD CARD O£BlT CARD Pl\EPAtO CARD COKM CARD B~Nr< ACC'l' BROKE ACCi' COMMa ACCT 

~RZ ?RAN TRAVL CRR aaoKe CKCK COMH CRK peas CHK E-MONty OTHER 

_______ • ____ M_. ______ CLOSING AND JUDICIAL ACTION ----.• ---------------------
bArE CLOSED OFFENDER ID AcCttPT BLANKtT OECIIINE SPECrFIC DECLINE 

HMOO¥Y YIN: FEORL; FEDRJ.: rEDRL~ 
STATE: STATE: STATE: 

F' F~ &'$ F6 
CASE TICK SEeo JUS'!' 

.rg no OM'£!! EST 013111 
MENU EXIT D~TE OPO 013111 



Mel (0701 SOBJ&C'l' DESCRIPTION 
SUBJ 0 CASE NR l02-715-0060071-S SUBJ NR 1 

CRHIS EVID ACOMO iMPLY ~LY SSOM CSUM 
NANEIL, r,M) SWARTZ AARON AFFIX 

SEX RACE HGT WGT Byes HAIR 
~ w 506 l~O BRO 9~O 

INTEREST CODES 38 13 
DECIASeo DEFENOANT 

DOS POB~crT~ 
11081986 CHICAGO 

OCCUPAtION' CODES 

DO NOT SEND to 1'ECS: KNOWN TO SA: Hb)(6),(b)(7)(C) 
rBr NO 

:.::: ~ ~ .. .. 
.. 

. .... . . . ', . .. 

CPO 102 CASE TYPE 775510 

AlO oJ CASE 

8T CTRY CITZEHSHIP 
IL us 

I 
67S304KDO SSM ~493 

MIL. sa-saCK l'ASS. eTR't us NO !l\i)lBI,(fi)(1!(C) 
10 NQ/ST PO MA lOSS6559 
SCARS/MA.RKS 
SPEECH DEFECT 
MISSING LIMB 
NATIONALITY 

D/L ST NO 
INS PtLIEN NO 
TATTOOS 
ACCENT 
PRY DEFORMITY 
ADDICT Arts ~o 

HAND/If MMDDYV 
RSMl\RK$ 

P!lOTO 01041) FING£R/P 0104.1.1 PA.t.H/P MHDDYY 
OATE E8T 011911 OA~E UFO 011813 

." 
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COMMON IMDIX (el) NAME SlueH RESPONSE 
NAME. SHARTZ. AARON 
SEX~ Meg: 008: HMDDY¥ SSN: CFO: 

SYS!BM CASE NUMBER 
• Me 1027150060011S 
• (b)(6),(b)(7)(C) 

NJI.HE 
SWARTZ AAl-lON 

(b)(6).(b)(7)(C) 

Fl-HELP F2*R~H 
SELECT !'3-$UBJF.CT. B'4-ADDRESS F5-PHONf: F6"VERIC1.,t 

f.'lO"'CI MENU 
F9...oTHER 
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l<b)(6).{b)(7XC) 

Prom: 
Sent 
To: 
lubJtot: 

~CID) 
Heymann, Stephen (USAMA~~):(b)(7)(C) gusdOj.gov] 
Frid~ Februa~ 25,201110: 

'(6)(8\ i17\lejCID) 
Aaron Swartz Case 

Can you please send me one paragraph describlnsl(b){6),(b)(7)(C} I areas of expertise and who he Is employed 
by? U~is he employed by CERr which then has a conmet with secret Service or like you is he an 
agent. Also, has he previously handled grand jury material In other crlminallnvestlgstions In other districts? 

Thanksl~~)~~,(b) I 

1 
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