DEPARTMENT OF HOMELAND SECURITY
UNITED STATES SECRET SERVICE
WASHINGTON, D.C. 20223

Freedom of Information Act & Privacy Act Branch
Communications Center

245 Murray Lane, S.W., Building T-5

Washington, D.C. 20223

Date: {1/ 9 (

Kevin Poulsen
Wired.Com

520 Third Street

San Francisco, CA 94107

File Number: 20130322

Dear Requester:

This is the third interim release in response to your Freedom of Information Act/Privacy Act
(FOIA/PA) request dated January 14, 2013, and received by the United States Secret Service
(USSS) on February 4, 2013, for information pertaining to Aaron Swartz.

Enclosed are approximately 406 pages of responsive documents and two compact disks and one
video disk from Secret Service records. In efforts to provide you with the greatest degree of access
authorized by law, we have considered the reference material under the FOIA regulations, Title 5
U.S.C § 552 and/or the PA regulations, Title 5 U.S.C. § 552a. Pursuant to the Acts, exemptions
have been applied where deemed appropriate. The exemptions cited are marked below.

An enclosure to this letter explains the exemptions in more detail.

X If this box is checked, deletions were made pursuant to the exemptions indicated below.

Section 552 (FOIA)
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FARON PARAMORE (GPA) I

From: [QIQEQMIQ. b)(ﬁ)-(b( (C @mail.house.gov)

Sent: day, Fet 0:57 AM

To: FARON PARAMORE (GPA)

Subject: RE: U.S. S8ecret Service - Swartz briefing today.

2157 Rayburn. Yes, I'm the contact now tha is out. A bunch of my guys are out, so
I'm covering a lot. Give a call i{f you need anything in advance,

----- Original Messaga~=~~-~~

From: FARON PARAMORE (GPA) [mailto|(P)(©6).(b)7X hs.gov]
Sent: Friday, February 01, 2013 10:53 AM

To:|(b)6),(b)7)(C) |

Subject: U.S. Secret Service - Swartz briefing today.
Importance: High

Good Momin hope you are well.,
[EOEET ] 1 just received an email f'rnfoming me that he was out of the office today

and that you would be our POC for the briefing this afternoon at ipm.

Sir, can you please advise where we should meet you for the briefing at 1pm.
Thanks much,

Faron.

Faron K. Paramore

Deputy Assistant Director

Office of Congressional Affairs
United States Secret Service

Ph: - Main line
i Direct line
| Cell

(202) 486-5740 Fax

----- Original Message-----
From: FARON PARAMORE (GPA)

' | IMORE (GPA)
Subject U.S. Secret Service - Swartz briefing today.
Importance: High

Good Mominhope you are well.

Just left you a voice mail.

couple of things.

1) Can I please get the building and room # of where the briefing will be held today.
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2) When you have a chance, can you please give me a call OR let me know what is a good time
to contact you concerning the 6E issue.

Our Chief Counsel’s office has )

It is my understanding that DOJ will not be participating with the briefing this afternoon.
That their briefing may take place at a later tbd time.

Respectfully, we (USSS) will provide information on our investigation. wWe will not speak to
matters that fall under DGJ's purview.

Again, I think you will be pleased with the information we will provide.
Thanks much.
F.m'

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: 202) 4086-5676 Main line
(b)(8),(b)(7)(C Direct line

Cell

(202) 406-574¢ Fax

All e-mail to/from this account is subject to official review and is for official use only.
Action may be taken in response to any inappropriate use of the Secret Service's e-mail
system. This e-mail may contain information that is privileged, law enforcement sensitive, or
subject to other disclosure limitations. Such information is loaned to you and should not be
further disseminated without the permission of the Secret Service. If you have received this
:-?ail in error, do not keep, use, disclose, or copy it; notify the sender immediately and
elete it.
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FARON PARAMORE !GPA!
From: [®YE.EXTICY ,bmail .house.gov]
Sent: Monday. Janua 28, 2013 9:26 AM

To: AMORE (GPA)
Ce: [DIUXDWK’)-
Subject:

Hl Faron,

Thanks for the message. Hope you had a nice weekend as well,

As for the 6E canocerns, public reparts indicate that the charges were dropped (see below from the L.A. Times).
We look forward to seelng you on Friday.

Thanks,

2l

Feds drop charges against late Internet activist
Aaron Swartz

Federal prosecutors in Boston have dropped charges against Internet activist Aaron Swartz after his death.
(Michael Francis McElroy / New York Times via Associated Press / Janvary 30, 2009)
By Jessica Guynn

January 14, 2013, 10:38 a.m.

Federal prosecutors in Boston have dropped charges against Internet activist Aaron Swartz.

Swartz, 26, was found dead Friday in his New York apartment. He apparently had hanged himself.
Prosecutors filed the notice of dismissal on Monday.

Swartz's family blamed his death on "prosecutorial overreach.”

The U.S. attorney’s office could not be reached for comment.

Federal prosecutors alleged Swartz used MIT's computers to illegally access millions of academic articles
through the JSTOR database, a subscription service for scholarly articles. He was indicted in 2011 and was
scheduled to go to trial on 13 counts including computer fraud. Swartz faced the possibility of millions of
dollars in fines and up to 35 years in prison.

The case was seen as a showdown pitting the government and commercial interests against Intemet "freedom
fighters."
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MIT President L. Rafael Reif on Sunday appointed Hal Abelson, 2 professor of computer science and
engineering and a founding director of Creative Commons and the Free Software Foundation, to "lead a
thorough analysis of MIT’s involvement.”

As news spread over the weekend of Swartz's death, the Web collectively moumed for a brilliant young
technologist and activist who wanted to set the world's information free yet could never escape his own demons,

Confided one friend: *I'm not surprised that this is how his life ended, and I bet many others feel the same way.
So sad, he had so much potential and not enough joy in his life."

Swartz was just 14 when he helped create RSS, a tool that distributes online content, He was one of the
founders of the social news site Reddit, which was bought by Conde Nast. But he was best known as an activist
for free and open access to the world's information.

"Everything he did was aimed at world-changing and at activism," said friend and historian Rick Perlstein.
Now his death is being used to question government's aggressive criminal prosecution of Internet activists.
Anonymous gliegedly hacked MIT's website and left a tribute for Swartz: "We do not consign blame or
responsibility upon MIT for what has happened, but call for all those feel heavy-hearted in their proximity to

this awful loss to acknowledge instead the responsibility they have — that we all have — to build and safeguard
a future that would make Aaron proud.”

PR RE(GPA)[mallto Wu&svd hs;w] e R85 AN ES Y
: Ty 25, 2013 3:47 PM _

Ti

Subject: RE: Briefing

Good afternoon[(B)6),(b] hope you are well.

Friday, Pebruary 1, 2013 at 1lpwn should work well for us.

we have absolutely no problem coming up to provide the briefing.

Our Boston Office is touching base with the U8 Atteorney's Office up there, to see whers
we are with any 6B Grand Jury materiala. If they dismiss / drap the charges then I think
it would make the 6E issue “go away®’ and it would not he a concern at all.

Thanks much, hope you have a pleasant weekend,

PFaron.

Paron K. Paramore

Deputy Assistant Director

Office of Congreseional Affairs
United States Secret Service

Ph: 406 - Main line
I(Eg(%).(b;(ai(ei |Direct 1ine
Cell

(202) 406-5740 Pax
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Thanks for your voicemall.

We would like to schedule the briefing for 2/1/2013 at 1:00 p.m. at our offices. We will provide further information
about the specific room.

Please let me know If that works.

Sincerely,

(B |

From: FARON PARAMORE (GPA) [mailto @ussdhsaol
Sent: Thu January 17, 2013 12:11 Pl

To

Ce:

Subject: RE: Briefing

Good afternconf(b)(8),(b] hope you are well.
Thanks for the email,

Sure thing, be back in touch soon.
Thanke,

Faron.

Faron X. Paramore

Deputy Assistant Director

Qffice of Congressional Affairs
United Stater Secxet Service

Ph: 202) 406-5676 Main line
Fb)(as.%b)(i)(C) Direct line
Cell

{202) 406-5740 Fax

Hi Faron,
Thanks for speaking with us sbout the briefing. Pleass let us know when you have further information,

Sincerely,
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(6).(b)(7)C)

.5, House of Representatives
Committee on Oversight and Government Reform
Darrell Issa, Chairman

All e-mail to/from this account is subject to official review and is for official use only. Action may be teken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Sexvice. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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FARON PARAMORE (GPA) —

from: ErEERCT Joun XA Jgusdolgon

Sent: TBHOEY, JanuaTy 22, 11"

TO. ORE {(GPA)

hq.dhs.gov

SUM RE: ret Service - Aaron Swartz cass out of Bosion
DAD Paramore:

[Consult with outside agency. |
(b)(G), )

ornay sor

U.S. DEPARTMENT OF JUSTICE
islative Affairs
v J.gov
(6).(b)(7)(C) - direct

----- Original Message-----
From: FARON PARAMORE (GPA) [mailto|(BXS).(bX7) sss.dhs.
Sent: Tuesday, January 22, 2013 18:59 AM

(b)) b)7)HC) | (OLA)
(B)(6).(B)(7)(C) _ha.dhs.g
Subject: U.S, Secret Service - Amron Swartz case out of Boston

Good Morning Hs hope you are well.

Ma‘'am, my name 15 Faroh K. Paramore. I serve as the Deputy Assistant Director in the Office
of Congressional Affairs for the U.S. Secret Service.

Last Thursday afternoon (1/17/13) I was contacted by a Mr (b)(6).(b)(7)C) professional staff
with the House Oversight & Government Reform Committee (Majority Staff - Chairman Issa),
requesting to receive a briefing from the U.S. Secret Service regarding our role /

investigation of the Aaron Swartz case qut of Boston, MA.

Ma'am, at your convenience would it be possible for me to give you @ call to discuss this
matter.

Thank you very much for your time.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service
Ph: 5 Main line
Oirect line
Cell

(202) 406-5740 Fax
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Note the Isse cmnts towards the end of the ar'ticle &MMMMLM&.
3 2 ', L s p 0 el * 1 et 4

* Previous TIX hacking case - Same prosecutor and the suspect also committed sulcide:

2 dai il. ticle-~2262831/R - =Swartz-prosecutor-dro
cker- -20808- -cyber- -

All e-nmail to/from this account is subject to official review and 1s for official use only.
Action may be taken in response to any inappropriste use of the Secret Service's e-mail
system. This e-mail may contein information that is privileged, law enforcement sensitive, or
subject to other disclosure limitations. Such information is loaned to you and should not be
further disseminated without the permission of the Secret Service. If you have received this
e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and
delete it.

= RIF
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FARON PARAMORE sGPA]
From: |(¥5(EZ§EWZ;3§5 PHQ.DHS.GOV]
Sent: u OJ anuary 22, 2013 11:03 AM

FAR

Ta: PARAMORE (GPA)
Subject: RE: From Time.corm: Aaron Swartz's Suiclde Triggers Response fram Top U.S. Lawmakers
checking

From: FARON PARAMORE (GPA) [méfﬁilﬁfm-(bﬂm Jpusss.ahs.gov]
MWW 22, 2013 10:53

To

Ce: BA R

Subject: RE: From Time.com: Aaron Swartz's Sulcide Triggers Response from Top U.S., Lawmakers

(£)(6),(b)( jices DHS OLA have any concerns with ne providing us a brie¢fing to the OGR STAFF on
his lssue? ‘

NOTB: We (USS8) will ONLY talk about our role im investigating this case, We will NOT
speak to any aspect of *Plea Agreements” etc.

Thx. Faron
Faron K. Paramore
Deputy Awsistant Director

office of Congressional Affairs
United States Secret Ssrvice

Phe 202) 406-5676 Main line
,(P)(7)( Direct line
Cell

{202) 406-5740 Fax

From{(b)(6),(0)(7)(C) Imallto](PAC <
Sant: Tuesday, January 22, 2013 10:41 AM

To: FARON PARAMORE (GPA)

Sudject: RE: From Time.com: Aaron Swartz's Suicile Triggers Response from Top U.S, Lawmakers

Hi Faron~

t hope you are resting from the wonderful and what seemed to be a well coordinated Inauguration. | apologized, | told
you Friday | would send you my POCs for Dol Congressional {helow).m an atty and works in all areas of DoJ where |
belseveEEDmay specialize in iNicit drugs but both shouid be able to point you in the right direction,

maitfVOENC)  fusssdhs.gou]
18, 2013 3:40 PM

Cc: PARAMORE FARON K
Subject: From Time.com: Aaron Swartz’s Sulcide Triggers Response from Top U.S. Lawmakers

1
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Good afternoon [(b)(6),(] bope you axe well.

ju'l: left you a v/m.

Ovexr the last yeax and a half our Boston Field Office / New England Electronics Crimes
Task Force was working a cyber case. OQur Suspect was a Mr. haron Swartz’s. Long story
ghort - Swartez killed himself about a week ago. His federal trial was suppoge to start
in a menth or so.

NOW, thexre have been numercus articles on the web about how the “Federal Gov't” was heavy
handed in thie case.

tate yesterday afternoon I xeceived z call Irom Chairman Issa‘s staff requesting to
raceiva a briefing possible next waek.

Vant to make sure DHS is in the loop on what actually happened.

Also, we will need to coorxdinate with DOJ Congres#ional Affairs on this. The USSS will
ONLY speak to our role in this case. DOJ {The U.5. Attornye’s Office has a big part in
this algo}.

Please give me a call when you have a moment sc I can brief you.

See links helow,

Thanks. Faron.

Faron K. Paramore

Deputy Assistant Director

Office of Congressional Affairs

United States Secret Service

Ph: {202) 406-%676 Main line

W birect line
Cell

(202) 406-5740 Fax

— DTS S e rrmyere — —

Frome[ "%k (GPA)
Sant: Y. January 17, 2013 1:46 PM

Tot FARON PARAMORE (GP
G LYNDA WILLIAVS (SpAJOREITERTYC) Im)sm)m)

Subject: FW: From Time.com: Aaron Swartz's Sukide Triggers Response from T10p U.S.

Faron,
Here are some -- see attached.
Also - Here are a couple more things thafound:
- o Note the Issa commants towards the end of the article
http: 1 $/hillicon- e 789-justice-~department-

- -gf-activist-swartz

® Previous TJIX hacking case - Sams prosecutor and the suspect also committed
suicide:

http: //www.dailymail .co.uk/news/article-2262831/Revealed-Aaxon-Swartz-
prosecutor-drove-hacker -suicide-2008-named-cyber-crime-case. html .

Let us know what else you need.
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""" BB

From: (GPA)

Sent: Thursda pnuary 17, 2013 1:39 PM
To: KB)6)(BNTHC) ___IGRA)

Subject: PW: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

http://crooksandliars .com/karoli/unanswered-question-why-was-secret-service-

http://wwi.justice.gov/usao/ma/news/2011/July/SwartzAarenPR. html

-==-=Original Message-----
From: FARON PARAMORE (GPA)

Sent: Thursday, January 17, 2013 1:35 PM
To H N8),(b)7)C) | (GPA)
Cc: LYNDA WILLTAMS (GPA) ;[{M@(@A)Iﬁi@imﬁc; apa)

Subject: FW: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

MED can you pull down any / all articles you can find on the internet concerning this
gy

Mr. Aaron Swartz.
Issa's office just called and are looking for a briefing tbd time next week.
Thx. Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: 202) 406-5676 Main line
D)(6),(b)(7) Direct line
Cell :
(202) 496-5748 Fax

-+---0Original Message-----
From: EDWIN DONOVAN (GPA)
Sent: Thursday, January 17, 2013 12:54 PM
;:;Ttui,?; Dtlinl;EAW (INV); JANE MURPHY (INV); PAUL MORRISSEY (GPA); LEE FIELDS (INV); JONATHAN
(c
Ce:[BYBLENDICT _](6PA) {(BNO).BXTHC)| (apa) BYBLEVTICY | (6PA);[(BXELENTIC) _ (GPA); FARON
PA); LYNDA WILLIAMS (GPA)

PARAMORE (GPA); [(b)@),(BY7)(C)
Subject: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

)

Attached 1s an article from Time.com discussing Aaron Swart2's suicide and reaction from some
sembers of Congress. '
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Link to article: http://business.time.com/2013/01/16/aaron-swartzs-suicide-triggers-
response-from-us-lawmakers/

All o-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-matl system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
teceived this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.

=1 |
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FARON PARAMORE (GPA) ’ P

Erom: IHQ.DHS.GOV]

Sent: Ry, January A1 AM

To: FARON PARAMDRE (GPA)

Subject RE: From Time.com: Aaron Swartz’s Suicide Triggers Response from Top U.S. Lawmekers
Hi Faron -~

you Friday | woukd send you my POCs for Do) Congressional {below). an atty and works in all areas of Do) where |
believd(b)(6), Inay specializa in illicit drugs but both should be able to point you in the right direction.

(BB Jusdoiov
[EELEND dusciol g0y

| hope you are resting from the wonderful and what seemed to be a @fommmd inauguration, | apologized, | told

e ——— S—————epy ¥ D YU TR

mm FARON PARAMORE (GPA) [maikd®ERBXNC)  Jusss.dhs.gov)
nt: anuary 18, 2013 3:40 PM

Cﬂ PARAMORE FARON K
Subject: From Time.com: Aaron Swartz's Sukide Triggers Response from Top U.S. Lawmakers

Good atteznoon [B)E).(] hope you are well.
(B)C), | just left you a v/u.

Over the last year and a half our Boston Fleld Office / New England BRlectronics Crimes
Task Force was working a cyber case, Our Sugpect was a Mr. Aaron Swarte’s. Long stoxy
short - Swartz killed himself about a week ago, His federal trial was suppose to start
in a momth or so.

NOW, there have been numercus articles on the web about how the “Federal Gov't” was heavy
handed in this case.

Late yesterday afternocn I received a cell from Chairman Iesa's staff reguesting to
receive a briefing possible next week.

Want to make sure DHS is in the loup on what actually happened.

Alsoc, we will need to coordinate with DOJ Congressional Affairs on this. The USES will
ONLY speak to ouxr role in thim case. DNOJ {The U.S. Attornye’s Office bas a big part in
this alsc).,

Please give me & call when you have a moment so 1 can brief you,

See links below.

Thanke. Faron.

Faron K. Paramore

Deputy Assiatant Director |,

Office of Congreesianal Affairs

United States Secret Service

Fh; (202) 406-5676 Main line
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¥ pirect line
fell
202) 406-5740 Fax

m@” PSS

Sent: Thursday, January 17, 2013 1:46 PM

To: FARON PARAMORE (GPA

Ccx LYNDA WILLIAMS (GPA)[BYEIBXTXC) T6pa)[EXELBKTIC) :lcmwem
Subject: FW: From Time.com: Aaron Swart2's de Triggers Respanse from Top U.S.

Faron,
Hera are some -- s¢e attached,
Also - Here are a couple more things that _nd:

e Note the Isn comants towards the end of the ar-ticle

¢ Previous TIX hacking case -~ Same prosecutor and the suspect also committed
suicide:

hetp: //www.dailymail .co.uk/news/article-2262831/Revealed-Aaron-Swartz-
g_rg_ucutor-dme-hacknrnauicide-zooa-mowqjgbarj crime-case html ¢

Let us know what else you need.

N |

oo e n XL X

From (GPA)

A uary 17, 2013 1:39 PM
To: (GPA) '
Subject: rom Time.com: Aaron Swartz's Suicide Triggers Response from Top U. s. Lawmakers

http://crooksandliars . com/karoli/unansuered-question-why-was-secret-service-

bttp:ifwm,justice.gwiusaolmn/nuslzel:l.IJulyISuartzmonPR.htul

-----Original Message-----

Fm. FARON PARAMORE (GPA)

S uary 17, 2013 1:35 PM

To: {GPA) _—

Cc: LYNDA WILLIAMS (GPA); MBXEYENNICII(GPA); [(BXG),®XA(C)  [1(GPA)

Subject: FW: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

[EXEL(B) ] can you pull down any / ail articles you can find on the internet conceming this
CW

Mr. Aaron Swartz.
Issa‘'s office just called and are looking for a briefing thd time next week.

2
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Thx. Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: -5676 Main line
I{%%&(Egi;%? |lm~ect 1line
Cell

(202) 406-5740 Fax

----- Original Message----~-

From: EOWIN DONOVAN (GPA)

Sent: Thursday, January 17, 2013 12:54 PM

To: HUGH DUNLEAVY (INV); JANE MURPHY (INV); PAUL MORRISSEY (GPA); LEE FIELDS (INV); JONATHAN

BARTLETT (CID) :
c::mnémmﬁ ; (6pa) ; [EXELIBYTICT J(pa); [BYOLEBNTHC)  |cGpa); FARON
PARAMORE (&PA) ;[(B)6),(bX7)( (GPA); LYNDA WILLIAMS (GPA)

Subject: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

Attached is an article from Time.com discussing Aaron Swartz's suicide and reaction from some
members of Congress.

Link to article: http://business.time.com/2013/€1/16/aaron-swartzs-suicide~triggers-
response-from-us-1awmakers/

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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FARON PARAMORE (GPA)

From: FREDERICK SELLERS (INV)
Sant: Thursday, Janusry 17, 2013 2:12 PM
To: FARON PARAMORE (GPA)
Subject: Re: Articies regarding Aaron Swartz
Thanks.

= e e i S it
Sent: Thursday, January 17, 2013 02:11 PM Eastern Standard Time
To: (INV); FREDERICK SELLERS (INV)

(GPA); EDWIN DONOVAN (GPA); PAUL MORRISSEY (GPA)

Subject: Articles regarding Aaron Swartz
Juat fyi.

Quotes from several Hill folks in the EILL ¢lip helow.
Faron.

Faron K. Paramora

Deputy Assistant Director

Office of Congressional Affairs

United States Secret Service

Ph: {202) ¢06-5%676 Main line

pixrect line
- Fax
Sent: Thursday, January 17, 2013 1:46 PM

To: FARON PARAMORE (GPA
Ce: LYNDA WILLIAMS (sm);(em)l(s)'(m.( 7)) kapa)[EI®). BT Cllapa)

Subject: FW: From Time.com: Aaron Swartz's Suicide Triggers Response trom Top U.S. [awmakers

Faron,
Here are some -- see attached.
Also - Here are a couple more things that [PX6). Found:

o fNote the Issa comments towards the end of the article
nttp://thehill.com/blogs/hillicon~valley/technol 277769-justice-department-
s-prosecution-of-act %)

¢ Previous TJIX hacking case - Same prosecutor and the suspect also ¢ommitted
suicide:

http: //www.dailymall, co.uk/news/article-2262831/Revealed-Aaron-Swartz~
prosecutor- drove-hacker- su:‘.cid_e- 2008-named-cybexr-crime-case. html

Let us know what else you need.
Thanks,
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| meaesy Zins -l sﬁ -----
From: [B)ELE)TXC) kepa)

SoWaw 17, 2013 1:39 PM
To {(PAE). (0N ) GPA)

Subject: FW: From Time.com: Aaron Swart2's Suicide Triggers Response from Top U.S. Lawmakers

http://crooksandliars.con/karoll/unsnswered-question-why-was-secret-service-

http://wew.justice.gov/usac/ma/news/2011/July/SwartzAaronPR. html

----- Original Message-----
From: FARON PARAMORE (GPA)

Sent: Thursday, January 17, 2013 1:35 PM

To BRALEIC ] (oPA) f

Cc: LYNDA WILLIAMS (GPA);WGPA) (B)B).(B)7)C (GPA)

Subject: FW: From Time.com: Aaron Swartz's Sulcide Triggers Response from Top U.5. Lawmakers

(0)(6).(b)(7 | can you pull down any / all articles you cen find on the internet concerning this
guy '

Mr. Aaron Swartz.

Issa’'s office just called and are looking for a briefing tbd time next week.
Thx. Faron,

Feron K. Paramore

Deputy Assistant Director

Office of Congressional Affairs
United States Secret Service

Ph: 202) 406-5676 Main line
(0)(6),(b)(7)( Direct line
Cell

(202) 406-5749 Fax

=-=---Original Message-----

From: EDWIN DONOVAN (GPA)

Sent: Thursday, January 17, 2013 12:54 PM

To: HUGH DUNLEAVY (INV); JANE MURPHY (INV); PAUL MORRISSEY (GPA); LEE FLELDS (INV); JONATHAN
A

BLBYN(C) J6Pa);[BYBLEBIIC) | (6ra);[BIELEBITIC] ___|(GPA); FARON
: GPA); LYNDA WILLIAMS (GPA)
Subject: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

Attached 1s an article from Time.com discussing Asron Swartz's sulcide and reaction from some
members of Congress.

Link to article: http://business.time.com/2013/01/16/asron~swartzs-suicide-triggers-
response-from-us-lawmakers/
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FARON PARAMORE (GPA)

From: FARON PARAMORE (GPA)

Sent: bruary 01, 2013 10:13 AM

To: D IUXOIUIG- 8d0j.gov'

Co: PARAMORE (GPA)

Subject: J-102-775-800710-S - Final Draft of INV Requested Swartz [nvestigation Synopsis
Attachments: Swanz NV Brief 1-28-2013.pdf

importance: High

8ir, herxe you go.
Thanks much,
Faron,
Faron K. Raramore
Peputy Aseistant Director
Office of Congreswional Affairs
United States Secret Service
Ph: (202) 406~8676 Main line
8). (b Direct line
Cell

) 406-5740 Fax
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DATE:

REMLY TO
ATTI OF:

UNITED STATES GOVERNMENT

memorandum
January 29, 2013 U.S, Secret Service
SAIC — Boston Field Office 775.210
J-102-775-600710-8

Aaron Swartz Investigation
AD - Office of Investigations

Reference is made to the multiple telephone and electronic mail conversations regarding the
above subject case, in particular the January 22, 2013, request by DAD Hugh Dunleavy,
Office of Investigations, for additional information regarding the criminal investigation of
Aaron Swartz, ‘ -

Further reforence is made to the multiple US Secret Service Investigative Reports in case
number J-102-775-600710-S, The below information is being provided as a brief outline in
said case as it relates to the criminal investigation, The Department of Justice and the US
Attorney’s Office, District of Massachusetts, is the appropriate entity to consult in reference
to the prosecution and court proceedings in this case.

Late during the night of September 24, 2010, an unidentified individual registered his
computer on Massachusetts Institute of Technology’s (MIT) campus and obtained a guest
account on MIT’s computer network. The individual did not provide his true identity at this or
any subsequent time, and neither MIT personnel nor lew enforcement officers knew the
individual's name until his arvest months later, The individual registered his computer by
specifying his name as “Gary Host,” a pseudonym, and his e-mail address as
ghoat@mailinator.com, a disposable e-mail address by virtue of its requiring no initial e-mail
registration and keeping no records of e-mail access. Before assigning the computer an
Internet Protocol (IP) address, MIT"s network automatically collected the computer’s owner-
created name — “ghost laptop” — and the unique identifying number associated with the
computer's Intemet networking hardware, known as the computer’s Media Access Control
(MAC) address. These are standard login and communication procedures.

MIT's Dynamic Host Configuration Protocol (DHCP) computer server then used a standard
Internet protocol to assign the individual an IP address (18.55.6.215) for use while on the
network. The network kept records of the computer’s registration information, its IP and its
MAC addresses. These records are standard computer-networking records, and did not
include any computer commands that the individual typed in or tan, or any data that the
computer downloaded,

September 25, 2010

ARIF]




The day after registering the “ghost laptop,” the unidentified individusl used the “ghost
laptop” to systematically access and rapidly download an extraordinary volume of articles
from JSTOR (short for Journal Storage, is a digital library founded in 1995. Originally
containing digitized back issues of academic journals, it now also includes books and primary
sources, and current issves of journajs) by using a software program that sidestepped
JSTOR’s computerized limits on the volume of each uset’s downloads. The downloads and
requests for downloads wére so numerous, rapid, and massive that they impaired the
performance of JSTOR's computers.

As JSTOR, and then MIT, became aware of these downloads and problems, both attempted to
block the individual’s computer from further communications. On the evening of September
25, 2010, after suffering hundreds of thousands of downloads from the ghost laptop, JSTOR
temporarily ended the downloads by blocking network access from the comgiuter at [P address
18.55.6.215.

The next day, however, the ghost laptop’s user obtained a new IP address from MIT’s
network, changing the last digit in its [P address by one digit from 18.55.6.215 to 18.55,6.216.
This defeated JSTOR’s IP address block, enabling the ghost laptop to resume futiously
downloading articles from JSTOR. This downloading continued mti) the middle of
September 26, when JSTOR identified it and blocked communication from IP addresé
18.55.6.216 as well. The September 25 and 26 downloads had impaired JSTOR’s computers
and misappropriated significant portions of its archive. Because the download requests had
originated from two MIT IP addresses that had beghn with 18.55.6 —that is, 18.55.6.215 end
18.55.6,216 — JSTOR began blocking a broader range of MIT IP addresses on September 26,
The new block prevented MIT researchers assigned MIT IP addresses 18.55.6.0 through
18.55.6.255 (as many as 253 computers) from performing research through JSTOR's archive
for three to four days.

September 37, 2010

When JSTOR notified MIT of the continuing problems; MIT banned the “ghost laptop” from
using its network as well, To do this, MIT terminated the ghost laptop’s guest registration and
prohibited the computer, as identified by its hardware MAC address, from being assigned a
new IP address again through the guest registration process.

Qctober 2, 2010

Less than a week after JSTOR and MIT had barred the ghost laptop from communicating with
their networks, the unidentified individual obtained yet another guest connection for the ghost
laptop on MIT’s network. Having recognized that MIT or JSTOR had blocked his ghost
laptop by recognizing its MAC address, the individual now manipulated the ghost laptop’s
MAC address to mislead MIT into believing that he was a new and differeat guest registrant,

October §, 2010

The unidentified individual connected a second computer to MITs network and created
another guest account using psendonyms similar to those he had used with the “ghost Iaptop™
He registered the new computer under the name “Grace Host”, a temporary email address of

RIF




ghosté2@mailinator.com, and a computer client name of “ghost macbook.”

Qctober 9, 2010

The unknown individual activated the ghost laptop and the ghost machook to download
JSTOR's articles once aguin. The downloads came so fast and numerous that the individual
again significantly impaired the operation of some of JSTOR’s computers.

Oncs again, MIT could not identify who was controlling these computets or where they were
physically located, and JSTOR could not isolate the interloper to a consistent [P address that
could be blocked. Consequently, JSTOR blocked access by and to every computer using an
MIT IP address campus-wide for approximately three days, again depriving legitimate MIT
users from accessing JSTORs services. MIT blocked computers using the ghost laptop’s and
the ghost macbook’s MAC addresses as well.

Nevertheless, between the end of October and January 6, 2011, the unidentified hacker
obtained at least three new IP addresses and assigned his computer two new MAC addresses.
He slso moderated the speed of the downloads, which made them less noticeable to JSTOR,
The exfiltration of JSTOR's collection was.nonetheless extreme. During this period, the
individual downloaded well over a million of JSTOR's articles,

Because the hacker had modified the speed of his downloads, JSSTOR did not notice his Jatest
downloads until around December 25, 2010, Once detected, howsver, JISTOR provided MIT
with the hacker’s latest IP address. Now that MIT"s network security personnel bad a more
robust set of network tools, they could consult network traffic routing records and trace the IP
address back to a concrete physical location on campus.

4,2011

An MIT network security analyst traced the hacker’s IP address to a network switch located in
a basement wiring closet in MIT's Building 16. Building 16's street level doots have no-
trespassing signs posted on them. The wiring closet is protected by a pair of locked steel
doors. The closet is generally locked, but at that time its lock could be forced by a quick jerk
of its double doors. When MIT personnel entered the cloget, they found a cardboard box with
a wire leading from it to a computer network switch.

Hidden under the box was the ghost laptop, an Acer-brand laptop, connected to a separate
hard drive for excess storage. The network cable connected the laptop to the network switch,
thus giving the laptop Intemet access, The laptop’s direct connection to the network switch
was unusual because MIT does not connect computers directly to those switches.

LAW ENFORCEMENT IS NOTIFIED

January 4, 2011

MIT personnel called the MIT Police to the scene, who, in tum, called a USSS New England

Electronic Crimes fulltime Task Force Officer (TFO) directly, The TFO is & Detective from

Cambtidge Police. Three members of the task force respond to the scene, a USSS Special E
RIF




Agent, a Boston Police Detective who is a fulltime TFO and the Cambridge Police TFO who
received the call. A Cambridge Police Crime Scene Unit was summoned to the scene for
processing. Over the course of the moming and early afternoon of January 4th, MIT and law
enforcement officers collaboratively took several steps to identify the perpetrator and learn
what he was up to:

(1) Cambridge Police crime scene specialists fingerprinted the laptop’s interior and exterior
and the external hard drive and its enclosure;

(2) MIT placed and operated a video camera inside the closet, which, as discussed below,
later recorded the hacker (subsequently identified as Aaron Swartz) entering the wiring closet
and performing tasks within it;

(3) The Secret Service opened the laptop and sought to make a copy of its volatile memory
aka Random Access Memory (RAM), which would automatically be destroyed when the
laptop’s power was turned off, but the effort resulted in their seeing only the laptop’s user
sign-in screen;

(4) MIT connected a second laptop to the network switch in order to record the laptop’s
communications, a type of recording often referred to as a “packet capture;” [o)3) Rule

I?B-)Uﬁlule BE

(5) Beginning on January 4, 2011, MIT agreed to provide, and later provided, the Secret
Service copies of network logs pertaining to the ghost laptop and ghost macbook between
September 24, 2010 and January 6, 2011, some of which records were provided consensually,
the remainder of which were provided pursuant to a subpoena.

By mid-day on January 4th, MIT and law enforcement personnel had completed their initial
crime scene investigation. Experience led them to believe that merely removing the hacker’s
computer equipment would more than likely result in his renewing his efforts elsewhere. So,
rather than take the hacker’s equipment away, MIT and law enforcement instead restored the
closet to its initial appearance upon discovery, and monitored who entered the closet and
handled the laptop. MIT installed an IP camera in the closet to accomplish the monitoring. In
this way, the hacker would not necessarily know that his criminal tools had been discovered,
his identity might be uncovered, and he could be stopped.

Within an hour of their departure, the unidentified hacker returned. After entering the wiring
closet and shutting the doors behind him, the hacker replaced the hard drive connected to the
laptop with a new one he took from his backpack, and then concealed his equipment once
again underneath the cardboard box. This activity was captured by the video camera that was
installed inside the wiring closet,

Agents made notification to the US Attorney’s Office, District of Massachusetts,
regarding the facts of the investigation.

287



Janyary 6. 2011

The unknown subject hacker returmed to the wiring closet yet again. This time, worried about
being identified, the hacker covered his face with his bicycle helmet as he entered the closet,
Once inside and with the door closed, the hacker disconnected the laptop and placed it, the
external hard drive, and the network cable in his backpack. As he left, he again hid his face
with his bicycle helmet. This activity was also captured by the camera installed within the
wiring closet. By January 6, 2011, the hacker had downloadex a major portion of the six to
seven million articles then contained in JSTOR’s digitized database.

Shortly afier 2:00pm on January 6, 2011, MIT Police [BX8). [BXELEX7NC)]who had been
involved in the investigation, was heading down Magsachusetts Avenue within a mile of MIT
when he spotted a bicycler who looked like the hacker caught on the wiring closet video.
(BXE).(B) [y@iT)identifled himself as a police officer. After a brief exchangs, the individual
dropped his bike to the ground and ren away. The individual was chased, apprehended,
arrested, and subsequently identified as Aaron Swartz. During a search incident to arrest,
Cambridge police found a USB storage drive in Swartz’s backpack, which they seized and
stored as svidence.

Approximately an hour later, MIT technical staff used computer routing and addressing
reconds to locate Swartz’s ghost laptop and hard drive in the Student Information Processing
Board’s office in MIT’s student center. Law enforcement found the equipment on the floor
under a desk connecting it to the MIT network. The equipment wes subsequently seized and
stored as evidence by Cambridge Police. Aaron Swartz was charged by the Commonwealth in
o criminal complaint elleging Breaking and Entering into MIT’s property with intent to
commit a felony, and was subsequaently indicted by a Messachusetts grand jury for the same
charge along with the theft of JSTOR’s electronically processed or stored data, and accessing
a computer system without authorization,

Februarv 9, 2011

The Secret Service applied for and subsequently obtained a federal search warrant for Aaron
Swattz’s apartment, located at 950 Massachusetts Avenue in Cambridge,

Febrpary 11,2011
Agents and a Task Force Officer executed the federal search warrant on Swartz's residence.

Immediately after the search of the residence was completed & second federal search warrant
was applied for and issued for Swartz's worksite. That search warrant was executed on
Swattz’s work address, 124 Mount Auburn Strest in Cambridge, The Safra Center for Ethics
at Harvard Law School.

February 24,2011

The Secret Service obtained a federal search warrant to seize and search the laptop, the hard
drive in the enclosure and the USB storage device that was being secured within the
Cambridge Police Evidence Unit,
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Februarv 25,2011

The evidence is transferred from the Cambridge Police to the USSS Boston Field Office
pursuant o the search warrant.

Mav 16,2011

Swartz was served in hand, at his residence with a federal seizure and forfeiture warrant for
the JSTOR property in his possession. Swartz refused to comply with the federal seizure and
forfeiture warrant.

Jume 7, 2011

USSS BFO Agent responded to the Law Offices of Goode and Cormier, 83 Atlantic Ave
Boston, MA. Attorney Goode was at the present time, Swartz's defense counsel. At that
location USSS took custody of (4) four Hard Disk Drives (HDD) containing 8,989,635
articles (PDF’s) that had been downloaded from the JSTOR website through MIT's network
by Swartz.

July 14,2011

Federal Grand Jury returns a true bill against Aaron Swartz for Wire Fraud, Computer Fraud
and data theft,

Zuly 19.2011

Aaron Swartz is amrested and armaigned at the US District Court, District of Massachusetts in
Boston, MA.

Again, the above is being provided as a brief synopsis of the criminal investigation involving

Aaron Swariz, Questions concering the above maybe directed to the case agent, SA[_____|

d TFO| | Boston Field Office, New England Electronic
Crimes Task Force.

Steven D. Ricciardi
Special Agent in Charge
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FARON PARAMORE (GPA)

From:

Sont: ‘ﬂ”r‘wm %;0)131129104

To:

Ce: R CAHILL (LEG); HUGH DUNLEAVY (INV), FARON PARAMORE (GPA)
Subject: J-102-775-60071 0-S - Final Draft of INV Requested Swartz Investigation Synopsis
Attachments: Swartz INV Briaf 1-20-2013.pdf

mportsnce: High

Attached for OCC review is the BOS summary of the J-102-775-600710-S investigation.
This summaery was offered to the USAQ BQS for review and was declined.

| am scheduled to appear before the House Oversight & Gov't Reform Commiftee (OGR} Chairman Issa Staff on Friday,
February 1, 2013.

SAIC BOS advises that the synapsis contains only information available in the unsealed indictment of Suspect Swartz,
Pending your review, GPA will likely push ta its DOJ counterpart.

Call w/ questions. V/r Hugh

From: STEVEN RICCIARDI (BOS)

Sent: Wednesday, January 30, 2013 9:53 AM

To: HUGH DUNLEAVY (INV)

Ce: FREDERICK SELLERS (INV)

Subject: Final Draft of INV Requested Swartz Investigation Synopsis

Sir:

Attached is the final draft of the Swartz investigation synopsis. |f you have any questions feel free to contact me or
ASAIC[(EXBLBXTNC) bt 617/565-5640.

Steven D, Rlcclard|

Special Agent in Charge
United States Secret Service
Boston Field Office
617/565-5640
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FARON PARAMORE (GPA)

From: HUGH DUNLEAVY (INV)

Sent: mmso 2013 1:48 PM

To: FARON P (GPA)

Ce: HUGH DUNLEAVY (INV)

Subject: Fw. Final Draft of INV Requested Swartz Investigation Synopsis
Attachmentn: Swartz INV Brief 1-28-2013.pdf

e S S — B e e U U S L ) VO,

From SI'EVENRICC!ARDI (BOS) -

Sent: Wednesday, Januaty 30, 2013 09:53 AM Eastern Standard Time
To: HUGH DUNLEAVY (INV)

Ce: FREDERICK SELLERS (INV)

Subject: Final Draft of INV Reqisested Swartz Investigation Synopsis

Sir:

Attached Is the final draft of the Swartz investigation synopsis. If you have any questions feel free to contact me o
ASAIC|(bX8),(b)(7)(C Jat 617/565-5640.

Steven D. Ricciardi
Speciel Agent In Charge
United States Secret Service
Soston Fleld Office
817/545-3840
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FARON PARAMORE (GPA)

From: FREDERICK SELLERS (INV)

Sont: Waednesaday, January 30, 2013 10:04 AM

Yo: FARON PARAMORE (GPA)

Subject: Fw: Final Draft of INV Requested Swartz Investigation Synopeis
Attachments: Swartz INV Brief 1.28-2013.pdf

.

Y — s e ————— L L

From: STEVEN RICCIARDI (BOS)

Sent: Wednesday, January 30, 2013 09:53 AM Eastern Standard Time
To: HUGH DUNLEAVY (INV)

€c: FREDERICK SELLERS (INV)

Subject: Final Draft of INV Requested Swartz Investigation Synopsis

Sir

Attached Is the final draft of the Swartz investigation synopsis. If you have any questions feel free to contact me or
ASAICHb)(6),(bX7)(C) jpt 617/565-5640.

Steven D. Ricclardl

Special Agent in Charge
United States Secret Service
Boston Fleld Office
617/565-5640
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FARON PARAMORE (GPA)

From: FREDERICK SELLERS (INV)

Sent: Tuesday, January 26, 2013 5:36 PM
To: FARON PARAMORE (GPA)
Subject: FW: Azron Swartz Case INV Request
Attachments: Swariz INV Brief 1-20-2013.pdf
From: HUGH DUNLEAVY (INV)

Sent: Tuesday, January 29, 2013 4:59 PM

To: dadiny; invsp

Ce: HUGH DUNLEAVY (INV)

Subject: FW: Aaron Swartz Case INV Request

From: JONATHAN BARTLETT (CID)

Sent: Tuesday, January 29, 2013 4:06 PM

To: HUGH DUNLEAVY (INV)

Subject: FW: Aaron Swartz Case INV Request

From{YE).EX7XC) fcip)
Sent: Tuesday, January 29, 2013 4:04 PM

To: JONATHAN BARTLETT (CID); EDWARD LOWERY (PID)
Subject: FW: Aaron Swartz Case INV Request

) ( (CID)
Tuesday, January 29, 2013 3:23 PM
Toy(b)(8) (b)(7)C)KCID) CID)
CclOXE).ENTNC) | (cx

Subject: Aaron Swartz Case INV Request
Good afternoon, Please see attachment.

Thank you,

SA [(b)e) (BYN(CY ]

United States Secret Service
Criminal Investigative Division
0 : Direct

obile

Email:|(B)(8),(b)Y7)XC) usss.dhs.gov

o be AR

Sent: , January 29, 2013 3:16 PM
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To:|D)GLOK/NC) ___[(CID)

Subject: RE: Aaron Swartz Case
Please ses sttachad

P PO S — T ————— e S

CID)
, 2013 10:18 AM

Good morning, Can you please give me a call regarding the INV request that was sent to your office yesterday regarding
the above case?

Thank you,

A
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FARON PARAMORE (GPA) .

From: FARON PARAMORE (GPA)
Sent: Tuesday, January 29, 2013 9:46 AM
To: HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV); JONATHAN BARTLETT (
Ce: AF‘:A : g F{’E;W;% JGPA)
).
Subject: House Oversight & Gov't Reform Committee (OGR) Chairman issa Staff request briefing this
Friday, February 1, 2013 at 1pm
Attachments: Swarkz Dismissal.pdf
Importance: High
Good Morning, hope you are well,

Last night I was contacted by Mr Professional Staff with the House Oversight &
Gov’t Reform Committee (Chairman Issa staffer) requesting to receive a briefing from the
USSS concerning our investigative efforts in the Aaron Swartz case in Boston. Mr[E)®). ]
requested we provide the briefing this Friday, February 1, 2013 at 1pm in their office on

Capitol Hill.

The attendees at the briefing will be staff from the offices of the Members who sit on the
Oversight & Government Reform Committee. There could be as many as 20 staffers in the
room.

Mr[B)X®), Jhad already been contacted by DOJ Office of Congressional Affairs and advised that
they will provide a briefing at a TBD date in the future. Iinformed Mr.[B)®). Jthat we were
aware that the U.S. Attorney’s Office in Boston had already dismissed the charges against Mr.
Swartz as he is now deceased. I further advised Mr[B)®), Jthat we were still trying to clarify IF
— IF there were any issues or concerns regarding the 6E material. Lastly, I informed Mr|
that we would ONLY discuss our investigative efforts and that any questions that feil under the
purview of DOJ (proffers / plea agreements/ etc.) would have to be directed / answered by DOJ,

Mr[CIB). Jadvised that he understood the USSS would ONLY discuss the investigative aspects
of this case,

Can INV please confirm your availability to provide the requested briefing this Friday,
February 1, 2013 at ipm.

Respectfully,

Faron.

Faron K. Paramore

Peputy Assistent Director
Office of Congressional Affairs
United States Secret Service
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Ph: 202) 406-5676 Main line
(6), ) Direct line
Ceall
m- Fax

Froms: FREDERICK SELLERS (INV)

Semt: Monday, January 28, 2013 12:13 PM

To: FARON PARAMORE (GPA); HUGH DUNLEAVY (INV)

Subject: FW: U.S, Attorney’s Office In Boston drop charges against Aaron Swartz, Please see article below. Can we have
BFO confirm with AUSA's office

FYl:

— T T R, B T s
P ey g pp e o “

From: STEVEN RICCIARDI (BOS)

Sent: Monday, January 28, 2013 12:05 PM
To: FREDERICK SELLERS (INV)
Subject: RE: U.S. Attormey's Offics in Boston drop charges against Aaron Swartz. Piesse see article below. Can we have
BFO confirm with AUSA’s office

Sir - Please see attached, SR

Steven D. Ricciardi

Special Agent in Charge
United States Secret Service
Boston Fiald Office
617/565-5640

SRS e AN SRR SAAAEAS RS S e b s ey —

From: FREDERICK SELLERS (INV)
Sent: Monday, January 28, 2013 11:58 AM

Tos: STEVEN RICCIARD] (BOS); HUGH DUNLEAVY (INV)

Ce: FREDERICK SELLERS (INV)

Subject: RE: U.S, Attorney’s Office in Boston drop charges against Aaron Swartz, Please see article below. Can we have
BFO conflnm with AUSA's office

Thanks Steve for the quick response, If possible, at your convenience, can we get a scanned copy of the dismissal to
assist with any “potential” conversations with Chief Counse(?

Agaln ~ Thanks|

Frad Sellers

From: STEVEN RICCIARDI {BOS)

Sent: Monday, January 28, 2013 11:26 AM

To: HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV)

Ce: JONATHAN BARTLETT (CI0); FARON PARAMORE (GPA)PI®LBX7)C) __ kBoS)

Subject: RE: U.S. Attorney’s Office in Boston drop charges against Aaron Swartz, Please see article below. Can we have
BFO confirm with AUSA's office

Hugh & Fred:

| was advised that the charges have been dismissed, which is SOP, when a defendant is deceased prior to the completion
of Judicial Action. | have a copy of the Dismissal order. In this case, Mr. Swartz was Indicted {sealed) by a Grand Jury.
Once there is an Indictment it becomes public record, regulations regarding Rule 6E pertain just to the Grand sury
proceedings. [B1F] IChief Counsel’s Office [ET5) : =1

2
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| Let me know if you need anything else, we should have the

chronological outline to you very soon.
Best regards - Steve
Steven D, Ricclardl

Special Agent In Charge
United States Secret Service

From: HUGH DUNLEAVY (INV)

Sent: Monday, January 28, 2013 10:37 AM
To: STEVEN RICCIARDI (BOS)

Ce: HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CID)

Subject: Fw: U.S. Attormey’s Office in Boston drop charges against Aaron Swartz, Please see article below, Can we have
BFO confirm with AUSA's office

Importance: High

Pls confirm

................. R - - _— -— - - s (3 07 4R BRI EY L Y - —— e -

From: FARON PARAMORE (GPA)

Sent: Monday, Janvary 28, 2013 09:31 AM Eastem Standard Time

To: HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV); JONATHAN BARTLETT (CID)

Cc: PAUL MORRISSEY (GPA); FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)

Subject: U.S. Attorney’s Office in Boston drop charges against Aaron Swartz, Please see article below. Can we have BFO
conftrm with AUSA's office

Good Morning everyone, hope you are well.
Please see article below.

Looks like the US Attorney’s Office in Boston dropped
the charges against Aaron Swartz. Can we please have
the Boston Field Office confirm this information.

If - If this is correct / true, this would also nullify
our concerns regarding 6E material - I think.

Thanks. Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Phe {202) 406-5676 Main line

I(SS(B),(ESGS(E) [Direct line
Cell

(202) 406-5740 Fax
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Feds drop charges against late Internet activist
Aaron Swartz

Federal prosecutars in Boston have dropped charges against Intemnet activist Aaron Swartz after his death.
(Michael Francis McElroy / New York Times via Associated Press / January 30, 2009)

By Jessica Guynn
January 14,2013, 10:38 a.m.

Federal prosscutors in Boston have dropped charges against Internet activist Aaron Swartz,

Swartz, 26, was found dead Friday in his New York apartment. He apparently had hanged himself.
Prosecutors filed the notice of dismissal on Monday.

Swartz's family blamed his death on “prosecutorial overreach,”

The U.S, attomey's office could not be reached for comment,

Federal prosecutors alleged Swartz used MIT's computers to itlegally access millions of academic articles
through the JSTOR database, a subscription service for scholarly articles. He was indicted in 2011 and was
scheduled to go to trial on 13 counts including computer fraud, Swartz faced the possibility of millions of
dollats in fines and up to 35 years in prison,

The case was seen as a showdown pitting the government and commercial interests against Internet “freedom
ﬁgh ’n

MIT President L. Rafael Reif on Sunday appointed Hal Abelson, a professor of computer science and
engineering and a founding director of Creative Commons and the Free Software Foundation, to “lead a
thorough analysis of MIT’s involvement.”

As news spread over the weekend of Swartz's death, the Web collectively moumned for a brilliant young
technologist and activist who wanted to set the world's information free yet could never escape his own demons.

Confided one friend: "I'm not surpnsedthatthlslshowlushfe ended, and I bet many others feel the samcway
So sad, he had so much potential and not enough joy in his life."

Swartz was just 14 when he helped create RSS, a tool that distributes online content. He was one of the
founders of the social news site Reddit, which was bought by Conde Nast. But he was best known as an activist
for free and open access to the world's information.

"Everything he did was aimed at world-changing and at activism," said friend and historian Rick Perlstein,
Now his death is being used to question government's aggressive criminal prosecution of Internet activists,

Anonymous allegedly hacked MIT's website and left a tribute for Swartz: "We do not consign blame or
responsibility upon MIT for what has happened, but call for all those feel heavy-hearted in their proximity to

4 [=er |




this awful loss to acknowledge instead the responsibility they have — that we all have — to build and safeguard
a future that would make Aaron proud.”




Case 1:13-cr-10260NMG Document 105 Filed 01/14/13 Page 101

UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

UNITED STATES OF AMERICA )
v, }  Criminal No. 11-10260-NMG
AARON SWARTZ ;
DISMISSAL
Pursuant to FRCP 48(q), the United States Attomey for the District of Massachuseits,
Carmen M. Ortiz, horeby dismisses the case presemtly pending agalnst Defendast Aaron Swartz,

In support of this dismissal, the government states that Mr. Swartz died on January 11, 2013,

Respectfully submitted,

2 [ . ‘
B GARMEN M. ORTIZ

United States Attomey

Leave to File Granted:

%‘ - /in/13
N Gorton, Judge

United States District Court



FARON PARAMORE (GPA

Sonk e, Januay 25,2013 1231 Y
Bent: onday, anuary
T NDA GRAIBYE BXTE) ] oPA[BXELBNTIC) __lara)

Ce: )

Subject: U s Attomafs Ofﬂca ln Boston drop charges against Aaron Swartz. Please sae article below.
Can we have BFO confirm with AUSA's office

Attachmants: Swartz Dismissal.pdf

PY1:

Copy of the Swartz dismissal attached.
Juet fyi. Faron,

Faron K. Paramore

Deputy Assistant Director
Qffice of Congressicnal Affairs
United &tates Sacrat Service
Ph: 576 Main line
Direct line
Cell

(202) 406-5740 Fax

From: FREDERICK SELLERS (INV)
Sent: Monday, January 28, 2013 12:13 PM

To: FARON PARAMORE (GPA); HUGH DUNLEAVY (INV)

Subject: FW: U.S. Attomey's Office in Boston drop charges against Aaron Swartz. Please see article below. Can we have
BFO confim with AUSA's office

FYI:

VIV TS A e vy e i S

Fromz STEIEN RICCIARDI (BOS)

Sent: Monday, January 28, 2013 12:05 PM

To: FREDERICK SELLERS (INV)

Subject: RE: U.S. Attomey's Office in Boston drop charges against Aaron Swartz, Please see article below. Can we have
BFO confirm with AUSA's office

Sir — Please see attached, SR

Steven O. Ricciard|

Special Agent In Charge
Unlted States Secret Service
Boston Fleld Office
617/565-5640

me HIEDERIG(SEI.LERS(INV)

Sent: Monday, January 28, 2013 11:58 AM

To: STEVEN RICCIARD! (BOS); HUGH DUNLEAVY (INV)

Ce: FREDERICK SELLERS (INV)

Subject: RE: U.S. Attorney’s Office (n Boston drop charges against Aaron Swartz. Please see artide below. Can we have
BFO confirm with AUSA's office
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Thanks Steve for the quick response. If passible, at your convenience, can we get a scanned copy of the dismissal to
assist with any "potentisl” conversations with Chief Counsel?

Again ~Thanks!

Fred Sellers

From: STEVEN RICCIARDI (BOS)

Sent: Monday, January 28, 2013 11:26 AM
To: HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV)

Cez JONATHAN BARTLETT (CID); FARON PARAMORE (GpAi (B)8).BN7NIC) ksoS)

Subject: RE: U.S. Attomey's Office In Boston drop charges against Aaron Swartz. Please see article below. Can we have
BFO confirm with AUSA's office

Hugh & Fred:

| was advised that the charges have been dismissed, which is SOP, when a defendant is deceased prior to the compietion
of Judicial Action. | have a copy of the Dismissal order. In this case, Mr. Swartz was indicted (sealed) by a Grand Jury.
Once there is an indictment it becomes public record, regulations regarding Rule 6E pertain just to the Grand Jury

proceedings, 1} 'Enief Counsel’s Office FEYS) , 1
Let me know if you need anything else, we should have the

chronological outline to you very seon,

8est regards - Steve

Steven D. Ricciardi

Special Agent In Charge
United States Secret Service
Boston Fleld Office
617/565-5640

From: HUGH DUNLEAVY (INV)

Sent: Monday, January 28, 2013 10:37 AM

Yo: STEVEN RICCIARDI (BOS)

Ce: HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CID)
Subject: Pw: U.S. Attomey's Offios in Boston drop charges against Aaron Swartz. Please see article below, Can we have
BFO confirm with AUSA’s office

Importance: High

Pis confirm

From: FARON PARAMORE (GPA)

Sent: Monday, January 28, 2013 09:31 AM Eastern Standard Time
To: HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV); JONATHAN BARTLETT (CID)

Cc: PAUL MORRISSEY (GPA); FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)

Subject: U.S. Attomey’s Office in Boston drop charges agalnst Aaron Swartz, Please see article below. Can we have BFO
confirm with AUSA’s office

Good Morning everyone, hope you are well.
Please see article below.
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Looks like the US Attorney’s Office in Boston dropped
the charges against Aaron Swartz. Can we please have
the Boston Field Office confirm this information.

If - If this is correct / true, this would alsco nullify
our concerns regarding 6E material - I think.

Thanks. Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congreasional Affairs
United States Secret Service

Ph: {202) 406-~%676 Main line

(b)(5) Direct line
Cell
- Fax

Feds drop charges against late Internet activist
Aaron Swartz

Federel prosecutors in Boston have dropped charges against Internet activist Aaron Swartz after his death.
(Michael Francis McElroy / New York Times via Associated Press / January 30, 2009)
By Jessica Guynn

January 14, 2013, 10:38 a.m.

Federal prosecutors in Boston have dropped charges against Internet activist Aaron Swartz,

Swartz, 26, was found dead Friday in his New York apartment He apparently had hanged himself,
Prosecutors filed the notice of dismissal on Monday.

Swartz's family blamed his death on "prosecutorial overreach."

The U.S. attorney's office could not be reached for comment.

Federal prosecutors alleged Swartz used MIT's computers to illégally access millions of academic articles
through the JSTOR database, a subscription service for scholarly articles, He was indicted in 2011 and was
scheduled to go to trial on 13 counts including computer frand. Swartz faced the possibility of millions of
dollars in fines and up to 35 years in prison.

The case was seen as a showdown pitting the government and commercial interests against Intemnet “freedom
fighters."
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MIT President L. Rafael Reif on Sunday appointed Hal Abelson, a professor of computer science and
engineering and a founding director of Creative Commons and the Free Software Foundation, to *lead a
thorough analysis of MIT's involvement.”

As news spread over the weekend of Swartz's death, the Web collectively mournied for a brilliant young
technologist and activist who wanted to set the world's information free yet could never escape his own demons.

Confided one friend: “I'm not susprised that this is how his life ended, and I bet many others feel the same way.
So sad, he had so much potential and not enough joy in his life.”

Swartz was just 14 when he helped create RSS, a tool that distributes online content. He was one of the
founders of the social news site Reddit, which was bought by Conde Nast. But he was best known as an activist
for free and open access to the world's information.

"Everything he did was aimed at world-changing and at activism," said friend and historian Rick Perlstein,
Now his death is being used to question government's aggressive criminal prosecution of Intetnet activists.
Anonymous allegedly hacked MIT's website and left a tribute for Swartz: "We do not consign blame or
responsibility upon MIT for what has happened, but call for all those fee] heavy-hearted in their proximity to

this awful loss to acknowledge instead the responsibility they have — that we all have —to build and safeguard
a future that would make Aaron proud."



FARON PARAMORE (GPA) R app—

From: FARON PJARAMOI;ZE (2%:;\)1 N

Sont: Tuesday, Janu ! A

To: P:UL :ﬂyORRtS.SyEY (GPA); JANE MURPHY (INV), HUGH DUNLEAVY (INV)

Ce: FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)

Subject: Ca!wlDOJmarﬂtharonSwaﬂzuulbneﬂnthoquvmm&GMRmm
Committee

good afternoon, hope you are well.

lEonault with outside agency.

Thanks much.

Faron,

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: 202) 406-5676 Main line

D)(6),(b)(7)(C) Direct line
Cell
202) 496-5740 Fax
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FARON PARAMIORE (GPA)

From: FARON PARAMORE (GPA)
Sent: asday, January 22, 2013 10:590 AM
To: ﬂﬂﬁglﬁﬂiiﬁiﬂl usdoj.

Ce:
Subject:
Good Morning Ms hope you are well.

Ma'am, my name is Faron K. Paramore. I serve as the Deputy Assistant Director in the Office
of Congressional Affairs for the U.S. Secret Service.

Last Thursday afterncon (1/17/13) I was contacted by a Mrm professional staff
with the House Oversight & Government Reform Committee (Majority Staff - Chairmen Issa),

requesting to receive a briefing from the U.S. Secret Service regarding our role /
investigation of the Aaron Swartz case out of Boston, MA,

Ma'am, at your convenience would it be possible for me to give you a call to discuss this
matter.

Thank you very much for your time,

Faron K, Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: 202 406 5676 Main line
Direct line
i Cell

202) 406-5740 Fax

Note the Issa comments towards the end of the article http://thehill.com/blogs/hillicon-
valley/technology/277789-justice-department-defends-prosecution-of-activist-swartz

* Previous TIX hacking case - Same prosecutor and the suspect also committed sulcide:

hacker-suicide-zaos named- cgber crime-case html '
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FARON PARAMORE (GPA) T )

From: FARON PARAMORE (GPA)

Sent: Friday, January 18, 2013 3:40 PM
To: IEESZ% E'ES?imhq.dha,gw
Ce: FARON ORE (GPA)

Subject: Erom Time.com: Aaron Swartz's Suicide Triggers Responss from Top U.S. Lawmakers
Attachments: Clips Extra January 14 2013.doc; Clips Extra January 15 2013.doc; Doct.doc

Goed afterncon|(b)(6),(b|hope you are well.
ulv. left you a v/m.

Over the last year and a half our Boston Field Office / New England Electronics Crimes

Taak ¥orce was working a ¢ybar case. Our Suspect was & Mr, Aaron Swartz’'s. Long story
short -~ Swartz killed himself about a week age., His federal trial was suppose to start
in a month or so.

NOW, there have been numerous articles on the web about how the "Federal Gov't” was heavy
handed in this case,

late yesterday afternocon 1 received a call from Chairman Issa‘s staff requesting to
receive a briefing possible next week.

Want to meake aure DHS ia in the loop on what actually happened.

Algo, we will need to coordinate with DOJ Congressional Affairs on this. The U888 will
ONLY speak to our role in this case. DOJ (The U.S. Attornye’s Office has a big paxt in
this also}.

Please give me a ¢all when you have a moment s0 I can brief you.

See links belaw.

Thanks. Paromn,

Farcn K. Paramore

Deputy ARagistant Director

Office of Congresaional Affaizs
United States Secret BService

Direct line
Cell
(202) 406-5740 Pax

Sent: Thursday, January 17, 2013 1:46 PM

To: FARON PARAMORE (GPA :
T o S
Subject: FW: From Time.com: Aaron s Sukcide Trigge U.S. Lawmake

faron,

Here are some -- see attached.

Also - Here are a couple more things that mound:
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° Note the Issa comnts ‘towards the end of the article
blo [ hilli on-valle 9-qjustice-~ rtment-
def » a -

e Previocus TJIX hacking case - Same prosecutor and the suspect also committed
suicide:

http://www, dailymail eo. uk/newslattxcle-2262831/Reve&led -Aaxron-Swartz-

Let us know what else you need.

Thanks

(b)(6),(b)

----- Original Message-----

From (GPA)

Sent. lav, January 17, 2013 1:39 PM

(GPA)

Subject: FW: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

http://crooksandliars.com/karoli/unanswered-question-why-was-secret-service-

http://www . justice.gov/usao/ma/news/2011/July/SwartzAaronPR. html

--=~-Original Message-----
From: FARON PARAMORE (GPA)
Sent: Thursday, January 17, 2013 1:35 PM

To:[(B)(E).(b (GPA)
Cc: LYNDA WILLIAMS (cr.m‘)-(GM},KEszas ©XTXC) _J(apa)

Subject: FW: From Time.com: Aaron Swartz's Sulcide Triggers Response from Top U.5. Lawmakers

can you pull down any / all articles you can find on the internet concerning this
8uy

M. Aaron Swartz,

Issa’s office just called and are looking for a briefing tbd time next week.
Thx. Faron.

faron K. Paramore

Deputy Assistant Director

Office of Congressional Affairs

United States Secret Service

Ph:

----- Original Message-----
From: EDWIN DONOVAN (GPA)
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Sent: Thursday, January 17, 2013 12:54 PM
To: HUGH DUNLEAVY (INV); JANE MURPHY (INV); PAUL MORRISSEY (GPA); LEE FIELDS (INV); JONATHAN

BARTLETT (CID

c(sm 3 [BYE).EXTICTk Gpa) ;[0XO).BX7XC) | (Gpa); [ENB)BNTICT _|(GPA); FARON
PARAMORE (GPA);[(B)@).(D)7NC) ___ |GPA); LYNDA WILLIAMS (GPA)
Subject: From Time.com: Aaron swartz's Suicide Triggers Response from Top U.S. Lawmakers

Attached is an article from Time.com discussing Aaron Swartz's suicide and reaction from some
members of Congress.

Link to article: http://business.time,com/2013/01/16/aaron-swartzs-suicide-triggers-
rasponse-from-us-lawmakers/
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FARON PARAMORE (GPA

From: (GPA)

Sent: Thursday, January 17, 2013 1:46 PM

To: FARON PARAMORE (Gpﬁsﬁ'ﬂsﬁfﬁ

Ce: LYNDA LLIAMG? p(fF’Jl‘\); (b)(8),(b)(7XC GPA[BYB),BXNIC) |GPA);
Subject: (L-')’IXG'J.MII; Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers
Attachments: Ciips Extra January 14 2013.doc; Clips Exira January 15 2013.doc; Doc1.doc

Faron,

Here are some -- see attached.
Also - Here are a couple more things that|(b)8), |found:

¢ Note the Issa comments towards the end of the article
http://th hillicon-valle 277789-justice-department-

fends- -of-activist-swar

¢ Previous TJX hacking case - Same prosecutor and the suspect alac committed
suicide:

http://www.dallymail.co. uk/news/article-2262831/Revealed-Aazon-Swartz-
prosecutor-drove-hacker- suicide-~2008-named-cyber-crime~case. html )

Let us know what else you need.

Thanks

(B)(6).{(b)(

----- Original Message-«-~-

From: [(b)8),(b)(7XC) |(GPA)

Sent: Thursday, January 17, 2013 1:39 PM
To BIOLONE—J(eP)

Subject: FW: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

http://crooksandliars, com/karoli/unansuered-question-why-was-secret-service-

http://wi.Justice. gov/usao/ma/news/20811/July/SwartzAaronPR . html

----- Original Message-----

From: FARON PARAMORE (GPA)

Sent: Thursday, January 17, 2013 1:35 PM

e i (b)(6),(BX7)(C)

Cc: LYNDA WILLIAMS (GPA)'_)(G).(b)( NC) | (GPA);|(PXC), (GPa)
" Aa

Subject: FW: From Time.com: Aaron swartz's Suicide Triggers Response from Top U.S. Lawmakers

can you pull down any / all articles you ¢an find on the internet concerning this
guy

Mr. Aaron Swartz.
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Issa's office just called and are locking for a briefing tbd time next week.
Thx. Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: « Main line
DPirect line
Cell
Fax

===--0riginal Message-----

From: EDWIN DONOVAN (GPA)

Sent: Thursday, Janvary 17, 2013 12:54 PM

To: HUGH DUNLEAVY (INV); JANE MURPHY (INV); PAUL MORRISSEY (GPA); LEE FIELDS (INV); JONATHAN

BARTLETT (CID
(GPA); (b)(8),(bX7)(C |(GPA) ; [(D)(B).(B)(7XC) | (GPAMI@(G)-IERWE, ' I(GPA); FARON
PARAMORE (GPA); A); LYNDA WILLIAMS (GPA)

Subject: From Time.com: Aaron Swartz's Suicide Triggers Response from Top U.S. Lawmakers

Attached is an article from Time.com discussing Aaron Swartz's suicide and reaction from some
members of Congress.

Link to article: http://business.time.com/2013/81/16/aaron-swartzs-suicide-triggers-
response-fron-us-lawmakers/ ¥
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FARON PARAMORE ‘GPAI s

From: EDWIN DONOVAN (GPA)

Sent: Thursday, January 17, 2013 12:64 PM

To: HUGH DUNLEAVY (INV); JANE MURPHY (INV); PAUL MORRISSEY (GPA); LEE FIELDS

a INV); JONATHAN B?;RT ETLCID) - -

€: PAL(b)(E),(bX7)(C | {(b)(6) (b)(7)(C) JGPA)(b)(E),(b) g&g |

( ): OR PALL ‘W.mamm‘;_v@ 8 PA),
GPA

Subject: From Time.com: Aaron Swartz's Suicide Triggers Rasponse from Top U.S, Lawmakers

Attachments: Doc1.doc - . 5

Attached is an article from Time.com discussing Aaron Swartz's suicide and reaction from some
wembers of Congress.

Link to article: ! .com/2013/01/16/aaron-swart2s-suicide-triggers-

312



FROM TIME.COM

Aaron Swartz, the brilliant and mercurial young programmer who killed himself in Brooklyn
last Friday, was memorialized in his hometown of Highland Park, Ill., Tuesday, as the
shockwaves from his death reached Washington, D.C.

As Swartz’s family and friends were grieving in Chicago, several Capitol Hill lawmakers
expressed sadness and confusion over his death. One prominent U.S. lawmaker, Zoe Lofgren (D-
Calif.), said she would introduce reforms to change the federal law et the heart of the case.

In a bill called “Aaron’s Law,” Lofgren aims to amend the Computer Fraud and Abuse Act
(CFAA), which Massachusetts prosecutors used to charge Swartz with over 30 years in prison.
Swartz’s family has accused the Massachuseits U.S. Attorney’s office with hounding the young
activist over what they call a “victimless crime.” Specifically, Lofrgen’s bill would amend the
existing law to distinguish between 8 terms of service violation and a federal data theft crime.

“Lofgren’s bill is a good start,” Harvard professor Lawrence Lessig told TIME in a phone
interview Wednesday moming. Lessig eulogized Swartz at the funeral Tuesday. Like many of
Swartz’s friends, Lessig hopes that something positive will come out of the young programmer’s
passing, he said.

“The CFAA was the hook for the government’s bullying,” Lessig wrote on Reddit, the hugely
popular Internet activist hub that Swartz helped launch. “This law would remove that hook. In a
single line: no longer would it be a felony to breach a contract. Let’s get this done for Aaron —
now.” (Read Lofgren’s bill here.)

{MORE: n Swartz’s Suicide Prompts MIT Soul-Searchin

Swartz faced over 30 years in prison on federal data-theft charges for downloading articles from
the subscription-based academic research service JSTOR. In 2011, Swartz allegedly broke into a
secare MIT computer closet and hooked up a laptop in order to download JSTOR files, before he
was arrested by local authorities. JSTOR later settled its civil complaint with Swartz, but MIT
did not follow suit, giving Massachusetts federal prosecutors the implicit green light to

go ahead with the prosecution, Lessig says.

“The charges were ridiculous and trumped-up,” Rep. Jared Potis (D-Colo.) told The Hill

r. “It's absurd that he was made a scapegoat. I would hope that this doesn’t happen to
anyone else.” Polis called Swartz — who co-authored an early version of the popular Intemnet
tool RSS at age 14 and would later become an early leader of Reddit ~ a “martyr.”

At the funeral, Swartz’s father Robert Swartz said his son was “killed by the government, and
MIT betrayed all of its basic principles,” according to the Associated Press. On Sunday, MIT
president L. Rafael Reif announced an internal investigation into the school’s involvement in
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Swartz’s suicide. Reif bas asked Hal Abelson, a respected MIT professor, and a founding
director of Creative Commons and the Free Software Foundation, to lead the probe,

House Oversight Committee Chairtman Darrell Issa (R-Calif.) said he has opened an
investigation of the Justice Department’s case agninst Aaron Swartz, gecording to HuffPost. “I'm
not condoning his hacking, but he's certainly someone who worked very hard,” Issa told the
news website.

“Had he been a journalist and taken that same material that he gained from MIT, he would have
been praised for it. It would have been like the Pentagon Papers.” (Not exactly: The Pentagon
Papers were classified federal government documents, Swartz was accused of accessing
scholarly articles on a university network.)

(MORE: Aaron Swartz. Tech Prodigy and [ntemet Activist, Is Dead at 26)

Rep. Issa, the chairman of the Honse Judiciary Committee, is a shrewd political operator who has
worked with Internet activists in the past, Last year, Rep, Issa was instrumental in the defeat

of controversial anti-piracy legislation, which Swartz worked to oppose. A conservative
Republican, Issa has sensed the recent groundswell of Internet-based activism, and sought to
align himself with it. Issa has made investigating U.S. government “over-reaching” a key part of
his agenda. -

Meanwhile, incoming Massachusetts senator Elizabeth Warren issued a statement praising
Swartz. “When I met Aaron Swartz in 2010, I discovered a young man who was passionate,
sharp, & little shy, and, above all, warm and good natured,” Warren said in a statement to
HuffPost. “He seemed like the kind of person who couldn’t hurt a fly -~ he just had that kind of
presence. Aaron made remarkable contributions to our world, and his advocacy for Intemet
freedom, social justice, and Wall Street reform demonstrated both the power of his ideas and the
depth of his commitment. The world is a poorer place without Aaron.”

In statement on Reddit, Rep. Lofgren said she wants to reform the Computer Fraud and Abuse
Act (CFAA) in order to “prevent what happened to Aaron from happening to other Intemet
users.” Lofgren, who represents Silicon Valley, is an outspoken voice on technology issues in the
U.S. Congress.

“The government was able to bring such disproportionate charges against Aaron because of the
broad scope of the wire fraud statute,” Lofgren said. “Tt looks like the govemment used the
vague wording of those laws to claim that violating an online service’s user agreement or terms
of service is a violation of the CFAA and the wire fraud statute.”

Assistant U.S, Attorney Stephen Heymann, who works for Massachusetts U.S. Attorney Carmen
Ortiz, has faced criticism over his handling of the case. According to Swartz’s lawyer, Elliot
Peters, Heymann was aiming for a “juicy looking computer crime cases and Aaron’s case, sadly
for Aaron, fit the bill," Peters told HuffPost. Peters tokl the website that he thought

Heymann believed the Swartz case “was going to receive press and he was going to be a tough
guy and read his name in the newspaper.”
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At 19:35 hours Friday, January 11, 2013, it was reported to NYPD that Aaron Swartz had committe
suicide. Detect a@ﬁﬂ!@fﬂﬂ of Precinct 71 responded tof(B)(6).(B)(7)(C) |
[@hizzs. PO Swartz {BYBLEN7YC) ]
[ETBIERATC)

Aaron Swartz was identified and all indlcations thus far reveal that it was 8 suicide [©)©).©)

Iwﬂﬂh(mc)

No note was left but there were computers in the apartment. Due to dual ownership claims and no
apparent foul play, the computers on scene were not selzed.

The New York Medical Examiner’s Office has listed it as an open case at this time.

Aaron Swartz was very outspoken that he suffered with depression and even wrote blog entries
articulating suicide, He literally was a child prodigy and was clearly brilliant. He wrote script (Source-
code) that was purchased when he was 14 years old for $ 4 million dollars and a few years later he
wrote another code which Norton Antivirus purchased for $ 1.5 milfion dollars. In 2008 he became
politically active in cyber related activities, he suthored the Guerilla Manifesto. The original webstte for
this manifesto was removed by Aaron Swartz from his website shortly after his arrest; baslcally because
it was a written motive to the crimes he was subsaquently charged with.

This case was initiated in the Boston Field Office on January 4, 2011 when Detective of
Cambridge Police Department {fult time member of the New England Electronic Crimes Task Force
(NEECTF) who resides in the Boston Field Office an a daily basis) received a telephone call from the MIT
Police stating there was an unauthorized laptop computer lacated in a computer closet an campus
attached to a switch on the MIT network. The trial was scheduled to begin April 1, 2013 with
suppression motlons occurring January 25, 2013. During the past two years of litigation, Swartz went
through three of the top defense counsel taams finally ending with Elliot Peters (who recently
successfully defended Lance Armstrong in his doping case} of California.

The following Is a copy of the synopsis of the facts presented by the U.S, Attorneys’ Office In response
to the defensa counclil’s filing for the suppression hearing:

Late during the night of September 24, 2010, an Individisal registered his computer on

MIT’s campus and obtained a guest account on MIT's computer network. The individual did not
provide his true identity at this or any subsequent time, and neither MIT personnel nor law
enforcement officers knew the Individuat’s name until his arrest months later. The Individuat
registared his computer by specifying his name as "Gary Host,” a pseudonym, and his e-mail
address as ghost@mailinator.com, a disposable e-mail address by virtue of its requiring no initial

e-mail registration and keaping no records of e-mall access.3 Before assigning the computer an
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IP address, MIT's network automatically colfected the computer’s owner-created name —
“ghost laptop” — and the unique identifying number associated with the computer’s Internet
networking hardware, known as the computer’s Media Access Control or "MAC” address.
These are standard login and communication procedures,

MIT’s DHCPA computer server then used a standard Internet protocol to assign the

individual an P address (18.55.6.215} for use while on the network, The network kept records
of the computer’s registration Information, its IP address, and its MAC address. These records
are standard computer-networking records, and did not include any computer commands that the
lpdividual typed in or ran, or any data that the computer downloaded. (Exs. 6, 7).

3 Mailinator advertised itself as a free e-mall service that would accept mall for any emali
address directed to mailinator.com withaut need for a prier registration or account; would
automatically delete all e-mafl after several hours, whether read or not; and would keep no logs
(records) of e-mail access.

4 DHCP is the acranym for Dynamic Host Configuration Pratacol,

On September 25, 2010, the day after registering the “ghost laptop,” the individual used

the "ghost laptop” to systematically access and rapidly download an extraordinary volume of
articles from JSTOR by using a software program that skiestepped ISTOR’s computerized limits
on the volume of each user’s downloads. The downloads and requests for downloads were so
numerous, rapld, and massive that they impaired the performance of JSTOR's computers,

As JSTOR, and then MIT, became aware of these downloads and problems, both

attempted to biock the individual’s computer from further communications. On the evening of
September 25, 2010, after suffering hundreds of thousands of downloads from the ghost laptop,
JSTOR temporarily ended the downloads by blocking network access from the computer at IP
address 18.55.6.215.

The next day, however, the ghost laptop’s user obtained a new IP address from MIT's



network, changing the last digit in its IP address by one from 18.55.6.215 to 18.55.6.216. This
defeated JSTOR's IP address biock, enabling the ghost laptop to resume furlously downloading
articles from JSTOR. This downloading continued untii the middle of September 26, when

JSTOR spotted it and blocked communication from IP address 18.55.6.216 as well.

The September 25 and 26 downloads had impaired JSTOR's computers and

misappropriated significant portions of its archive. Because the download requests had
originated from two MIT IP addresses that had begun with 18.55.6 — that is, 18.55.6.215 and
18.55.6.216 — ISTOR began blocking 2 broader range of MIT IP addresses on September 26.

The new block prevented MIT researchers assigned MIT IP addresses 18,55.6.0 through
18.55.6.255 (as many as 253 computers) from performing research through JSTOR’s archive for
three to four days.

5 Moreover, when JSTOR notified MIT of the problems, MIT, too, banned the “ghost

laptop” from using its network. To do this, MIT terminated the ghost laptop’s guest registration
on September 27, 2010, and prohibited the computer, as identified by its hardware MAC address,
from being assigned a new IP address again through the guest registration process.

On October 2, 2010, less than a week after JSSTOR and MIT had barred the individual's

ghost laptop from communicating with thelr networks, the individual obtained yet another guest
connection for the ghost laptop on MIT's network. Having recognized that MIT or JSTOR had
blocked his ghost laptop by recognizing its MAC address, the individual now manlpulated the
ghost laptop’s MAC address to mislead MIT into believing that he was a new and different guest
registrant.

Six days later, the individual connected a second computer to MIT’s network and created
another guest account using pseudonyms simitar to those he had used with the “ghost Japtop”: he
registered the new computer under the name "Grace Host”, a temporary email address of

ghostd2@mallinator.com, and a computer client name of “ghost macbook.”



On October 9, 2010, the Individual activated the ghost laptop and the ghost machook to
download JSTOR's articles once again. The downloads came so fast and numerous that the
individual again sgnificantly impaired the operation of some of JSTOR’s computers.

Once again, MIT could not Identify who was controfiing these computers or where they

were physically located, and ISTOR could not isolate the interloper to a consistent {P address

5 A computer’s MAC address [s initially assigned by an equipment manufacturer, but can

be misrepresented electronically by a knowledgeable user. The user altered the ghost laptop’s
MAC address to appear as 00:23:5a:73:5f:fc rather than the prior MAC address of
00:23:53:73:5f:fb. that could be blocked. Consequently, SSTOR blocked access by every computer using
an MIT IP address campus-wide for approximately three days, agsin depriving legitimate MIT users
from acoessing ISTOR's services. And MIT blocked computers using the ghost laptop’s and the
ghost macbook’s MAC addresses as well.

Nevertheless, batween the end of October and January 6, 2011, the hacker obtained at

least three new IP addresses and assigned his computer two new MAC addresses, He also
moderated the speed of the downloads, which made them less noticeable to JSTOR, The
exfiltration of ISTOR's collection was nonetheiess extreme: over this period, the individual
downloaded well over a milifon of JSTOR's articles.

Because the hacker had modified the speed of his downloads, JSTOR did not notice his

latest downloads untit around Christmas, 2010. Once noticed, however, ISTOR provided MIT

with the hacker’s latest IP address. Now that MIT's netwark security persannel had a more

robust set of network tools, they could consult network traffic routing records and trace the IP
address back to a concrete physical location on campus.

So on January 4, 2011, an MIT network security analyst traced the hacker’s iP address to

a network switch located in a basement wiring closet in MiT’s Building 16. Bullding 16's street level

doors have no-trespassing signs posted on them. (Ex, 8). The wiring closet Is protected by
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a pair of locked steel doors. (Ex. 9). The closet is generally locked, but at that time its lock

could be forced by a quick jerk of its double doors. When MIT personnel entered the closet,

they found a cardboard box with a wire leading from it to a computer network switch. (Ex. 10).6
6 MIT personnel removed the box from the laptop at first, and then MIT personnel or iaw
enforcement officers replacad the box on one or more occasions. The second photograph was
taken after the box was replaced, not when it was initially found.

7 Hidden under the box was the ghost laptop, an Acer-brand laptop, connected to a separate hard
drive for excess storage. (Ex. 11). The network cable connected the laptop to the network

switch, thus giving the Iaﬁmp Internet access. (Ex. 12). The laptop’s direct connection to the
network switch was unusual because MIT does not connect computers directly to those switches.
MIT called campus police to the scene, who, In tumn, brought in the Cambridge Police

and the Secret Service. Over the course of the moring and early afternoon of January 4th, MIT
and law enforcement officers collaboratively took several steps to [dentify the perpetrator and
learn what he was up to:

(1) Cambridge Police crime scene specialists fingerprinted the laptop’s interior and exterior and the
external hard drive and its enclosure;

(2} MIT placed and operated a video camera inside the closet, which, as discussed below, later recorded
the hacker (subsequently identified as Aaron Swartz) entering the wiring closet and performing tasks
within it;

(3) The Secret Service opened the laptop and sought 10 make a copy of its volatile memory (RAM), which
would automatically be destroyed whan the laptop’s power was turned off, but the effort

resuitad in their seeing only the faptop’s user sign-in screen;

(4) MIT connected a second faptop ta the network switch in order to record the laptop's
communications, a type of recording often referred to as a “packet capture;” the Secret Service
subsequently concurred with the packet capture, none of which was tumed over to officers until MIT
was issued 3 subpoena after Swartz's arrest;

..{5) Beginning on January 4, 2011, MIT agreed to provide, and later provided, the Secret Service copies of
network logs pertaining to

7 From the time of law enforcement’s arrival on January 4, 2011, through the suspect’s
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arrest and identification on January 6, 2011, the effort by MIT and law enforcement to identify
the individual was both consensual and collaborative,

8 This second laptop is seen on a chair in Ex. 10.8 the ghost laptop and ghast machook between
September 24, 2010 and January 6, 2011, [T Rule 3E

9 By mid-day on January 4th, MIT and faw enforcement personnel had completed their

initial crime scene investigation. Experlence told them that merely removing the hacker’s
computer equipment would just result in his renewing his efforts elsewhere. So, rather than take
the hacker's equipment away, MIT and law enforcement Instead restored the closet to Its initial
appearance upon discavery, and monitored who entered it and handled the iaptop. In this way,
the hacker would not necessarily know that his criminal tools had been discovered, his identity
might be uncovered, and he could be stopped.

The ruse worked. Within an hour of thelr departure, the hacker returned. After entering

the wiring closet and shutting the doors behind him, (Ex. 13}, the hacker replaced the hard drive
connacted to the laptop with a new one he took from his backpack, and then concealed his
equipment once again underneath the cardboard box.

Two days later, on January 6, 2011, the hacker returned to the wiring closet yet again.

This time, worried about being identified, the hacker covered his face with his bicycle helmet as
he entered the closet. (Ex. 14). Once inside and with the door closed, the hacker disconnected
the laptop and placed it, the external hard drive, and the network cable in his backpack. (Ex. 15).
As he left, he again hid his face with his bicycle helmet. (Ex. 16).

By January §, 2011, the hacker had downloaded a major portion of the 6 to 7 million

articles then contained in JSTOR's digitized database.

As discussed below, both the law and MIT's policies and procedures allowed MIT to

turn these records over consensually, but it also could, and at points did, insist upon a subpoena.

Afittle after 2:00 that afternoon, MIT Police [®)(6).(PX7XC) ho had been
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involvad in the investigation, was heading down Massachusetts Avenue within a mile of MIT
when he spotted a bicycler who looked like the hacker caugliit on the wiring closet video.
[EXE)LEXTHCY Jdentified himselt as a police officer. After a brief exchange, the individual
dropped his bike to the ground and ran away. The individual was chased, apprehended, arrested,
and identified as Aaron Swartz, During a search incident to arrest, Cambridge police found a
USB storage drive in Swart2’s backpack, which they seized and stored as evidence,
Approximately an hour later, MIT technical staff used computer routing and addressing
recards to locate Swart2’s ghost laptop and hard drive In the Student Information Processing
Board’s office In MIT's student center. Law enforcement found the equipment on the floor
under a desk. {Ex. 17). The equipment was subsequently seized and stored as evidence by
Camtiridge Police.
Aaron Swartz was charged by the Commonwealth in a criminal complaint alleging
breaking and entering into MIT's property with intent to commit a felony, and was subsequently
indicted by a Massachusstts grand jury for the same charge along with stealing JSTOR's
electronically processed or stored data, and accessing a computer system without authorization.
While the Commonwealth pursued state charges, the U.S, Attorney’s Office began a
separate investigation on fanuary 5, 2011. On February 9, 2011, the Secret Service obtained a
warrant to search Swartz’s apartment, followed by a warrant to seacch his office on February 11,
2011. Both were executed an February 11th. Also on February 9, 2011, the Secret Service
abtained warrants to seize from the Cambridge Police and then search the laptop, the hard drive,
and the USB storage device. These warrants were returned unexecuted and new warrants were
obtained on February 24, 2011. On May 16, 2011, Swartz was served with a forfeiture warrant
for property of JSTOR in his possession and refused to comply with the Court’s warrant.10
Swartz was indicted federally for wire fraud, computer fraud, and data theft, which was followed

by the present Superseding indictment on the same theories.
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http://www.rollingstone.com/politics/news/why-did-the-justice-system-target-aaron-
swartz-20130123

Why Did the Justice System Target Aaron
Swartz?

26-year-old Internet activist's tragic suicide raises questions about
prosecutorial overreach

By Steven Hsieh
Rolling Stone Magazine
January 23, 2013 3:49 PM ET

Hundreds of mourners filled the Great Hall at New York's Cooper Union on January
19th to honor the life of Aaron Swartz, the Internet activist who took his own life earlier
this month at age 26.

Swartz was well-known in technology circles for helping develop the RSS web feed
format and the popular site Reddit, among other accomplishments. At the time of his
death, he was facing 13 felony charges and up to 50 years in prison; Prosecutors had
accused him of using MITs network to download too many scholarly articles from an
academic database called JSTOR.

Swartz's friends and family have said they believe he was driven to his death by a justice
system that hounded him needlessly over an alleged crime with no real victims. “[He
was] forced by the government to spend every fiber of his being on this damnable,
senseless trial," his partner Taren Stinebrickner-Kauffman said at the memorial, "with
no guarantee that he could exonerate himself at the end of it.”

Swartz's tragic death has already begun forcing lawmakers to start rethinking our
draconian computer laws. And House Oversight Commtittee Chairman Darrell Issa (R~
California) even promised an investigation of the Justice Department prosecutors who
did their best to send a young Internet pioneer to prison.

Two zealous federal prosecutors handled Swartz's case: U.S. district attorney Carmen
Ortiz and assistant attorney Stephen Heymann. In the days after his death, writers, tech
experts, and many of Swartz's friends have called out Heymann and Ortiz for
prosecutorial overreach. A White House petition demanding the removal of Ortiz
garnered well over 25,000 signatures, reaching the level which guarantees an eventual
response from the Obama administration.
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Some of Swartz's advocates believe the prosecution sought excessive punishment to set
an example in the age of Wikileaks and Anonymous.

"This was, in my opinion, part of a coordinated campaign to scare young Internet
activists," says Roy Singham, ThoughtWorks chairman and a friend of Swartz.

It's worth reviewing the so-called crime which put Swartz in the government's

crosshairs. From September 24th, 2010 to January 6th, 2011, he accessed MIT’s

network to scrape an "extraordinary volume of articles" from the academic database

JSTOR. Initially, he used the university's open wireless network to grab the files. But

after several attempts by JSTOR and MIT to block him, Swartz gained access to a

;esh'iched closet and directly hardwired his laptop to the network, leaving it there to pull
ata.

MIT personnel found Swartz's Japtop on the morning of January 4th, 2011, and
connected a second computer to the network switch to monitor Swartz's activity. They
alslo fingerprinted Swartz's device and installed a camera in the closet to identify their
culprit.

On the same day, the U.S. Secret Service took over the investigation. Court documents
reveal that Secret Service agent Michael Prickett recommended MIT personnel leave
Swartz's laptop in the closet for monitoring. All acquired data was eventually disclosed
to the Secret Service.

On January 6th, 2011, MIT and Cambridge police, with the help of special agent
Prickett, arrested Swartz on charges of breaking and entering with intent to commit a
felony. As blogger Marcy Wheeler suggests, the early involvement of the Secret
Service "makes it clear that this was a nationally directed effort to take down Swartz,"

JSTOR chose not to pursue charges against Aaron Swartz — who not only returned all
downloaded content, but also ensured it "was not and would not be used, copied,
transferred or distributed." That didn't stop MIT and the feds from indicting Swartz on
13 felony charges and insisting on prison time.

Ortiz and Heymann charged Swartz under the Computer Fraud and Abuse Act, a 29-
year-old law, notorious in the legal world for being broadly interpretable. They argued
that Swartz accessed MIT and JSTOR computers without "authorization," despite MIT's
extraordinarily open network policy and Swartz's legal access to JSTOR content.

Despite admitting that Swartz wasn't financially motivated by his act — and even after
learning that the 26-year-old had battled depression — Ortiz and Heymann refused to
offer a deal that didn't include at least six months of prison time and a guilty plea on all
13 charges, If Swartz chose not to label himself a felon for life, he'd risk the possibility of
many years in the slammer.

Any probe into this case must raise serious questions about prosecutorial overreach by
Ortiz and Heymann. Heymann's record, in particular, reeks of bullying and power-



hungry ambition. A damning report from the Huffington Post paints the assistant U.S.
attorney — and head of his court’s computer crimes task force — as a careerist who
sought tough convictions to bolster his reputation. In 2008, Heymann prosecuted
another hacking case that ended with a suicide.

But holding Heymann and Ortiz accountable, while necessary, won't be enough to stop
the persecution of Internet activists and hacking culture in this country, It's time to have
a serious conversation over whether Swartz's fight for free information truly warranted
Secret Service investigation. Should participating in a DDoS attack, the Internet's
equivalent of a sit-down strike, send someone to 30 months in prison? As Harvard
professor Lawrence Lessig has put it, our government pursued Swartz as if he were a
"o/11 terrorist.”

Last month, Rolling Stone's Matt Taibbi noted the absurdity of HSBC bankers skating
on serious drug money laundering charges while hundreds of thousands of Americans

sit behind bars for petty drug offenses. The Secret Sexvice's involvement in hunting
down a 26-year-old charged with downloading too many scholarly articles is just

another example of our justice system's chillingly warped priorities.

RIF
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FIELD ACTIVITIES:

Boston Field Office
New Englend Electronic Crimes Task Force

MIT Network Intrusion Results in Federal Indictment and Arrest

On January 4, 2011, Massachusetts [nstitute of Technology (MIT) Police Department contacted
the Boston Field Office and requested assistance from the New England Electronic Crimes Task
Force (NEECTF) regarding an investigation into a network intrusion. The initial investigation
identified Aaron Swattz as the primary suspect,

NEECTF agents determined that Aaron Swartz intruded into the MIT network without
authorization. Swartz broke into a locked closet containing network components, connected his
computer to the MIT computer network and downloaded documents from a not-for-profit archive
of scientific joumnals and academic work, known as “JSTOR.” Swartz avoided MIT’s and
JSTOR’s electronic security and distributed a significant amount of JSTOR s archive through
one or more file-sharing sites. Through investigative interviews and electronic forensic
evidence, agents established that Swartz’s un-authorized access impaired MIT computers,
disabled servers, and deprived various JSTOR users from accessing research, Agemts discovered
JSTOR and MIT were unable to block Swart2’s attacks, as Swartz continued his intrusions
utilizing new methods for accessing JSTOR. Subsequently Swartz exploited MIT’s computer
system to steal over four million articles from JSTOR.

On July 14, 2011, Aaron Swartz was indicted in U.S. District Court, District of Massachusetts,
charged with violations of Title 18, United States Code, Sections 2 (Aiding and Abetting),
103042 (Theft of Information From a Computer), 1030 aSB (Recklessly Damaging a Computer)
and 1343 (Wire Fraud).

On July 19, 2011, Swartz surrendered to federal authorities and was arraigned before Magistrate
Judge Judith G. Dein and released on $100,000 bond.

On November (7, 2011, Swartz was also indicted in Middlesex Superior Court for breaking and
entering in the daytime with intent to commit a felony, larceny over $250 and unauthorized
access to a computer network.

On November 30, 2011, Swartz was arraigned in Middlesex Superior Court for breaking and
enteting daytime, larceny over $250 and unauthorized access to a computer network.

On November 12, 2012, a superseding indictment was rendered in the U.S. District Court,
District of Massachusetts, for violations of Title 18, United States Code, Sections 2 (Aiding and
Abetting), 1030 (Computer Fraud - unlawfully obtaining information from a protected computer
and recklessly damaging a protected computer) and 1343 (Wire Fraud).

From November 2012 through January 2013, Boston agents and AUSA Stephen Heymann
conduct witniesy preparation for the upcoming trial,

On January 11, 2013, Aaron Swartz committed suicide in Brooklyn, NY. The investigation is
ongoing by New York City Police Department.
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On February 6, 2013, a trial by jury in the U.S. District Court of Massachusetts was scheduled,
Case Agent: SABYELENTCY |BOS) w Case Number: J-102-775-60071-8
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HUGH DUNLEAVY (VPD)

From: HUGH DUNLEAVY (INV)

Sent: Saturday, January 12, 2013 2:25 PM

To: CID)

Cc: L INV)

Subject: g:: gIDICERT: Update for Case Support to Boston Flald Office. Aaron Swartz Sulclde
nfirmed

Thx, Notification made to GPA earlier this morning. See following -

—-- Original Message -~

from: STEVEN RICCIARDI {BOS)

Sent: Saturday, January 12, 2013 09:54 AM Eastern Standard Time

To: LEE FIELDS (INV); EDWIN DONOVAN (GPA)

Subject: Fw: Aaron Swarkz (USSS Defendant Commits Suicide - awaiting positive ME ID)

Lee and Ed:

I was advised of this situation this morning, there could be some media attention regarding our defendant committing
sulclde. This case was about to go to Federal trial.

Our investigation revealed that Swartz had hackes into MIT servers and obtained gigabytes of data primarily dealing
with technical manuals.

Please confirm with me that you received this info.

Thanks - Steve

Steven D. Ricclardt

Special Agent in Charge
United States Secret Service
Boston Field Office

(617) 565-5640

e 508

Sent: Saturday, January 12, 2013 09:29 AM Eastern Standard Time
Yo: STEVEN RICCIARDI (BOS)
Subject: Aaron Swartz

Steve,

Please calf when you have a moment. We have information that the MIT defendant Aaron Swartz committed suicide last
night. Blogs are confirming and the NYC ME s conflrming they have a Aaron swamws following up with NYC
to ensure positive confirmation.

(B X
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USSS - ASAIC
_Boston Field Office
(b)(8),(b)7X

From 'cm)

Sent: Sau o” Bnuary 12, 2013 02:21 PM Eastem Standard Time

)
BARTLETT (CID); HUGH DUNLEAVY (INV); EDWIN DONOVAN (GPA)
8ubject' Re: CID/CERT: Update for Case Support to Boston Field Office: Aaron Swartz Sulcide Confirmed

Thank yo I have copied the chaln and GPA on this chain. Who |s the case agent from Boston?

SIS PR —— e b i gy mal ' | BV GBS B SR NY R EE B

ay, January 12, 2013 02:08 PM
To: (CID)

We've been assisting the Boston Field Office in an investigation Involving Aaron Swartz, the founder of Reddit, where he
gained unauthorized accass to MIT and stole data. Agents from the Boston Field Office arrested him while he was
committing the crime.

It appears that he has committed sulcide. Given that he is wall known through his association with Reddit and Wired
magazine | would not be surprised if there were to be media inquirles / coverage regarding his death.

R/

I(E)(Ei.(bs(ﬂ(c) |

ATSAIC, Program Manager
CID/CERT
U.5. Secrat Service

(b)(6),(b)(7)(C) {Desk)
Mobile)

412-268-9262 (Fax)

mem
astemn
aos X B0S){(b)(8),(b)(7)(C) BOS)|(B)6),(b)( BOS_(b)(G).(b)G)
b C >
: bY(7)(C .60 MI TANED MIT
' (o (BY(G).(B) = SN om

t Aaron Swartz Suicide Confirmed

All Concerned,
This morning | was notified that Aaron Swartz committed suickle,

I have subsequently confirmed this report through The New York Medical Examiner’s Office and NYPD’s 71% Precinct
Detectives.
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At 19:35 hours yesterday, January 11, 2013, the incident was reported to NYPD. Detectlve'(E) Pf the 71 responded to
(b)8),(b)(7)(C ] Aaron Swartz was identified and all indications thus far reveal that it is
a suicide JL)G).L)TKC) |

¢ )

The New York Medical Examiner’s Office has it listed as an open case at this time.
Detective(B)8) Jvill be calling me with further information. As | get mare ) shall pass it on.

R/S,

etective
Electranic Crimes Task Force
USSS Boston Field Office
10 Causeway Street [DIS1ERN_|
Boston, MA 02222

Cell: i
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HUGH DUNLEAVY (VPD)

From: HUGH DUNLEAVY (INV)

Sent: Monday, January 14, 2013 10:16 AM
To: JONATHAN BARTLETT (CID); invep
Ce: HUGH DUNLEAVY (INV)

Subject: FW. MIT Case Boston
Attachments: July 21, 2011.docx

Fromﬂgﬁss'zsw )C) (INV)

Sent: Monday, January 14, 2013 9:45 AM

Toy JANE MURPHY (INV); HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV)
ccarW)rw)

Far Sktuational Awareness, attached is the write-up for the case involving MIT and the Defendant Aaron Swartz, who
committed suicide over the weekend,

Special Agent
United States Secret Service
Office of Investigations /Specla! Projects

Office: 06 ®XNC)
Cell: . ) ‘
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HUGH DUNLEAVY (VPD) _

from: HUGH DUNLEAVY (INV)

Sent: T 1 J‘"""E-,—?-’ 2013 7:24 AM

To: CYNTHIA TRIPLETT (TEQ(B)(8),(b)(7)(C) | TEC); MARK COPANZZI (IRM)
Ce: HUGH DUNLEAVY (INV); dadinv

Subject: BOS MIT Investigation

Attachments: July 21, 2011.docx

All,

FYSA - The USSS (BOS) was involved in the federal arrest and prosecution of defendant Aaron Swartz, Open source
media reports hacker groups targeting MIT w/ retzliatory operations assumadly in response to defendant Swartz’
suicide. (B)5) |
(

oo,

Reference is made to the attached and following open source media web links:

® Monymcus Macks MIT Sites To Post Aaron Swartz Trlbute, Call To Arms (The Washmgton Post)

m-tnb l- ” ' f706c- ez- 94 - ory.html I=

e rememberaaronsw.tumblr.com/post/40372208044/official-statement-from-the -family-and-partner-of-
fAaren

Call w/ questions. V/r Hugh
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HUGH DUNLEAVY (VPD)

From: HUGH DUNLEAVY (INV)

Sent: Tuesday, January 22, 2013 1

To: STEVEN RICCIARDI (BOS) BOS)

Ce: HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CID); dadinv

Subject: FW: Call w/ DOJ regarding Aaron Swariz case / briefing to House Oversight & Govt Reform
Commmittee (102-775-800710-S)

Gentlamen,

Reference the following. This congressional staff briefing will likely take place in the
near future. I will represent the USSS. Please advise the assigned BOS AUSA and request the
required 6e authority, In addition, BOS 1s requested to provide bulleted briefing points
(separate from the case reports), organized by date, summarizing facts of USSS/ECTF and other
LE specific involvement in this investigation.

i.e.:
. 265EP201@ - MIT notified by JSTOR of ......
. 275EP2010 - MIT identifies 1p address XXX.XXXXX ...cunines

The intent is to pravide specific and factual USSS/LE investigation briefing and allow DOJ to
speak to the associated judicial action (proffers, indictments, warrants, plea offers etc.)
Call w/ questions. V/r Hugh

~-»suQpiginal Message-----

From: FARON PARAMORE (GPA)

Sent: Tuesday, January 22, 2813 1:05 PM

To: PAUL MORRISSEY (GPA); JANE MURPHY (INV); HUGH DUNLEAVY (INV)

Cc: FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)

Subject: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform
Committee

Good afterncon, hope you are well.

SAIC Williams and I just spoke with Ms. from 003's OFfice of Legislative

Affairs.

Ms .dvised that they were also telephonically contacted by Chairman Issa's staff last
Thursday afternoon, requesting to provide a briefing on the Swartz case.

[Consult with outside agency. |

1 will advise the group of DOJ's decision once I hear back from MEEEE
Thanks much.

Faron,

Faron K, Paramore
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Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: 06-5676 Main line
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HUGH DUNLEAVY (VPD)

—

From: HUGH DUNLEAVY (INV)

Sent: 18508 anuan 013 1:37 PM

To: (b)(6),(®X/NC) ____ JOS)

Ce: STEVEN R [ARDI (BOS)

Subject: Re: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform

Committee (102-775-600710-S)

No date at this time.

wwe-w Original Message -~~--

erom: BOLBTIS (o)

Sent: Tuesday, January 22, 2013 91:38 PM fastern Standard Time

To: HUGH DUNLEAVY (INV)

Cc: STEVEN RICCIARDI (BOS)

Subject: RE: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't

Reform Committee (102-775-698718-S)
Hugh,
We're on it. Do you have a date when you need the requested information?

Thanks,

I(bi(ﬁi.(s)(”(es |

Assistant Special Agent in Charge
Boston Field Office
; Cell
Office

----- Original Message-=~-=--
From; HUGH DUNLEAVY (INV)
Sent: Tuesday, January 22, 2013 1:24 PM

To: STEVEN RICCIARDI (ms);ﬁ%ﬂ@:?sos;
Cc: HUGH DUNLEAVY (INV); JONAT BARTLETT (CID); dadinv
Subject: FW: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't

Reform Committee (162-775-600710-S)
Gentlemen,

Refarence the following. This congressional staff briefing will likely take place in the
near future. I will represent the USSS. Please advise the assigned BOS AUSA and request the
required e authority. In addition, BOS is rejuested to provide bulleted briefing points
(separate from the case reports), organized by date, summarizing facts of USSS/ECTF and other
LE specific involvement in this investigation.

i.e.:

L 265592010 i MIT ﬂotified by Jsm O'F EEEEEEEE
. 27SEP2010 - MIT {dentifies 1p address XXX.XXXXX ,eesesvess
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The intent 15 to provide specific and factual USSS/LE investigation briefing and allow D03 to
speak to the associated judicial action (proffers, indictments, warrants, plea offers etc.)
Call w/ quastions. V/r Hugh

----- Original Message-----

From: FARON PARAMORE (GPA)

Sent: Tuesday, January 22, 2013 1:05 PM

To: PAUL MORRISSEY (GPA); JANE MURPHY (INV); HUGH DUNLEAVY (INV)

Cc: FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)

Subject: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov’t Reform
Committee

Good afterncon, hope you are well.

SAIC Williams and I just spoke with Ms.[B)®).BX7)(C) Jfrom DOJ's Office of Legislative
Affairs.
Ms. advised that they were also telephonically contacted by Chairman Issa's staff last

Thursday afterncoh, requesting to provide a briefing on the Swartz case.

ICOnsul't with outside agency. |

I will advise the group of D0I's decision once I hear back from s [EXEL(E)]
Thanks much.

Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service

Ph: P2) 406-5676 Main 1line

Cell

(202) 406-5740 Fax
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HUGH DUNLEAVY (VPD) -

From: HUGH DUNLEAW (INV)

Sent: 31;24. 2013 442 PM

To: STEVEN Rlcc Dl (BOS), JONATHAN BARTLETT (CID)
Ce: HUGH DUNLEAVY (INV)

Subject: Seae Attached - Note BOS SA named

Attachments: Rolling Stone Magazine.23JAN2013.doc

Call w/ questions. V/r Hugh



HUGH DUNLEAVY (VPD)

From: HUGH DUNLEAVY (INV)

Sent: Thursday, January 24, 2013.6:

To: CYNTHIA TRIPLETT (TEC @IOXOIHI@- (TEC) MARK COP,

Ce: dadinv; VY (INVY. JONATHAN BARTLETT {clmﬁgﬁﬁkﬂw&fﬁ
(CID); ID)}(b)¢ } CID)

Subject: RE: nvesfigation

Attachments: Rolfing Stone Magazine . 23JAN2013.doc

importancs: High

All,

Reference previous and attached. The attached open source media specifically cites the USSS and the BOS SA
involvement in this investigation. While there continue to be

Call w/ questions. V/r Hugh

From: HUGH DUNLEAVY (INV)
Sent: Tuesday, January 15, 2

To: CYNTHIA TRIPLETT (TEC)[PIE)BX7)C) | TEC)[EIEENTNC)  JiIRM)

€ HUGH DUNLEAVY (INV); dadinv
Subject: BOS MIT Investigation

All,

FYSA - The USSS (BOS} was involved in the federal arrest and prosecution of defendant Aaron Swartz. Open source

media rfgwmmmmmnmw_mm assumedly in response to defendant Swart?
suicide

Reference is made to the attached and following open source media web links:

° Anonvmous Hacks MIT Sites To Post Aaron Swartz Trlbute. Call To Arms (The Washlngtcm Post) -

Call w/ questions. V/r Hugh
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HUGH DUNLEAVY (VPD) - -

From: HUGH DUNLEAVY (INV)
Sent; Thursday, January 24, 2013 6:32 PM
To. STEVEN RICCIARDI (BQS

HUGH DUNLEAVY (lNV) DIUXDIHK:}- BOS); JONATHAN BARTLETT (CID)
SUM RE: Call w/ DOJ regarding Aaron Swé Driefing to Housa Ovarsight & Gov't Reform
Committee {102-775-800710-8) - suspsuse NLT WED 30JAN2013

Gentlemen,

FYSA - Now appears to be FRI O1FEB2013 for the investigation briefing to House Oversight &
Gov't Reform Committee. I will provide the USSS portion.

Please plan to have the requested time line and bulleted briefing points by NLT WED
30JAN2613.

USSS GPA has been in contact w/ their DOJ equivalent, Please insure the B0OS USAO is aware of
the planned briefing, share w/ the USAO the time line and bulleted briefing points and
request clearance for any potential 6e issues. The intent is for the USSS to brief
investigative facts only. I will defer to DO) to address any Judicial actioen.

Call w/ questions. Thanks Hugh

---+-0ripinal Message----~-

From: BOS)

Sent: Tuesday, January 22, 2013 1:30 PM

To: HUGH DUNLEAVY (INV)

Cct STEVEN RICCIARDI (BOS)

Subject: RE: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't
Reform Committee (192-775-688719-S)

Hugh,
We're on it. Do you have a date when you need the requested information?

Thanks,

l(bi(ﬁi.(ﬁmﬁs

Assistant Special Agent in Charge
n Field Office
X ell
ice

----- Original Message-----

From: HUGH DUNLEAVY (INV)

Sent: Tuesday, January 22, 2913 1 24 PH

To: STEVEN RICCIARDI (80S); [(EMEYL.BYZIC) 1(B0S)

Cc: HUGH DUNLEAVY (INV); JW‘I‘HAN BARTLETT (CID); dadinv

Subject: PW: Call w/ DOJ regarding Aaron Swartz case / briefing to House Wersight & Gov't
Reform Committee (102-775-600710-S)

Gentlemen,
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Reference the following. This congressional staff briefing will 1ikely take place in the
near future, I will represent the USSS. Please advise the assigned BOS AUSA and request the
required 6e authority. In addition, BOS is requested to provide bulleted briefing points
(separate from the case reports), organized by date, susmarizing facts of USSS/ECTF and other
LE specific involvement in this investigation.

i.e.2
. 265£P2010 - MIT notified by JSTOR of ........ ;
] 27SEP2010 - MIT identifies ip address XRX.XXXXX ...esssoee

The intent is to provide specific and factual USSS/LE investigation briefing and allow DOJ to
speak to the associated judicial action (proffers, indictments, warrants, plea offers etc.)
Call w/ questions, V/r Hugh

----- Ooriginal Messaga-----

From: FARON PARAMORE (GPA)

Sent: Tuesday, January 22, 2013 1:05 PM

To: PAUL MORRISSEY (GPA); JANE MURPHY (INW); HUGH DUNLEAVY (INV)

Cc: FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)

Subject: Call w/ D0) regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform
Committee

Good afternoon, hope you are well.

SAIC Williams and I just spoke with Ms.[BYELEXTIC) ]from DOI's Office of Legislative
Affairs.

Hslﬁﬁgﬁ:EZJ:dviséd that they were also telephonically contacted by Chairman 1ssa’s. staff last
Thursday atternoon, requesting to provide a briefing on the Swartz case.

Consult with outside agency.

1 will advise the group of D0I's decision once I hear back from Ms
Thanks much.

Faran.

Faron K. Paramore

Deputy Assistant Director
office of Congressional Affairs
United States Secret Service

Ph: 202) 406-5676 Main line
(B)(7)( Direct line

Cell

(202) 486-5740 Fax
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HUGH DUNLEAVY (VPD) _ » ’

From: . HUGH DUNLE&W(INV)
Sent: il 187099M

To BOS)

Subject: RE T nnganefbrwamHmOvewgm&GMMm
Oommitteo (102-775-000710-8) SUSPENSE NLT WED 30JAN2013

Thx [ER]

Sent: Thur'sday, Janvary 24, 2013 7:05 PM

To: HUGH DUNLEAVY (INV); STEVEN RICCIARDI (BOS); |§55 8),)(7)(C) |(aos)
Cc: JONATHAN BARTLETT (CID)
Subject: Re: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't
Reform Committee (182-775-600710-S) - SUSPENSE NLT WED 30JAN2613

Boston copies. We'll have the briefing point to you prior to the deadline.
Thanks.

USSS - ASAIC
Boston Field Office 3
(BX6),(bX7XC) ()

resee Original Message «----
From: HUGH DUNLEAVY (INV)
Sent: Thursday, January 24, 2813 06:31 PM

To: STEVEN RICCIARDI (BOS
Cc: HUGH DUNLEAVY (INV);[(b)X6).(B)TI(C) ] (BOS); JONATHAN BARTLETT (CID)
Subject: RE: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't

Reform Committee (102-775-600710-S) - SUSPENSE NLT WED 3@JAN2613
Gcntlmn,

FYSA - Now.appears to be FRI @1FEB2013 for the investigation br'iefing to House Wersight &
Gov't Reform Committee. I will provide the USSS portion.

Please plan to have the requested time line and bulleted briefing points by NLT WED
30JAN2913.

USSS GPA hes been in contact w/ their DOJ) equivalent, Please insure the BOS USAO is aware of
the planned briefing, share w/ the USAD the time line and bulleted briefing points and
request clearance for any potential 6e issues. The intent is far the USSS to brief
investigative facts only. I will defer to DO) to address any judicial action.

Call w/ questions, Thanks Hugh

Fm:ﬂm(mﬂ

Sent: Tuesday, January 22, 2013 1:30 PM
To: HUGH DUNLEAVY (INV)

Cc: STEVEN RICCIARDI ({B0S)

341



Subject: RE: Call w/ Doﬁ regarding Aaron S;ﬁ:ai’:tz .c'a's'e I briefingtoHouseOver-sight&Gov’t
Reform Committee (162-2775-608710-5)

Hugh,

We're on it. Do you have a date when you need the requested information?
Thanks,

( ( L

Assistant Special Agent in Charge

Office
(bX6), ell
ffice

----- Original Message-----
From: HUGH DUNLEAVY (INV)

Sent: Tuesday, Jahuary 22, 2013 1:24 PM
To: STEVEN RICCIARDI (BOS) (BOS)
Cc: HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CID); dadinv

Subject: FW: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't
Reform Committee (102-775-608710-S)

Gentlemen,

Reference the following. This congressional staff briefing will likely take place in the
near future. I will reprasent the USSS. Please advise the assigned BOS AUSA and request the
required 6e authority. In addition, BOS is requested to provide bulleted briefing points
(separate from the case reports), organized by date, summarizing facts of USSS/ECTF and other
LE specific involvement in this investigation.

1.e.:
» 265EP2010 - MIT notified by JSTOR of .........
27SEP2019 - MI]- 1dEﬂtifieS 1p addl"eSS XXX XRRKK cocevvonsnn

The intent is to provide specific and factual USSS/LE investigation briefing and allow DOJ to
speak to the associated judicial action (proffers, indictments, warrants, plea offers etc,)
Call w/ questions. V/r Hugh

----- Original Message-----

From: FARON PARAMORE (GPA)

Sent: Tuesday, January 22, 2013 1:05 PM

To: PAUL MORRISSEY (GPA); JANE MURPHY {INV); HUGH DUNLEAVY (INV)

Cc: FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)

Subject: Call w/ DO) regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform
Committee '

Good afternoon, hope you are well.

SAIC Williams and I just spoke with HsEE)(G).(bW)ZEi lrom DOJ's Office of Legislative
Affairs.

Ms mndﬁm that they were also telephonicélly contacted by Chairman Issa's. staff last
Thursday atternoon, requesting to provide a briefing on the Swartz case.

2
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F;sultwlth outside agency.

I will advise the group of DOJ's decision once I hear back from Ms.[BXELEN ]
Thanks much.

Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affairs
United States Secret Service
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HUGH DUNLEAVY (VPD)

SoSEmre=anay,
From: HUGH DUNLEAVY (INV)
N s o S
o:
Subject: RE: FREEDOM OF INFORMATION ACT & PRIVACY ACT REQUEST FILE # 20130262

Recv'd - thanks Hugh

----- Message-----
roa: (DBLEITIES 305
Sent: Friday, January 25, 2013 1:49 PM
: (BB (205 (BNELBRTRE) ] (80s)
(0)(8),(B)7C) ]

(BOS); STEVEN RICCIARDI (BOS); HUGH DUNLEAVY (INV)
Subject: FW: FREE OF INFORMATION ACT & PRIVACY ACT REQUEST FILE # 20130262

Please respond to this message via official message:

"Secret Service Case Number J-102-775-8860871-S, in the name of Aaron Swartz is still an open
case. The requested information will be copied and will be held in the Boston Field Office
until said case ls closed, At that time, the requested information will be forwarded ta
Liaison Division for disclosure as deemed appropriate, "

Thanks,

Assistant Specia
Boston Field Office

i Cell
Office
----- Original Message-----
From: BOS

Sent: friday, January 25, 2013 1:06 PM

TO'IW ) 80s) [BE.ENNC] ] (80s
¢ FORTAREN ((sor);), STEVEN arccmnx (aos) BYEL.EXTICY__ keos);[BXELBNNC)  Bos)

Subject: FW: FREEDOM OF INFORMATION ACT & PRIVACY ACT REQUEST FILE ¥ 20136262

Response due by Noon on Monday 1/28/13.

----- Original Message-«««-

From: lia

Sent: Friday, January 25, 2013 11:49 AM

To: BOS

Subject: FREEDOM OF INFORMATION ACT & PRIVACY ACT REQUEST FILE # 20138262

//ROUTINE//

FM : FOIA/PA OFFICER, LIAISON DIVISION FILE: 177.860/177.970

1
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T0 ' BOSTON FIELD OFFICE

SUBJ FREEDOM OF INFORMATION ACT & PRIVACY ACT REQUEST

REFERENCE IS MADE TO THE INVESTIGATIVE MANUAL, SECTIONS 48 & 49.

PLEASE CONDUCT A CHECK OF YOUR RECORDS, TO INCLUDE EMAILS AND HANDWRITTEN NOTES, FOR
INFORMATION CONCERNING THE FOLLOWING [INDIVIDUAL(S)/ORGANIZATION(S)/EVENT(S)]}. IF YOUR FILES
SHOW THAT YOU WERE THE CONTROLLING FIELD OFFICE, PLEASE NOTIFY THE FOIA/PA OFFICE BY OFFICIAL
MESSAGE BEFORE NOON THE FOLLOWING WORKING DAY STATING THAT DOCUMENTS HAVE BEEN LOCATED.
PLEASE NOTE, EVEN IF RESULTS ARE NEGATIVE, PLEASE NOTIFY OUR OFFICE.

COPIES OF THE ENTIRE FILE SHOULD BE IMMEDIATELY SENT, VIA FEDERAL EXPRESS, TO THE FOIA/PA
OFFICE. PLEASE ENSURE THAT THE ENTIRE FILE IS PHOTOCOPIED AND ALL COPIES ARE LEGIBLE,
INCLUDE ALL REVERSE SIDES, STANDARD FORMS, PHOTOS, AND HANDWRITTEN NOTES.

IF THE FIELD OFFICE FILE IS OPEN OR IF DISCLOSURE OF INFORMATION IN A CLOSED FILE COULD
ADVERSELY AFFECT A PENDING INVESTIGATION OR PROSECUTION, PLEASE CONTACT THE FOIA/PA OFFICE AT
(202) 406-5838 BEFORE COPIES OF THE FILE ARE FORWARDED.

ANY DELAY IN FORWARDING RESPONSIVE DOCUMENTS SHOULD BE REPORTED TO THE FOIA/PA OFFICE.

NAME DoB SSN CASE NO.

SWARYZ, AARON 11/08/1986 ¥4 . ** _ 9493  102-775-0060871-S

PLEASE INCLUDE THE FOIA/PA FILE NO. IN YOUR RESPONSE TO DUR OFFICE,

HEADQUARTERS/LIAISON DIVISION b)(6).(b FMILLS
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HUGH DUNLEAVY (VPD) -

From: HUGH DUNLEAVY (INV)

Sent: Monday, January 28, 2013 10:37 AM

To' STEVEN RIOCIARDI (BOS)
HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CID)

Subj'er Fw: U.S. Attamey's Offics in Boston drop charges against Aaron Swartz. Please see article
below. Can we have BFO confirm with AUSA's office

Importance: High

Pls confirm

B L s U S ———

From: FARON PARAMORE (GPA)
Sant: Monday, January 28, 2013 09:31 AM Eastern Standard Time

To: HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV); JONATHAN BARTLETT (CID)

Cc: PAUL MORRISSEY (GPA); FARON PARAMORE (GPA); LYNDA WILLIAMS (GPA)

Subject: U.S, Attorney’s Office in Boston drop charges against Aaron Swartz, Please see arude below. Can we have 8FO
confim with AUSA's office

Good Morning everyone, hope you are well.
Please see article below.

Looks like the US Attorney’s Offic e in Boston dropped
the charges against Aaron Swartz. Can we please have
the Boston Field Office confirm this information.

If - If this is correct / true, this would also nullify
our concerns regarding 6E material - I think.

Thanks. Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congresgional Affairs
United States Secret Service

Ph: (202) 406-5676 Main line
mgiuct line
ell
(202) 406~ Pax

Feds drop charges against late Internet activist
Aaron Swartz

Federl prosecutors in Boston have dropped charges against Intemet activist Aaron Swartz after his death,
t
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(Michael Francis McElroy / New York Times via Associated Pms! January 30, 2009)

By Jessica Guynn

Januwary 14, 2013, 10:38 a.m.

Federal prosecutors in Boston have dropped charges against Internet activist Asron Swartz.

Swartz, 26, was found dead Friday in his New York apartment. He apparently had hanged himself,
Prosecutors filed the notice of dismissal on Monday,

Swartz's family blamed his death on "prosecutorial overreach."

The U.S, attorney's office could not be reached for comment.

Federal prosecutors alleged Swartz used MIT's computers to illegally access millions of academic articles
through the JSTOR database, a subscription service for scholarly articles. He was indicted in 2011 and was
scheduled to go to trial on 13 counts including computer fraud. Swartz faced the possibility of millions of
dollars in fines and up to 35 years in prison.

The case was seen as a showdown pitting the govemment and commercial interests against Internet “freedom
fighters."

MIT President L. Rafael Reif on Sunday appointed Hal Abelson, a professor of computer science and
engineering and a founding director of Creative Commons and the Free Software Foundation, to "lead a
thorough analysis of MIT’s involvement."

As news spread over the weekend of Swartz's death, the Web collectively mourned for 2 brilliant young
technologist and activist who wanted to set the world's information free yet could never escape his own demons.

Confided one friend: "I'm not surprised that this is how his life ended, and I bet many others feel the same way.
So sad, he had so much potential and not enough joy in his life."

Swartz was just 14 when he helped create RSS, a tool that distributes online content. He was one of the
founders of the social news site Reddit, which was bought by Conde Nast. But he was best known as an activist
for free and open access to the world's information.

"Everything he did was aimed at world-changing and at activism," said friend and historian Rick Perlstein,
Now his death is being used to question government's aggressive criminal prosecution of Intermet activists.
Anonymous allegedly hacked MIT's website and left a tribute for Swartz: "We do not consign blame or
responsibility upon MIT for what has happened, but call for all those feol heavy-hearted in their proximity to

this awful loss to acknowledge instead the responsibility they have — that we all have — to build and safeguard
a future that would make Aaron proud.”

; RIF
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HUGH DUNLEAVY (VPD) '

From: HUGH DUNLEAVY (INV)

Sent: Tuesday, January 29, 2013 4.58 PM
To: dadinv; invep

Cec: HUGH DUNLEAVY (INV)

Subject: FW: Aaron Swartz Case INV Request
Attachments: Swartz INV Brief 1.28-2013.pdf
From: JONATHAN BARTLETT (CID)

Sent: Tuesday, January 29, 2013 4:06 PM

Tot HUGH DUNLEAVY (INV)

Subject: FW; Aaron Swantz Case INV Request

, January 29, 2013 4:04 PM
To: JONATHAN BARTLETT (CID); EDWARD LOWERY (PID)
Subject: FW: Aaron Swartz Case INV Request

Good afternoon, Please see attachment,

Thank you,

sAlBXB).BY(EC) ]

United States Secret Service
Criminal Investigative Division
(b)(8), Direct

‘ Mobile

Emall: i ( dhs.

b)6),(bX7)(C) BOS)
uesaay, January 29, 2013 3:16 PM
TolBYELEX7YE) — ]CID)
Subject: RE: Aaron Swartz Case

From

Please see attached

st 0

M e a——
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Good moming, Can you please give me a call regarding the INV request that was sent to your office yesterday regarding
the above case? '

Thank you,

United States Secret Service
Criminal Investigative Division
Direct
obile
Email; L(B)7) hs.gov

349



HUGH DUNLEAVY (VPD) _

From: HUGH DUNLEAVY (INV)

Sent: Monday, January 14, 2013 10:15 AM

To: JONATHAN BARTLETT (CID); invep

Ce: HUGH DUNLEAVY (INV)

Subject: FW: MIT Case Boston

Attachments: July 24, 2011.docx

From INV)

Sent: Monday, January 14, 2013 9:45 AM

To: JANE MURPHY (INV); HUGH DUNLEAVY (INV); FREDERICK SELLERS (INV)
o INV) NV)

For Situational Awareness, attached is the write-up for the case involving MiT and the Defendant Aaron Swartz, who
committed sulcide over the weekend.

(b)),

Special Agent
" United States Secret Service
Office o lnvesﬂ ations / Special Projects
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Criminal Investigative Division
Daily Report
July 21, 2011

The information contained +
in this document is
law enforcement sensitive.
Dissemination is prohibited
unless specifically authorized by the
United States Secret Service
Office of Investigations.

RIF



FIELD ACTIVITIES:

Boston Field Office
New England Electronic Crimes Task Force

MIT Network Intrusion Results in Federal Indictment and Arrest

On January 4, 2011, Massachuseits Institute of Technology (MIT) Police Department contacted
the Boston Field Office and requested assistance from the New England Electronic Crimes Task
Force (NEECTF) regarding an investigation into a network intrusion. The initial investigation
identified Aaron Swartz as the primary suspect.

NEECTF agents determined that Aaron Swartz intruded into the MIT network without
authorization. Swartz broke into a locked closet containing network components, connected his
computer to the MIT computer network and downloaded documents from a not-for-profit archive
of scientific journals and academic work, known as “JSTOR.” Swartz avoided MIT’s and
JSTOR's electronic security and distributed a significant amount of JSTOR s archive through
one or more file-sharing sites. Through investigative interviews and electronic forensic
evidence, agents established that Swartz’s un-authorized access impaired MIT computers,
disabled servers, and deprived various JSTOR users from accessing research. Agents discovered
JSTOR and MIT were unable to block Swartz’s attacks, as Swartz continued his intrusions
utilizing new methods for accessing JSTOR. Subsequently Swartz exploited MIT"s computer
system to steal over four million articles from JSTOR.

On July 19, 2011, Aaron Swartz was arrested and appeared in U.S. District Court, District of
Massachusetts, charged with violations of Title 18, United States Code, Section 1343 (Wire
Fraud), Section 1030a2 (Theft of Information From a Computer), Section 1030 a5B (Recklessly
Damaging a Computer) and Section 2 (Aiding and Abetting). This case is continued pending
further judicial action.

Case Agent: SAIB)E),BX7)C) (BOS) Case Number; J-102-775-60071-S

352



HUGH DUNLEAVY (vPD)

From: HUGH DUNLEAVY (INV)

Sent: Tuesday, January 18, 2013 7. ,

To: CYNTHIA TRIPLETT (mc)é#ﬁmmcx MARK COPANZZI (IRM)
Ce: HUGH DUNLEAVY (INV); dadinv

Subject: BOS MIT Investigation

Aftachments: July 21, 2011.doex

All,

FYSA — The USSS (BOS) was involved in the federal arrest and prosecution of defendant Aaron Swartz. Open source
media reports hacker groups targeting MIT w/ retaliatory operations assumedly in response to defendant Swartz
suicide. At this time, INV/CID has no criminal intelligence suggesting that USSS systems will be specifically targeted in
response to defendant Swartz’ suicide.

Reference Is made to the attached and foliowing open source media web links:

. Anonymous Hacks MIT SItes To Post Aaron Swartz Tribute, Cali To Arms (The Washinaton Post)

Call w/ questions. V/r Hugh
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HUGH DUNLEAVY (VPD)

From: HUGH DUNLEAVY (INV)
?mz , Janusry 31, 2013 11290 AM
o: m E
Ce: dadinv; DON ); HUGH DUNLEAVY (INV); FARON PARAMORE (GPA)
Subject: J-102-775-600710-S - Final Draft of INV Requested Swartz investigation Synopsis
Attachments: Swartz INV Brief 1-29-2013.pdf
Importance: High
vy 9 LC

Attached for OCC review is the BOS summary of the J-102-775-600710-5 investigation.
This summary was offered to the USAQ BOS for review and was declined.

| am scheduled to appear before the House Oversight & Gov't Reform Committee {OGR) Chairman Issa Staff on Friday,
February 1, 2013. :

SAIC BOS advises that the synopsis contains only information available in the unsealed indictment of Suspect Swartz.
I:andlng your review, GPA will likely push to its DOJ counterpart.

Call w/ questions. V/r Hugh

_________ - X 5 S F7% e a s ety | e——iiegee i Votpp— - ————y e —

From: STEVEN RICCIARDI (BOS)
Sent: Wednesday, January 30, 2013 9:53 AM

Totr HUGH DUNLEAVY (INV)

Ce: FREDERICK SELLERS (INV)

Subject: Final Draft of INV Requested Swartz Investigation Synopsis

Sir;

Attached Is the final d vestigation synopsis. If you have any questions feel free to contact me or
PO 5 QAL

Staven D. Ricclardi
Spacisl Agent In Charge
United States Secret Service
Boston Fleld Offica
617/568-5640
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HUGH DUNLEAVY (VPD) _

From: HUGH DUNLEAVY (INV)

Sont: Thureday, January 31, 2013 2:18 PM

To: W%z ;}

Subject: o J-102- - Final Draft of INV Requested Swartz Investigation Synopsis

1430. Headed back from WH now

. scay, r
To: HUGH DUNLEAVY (INV)
Subject: RE: J-102-775-600710-5 - Final Draft of INV Requested Swartz Investigation Synopsis

Hugh,

When you are ready ] can walk over to your office and go over the doc.

el 0 el e IS = e Ay 04840l 4 P b A § W s AR £V gy g

Prom: HUGH DUNLEAVY (INV)

Sent: Thursday, January 31, 2013 11:29 AM
To LEG)
Cc: dadinv; DONNA CAHILL (LEG); HUGH DUNLEAYY (INV); FARON PARAMORE (GPA)

Subject: J-102-775-600710-S - Final Draft of INV Requested Swartz Investigation Synopsis
Importance: High

Attached for OCC review is the BQS summary of the }-102-775-600710-S investigation.
This surumary was offered to the USAO BOS for review and was deciined.

| am scheduled to appear before the House Oversight & Gav't Reform Committee {(OGR) Chairman Issa Staff on Friday,

February 1, 2013.
SAIC BOS advises that the synapsis contains anly information available in the unsealed indictment of Suspect Swartz.

Pending your review, GPA will likely push to its DOJ counterpart.

Call w/ questions. V/¢ Hugh

Sent: Wednesday, January 30, 2013 9;53 AM

To: HUGH DUNLEAVY (INV)

Ce: FREDERICK SELLERS (INV)

Subject: Final Draft of INV Requested Swartz Investigation Synopsis

Sir;

Attached is the final draft of the Swartz investigation synopsis. If you have any questions feel free to contact me or
ASAICRBXELEXTYCT bt 617/565-5640.

Stevan D, Ricclardi
Special Agent in Charge
United States Secret Service
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Boston Fleld Office
617/565-5640
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HUGH DUNLEAVY (VPD) S

From: HUGH DUNLEAVY (INV)

Sent: Thursday, January 31, 2013 2:19 PM

To: FARON PARAMORE (GPA)

Subject: Re: J-102-776-600710-S - Final Draft of INV Requested Swartz Investigation Synopsis
Tried. Call celif(b)(6).(O)7)( ]

T PP Y PP L T T —

From: FARON PARAMORE (GPA)

Sent: Thursday, January 31, 2013 01:32 PM Eastermn Standerd Time

To: HUGH DUNLEAVY (INV)

Subject: Re: J-102-775-600710-S - Final Draft of INV Requested Swartz Investigation Synopsls

Hugh - faron here. Can you, Talk now???

I(E)(Ej.(sj(ﬂ(C) |

From: FARON PARAMORE {GPA)
Sent: Thursday, January 31, 2013 12:34 PM Eastern Standard Time

To: HUGH DUNLEAVY (INV)

Subject: FW: J-102-775-600710-5 - Final Draft of INV Requested Swartz Investigation Synopsis

PP B e S I T a—

Hugh - Paron here. Leaving HQ now going up to the Hill.

Again, please call me on my cell. I'm open until about 1:20pm.

[EXEERTIET ]

Thanks.

Faron K. Paramore

Deputy Ase@istant Director
office of Congressional Affalram
United States Secret Service

Ph: (202) 406-5676 Main line

(b)(8),(b)(7)(C pirect line

‘ Cell
1202) 406-5730 Pax

e . 4 et i 4 4§ e Ahnh, B8 8 a4 a8 #8pb rmrem——a 4 A N e ean 0 o $58 — L8 1§ e a4 A P e 4 VE e ey ®f e

From' HUGH DUNLEAW (INV)
Sent: Th anyary 31, 2013 11:29 AM
Tol()6 .(b)( ( LEG)
} NA CAHILL (LEG); HUGH DUNLEAVY (INV); FARON PARAMORE (GPA)
Subject: J-102-775-600710-S - Final Draft of INV Requested Swartz Investigation Synopsis

g Impoitance: High

Attached for OCC review is the BOS summary of the J-102-775-600710-S investigation.
This summary was offered to the USAO BOS for review and was declined.
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February 1, 2013.
SAIC BOS advises that the synopsis contains anly information avallable in the unsealed indictment of Suspect Swartz.
Pending your review, GPA will likely push to its DOJ counterpart.

Calt w/ questions. V/r Hugh

I e L U e Lt

From: STEVEN RICCIARDI (BOS)

Sent: Wednesday, January 30, 2013 9:53 AM

To: HUGH DUNLEAVY (INV)

Cc: FREDERICK SELLERS (INV)

Subject: Final Draft of INV Requested Swartz Investigation Synopsis

Sir;

Attached is the final draft of the Swartz investigation synopsis. if you have any questions feel free to contact me or
ASAIEXBYLBX7XC) Tt 617/565-5640.

Steven D. Ricclardi

Special Agant In Charge
United States Secret Service
Boston Field Office
617/565-5640
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HUGH DUNLEAVY (VPD) ' : o

From: HUGH DUNLEAVY (INV)

Sent: Friday, February 01, 2013 2:2

To: STEVEN RICGIARDI (BOS ~KQIQIQIUIQ- BOS) '

Ce: dadinv; JONATHAN BAF "EDOWARD TOWERY (PID); HUGH DUNLEAVY (INV);
FARON PARAMORE (GPA)

Subject: J-102-775-600710-S - Requested OGR staff briefing complete

All,

The requested briefing to the House Oversight & Gov't Reform Committee (OGR) Chalrman lssa s Staff was re. the BOS
NEECTF investigation (}-102-775-600710-S}
was completed by 1345 today.

Note - DOJ dedlined to attend,
No issues noted, No follow up or release of information requested, no indicated concemn w/ the USSS investigation.

Thx to BOS and NEECTF for the support. The BOS investigation withstood scrutiny on its own merits and on the solid
investigations and work of the NEECTF - well done.

f

Call w/ questions. V/r Hugh

From: STEVEN RICCIARDI (BOS)
Sent: Wednesday, January 30, 2013 09:53 AM Eastern Standard Time
To: HUGH DUNLEAVY (INV)

Cc: FREDERICK SELLERS (INV)
mawmarwmwmmmmmm

Sir; o ("

Atta raft of the Swartz investigatioh synopsis. if you have any questions feel free to contact me or
(BX6). t EEETET ]

Steven D. Ricclard!
Speciat Agent In Charge
United States Secret Sarvice
Boston Fleld Office :
617/563-5640

359



HUGH DUNLEAVY (VPD)

Subject: DOJ Briefing: J-102-775-60071-S
Location: DOJ - 950 Pennsyivania Avenue, NW, (Visitor's Entrance on Constitution Avenue between 9th
and 10th St, NW_ - Office of Legislative Affairs - Suite 1145

Start: Mon 2/11/2013 1100 AM
End: Mon 2/112013 12:00 PM
Show Time As: Tentative

Recumancs: (none)

Meeting Status: Not yet respondad

Organizer: HUGH DUNLEAVY (INV)
Required Attendess: FARON PARAMORE (GPA)

Hugh — we are all set for the meeting with DOJ next Monday, February 1 Mat
11am. See below.

I’ll send you a meeting request shortly.

Thanks. Faron.

Faron K. Paramore

Deputy Asslstant Director
Office of Congressional Affairs
United States Secret Servica

Ph: (202) 406-5676 Main line

|(b)(8),(b)(7)(0} Direct line
Cell
j - Fax

From{(8)6).(0)7)(C) __ |(OLA) [mailt
ediesday, Februaly 06, 2013 251 M

v %
To: FARON PARAMORE (GPA)
Subject: Monday, 2/11/13 at 11:00 am

Consult with outside
agency.,

[(6X8).X7)(C) |

Attorney Advisor
Office of Legislative Affairs
L3, Denariner of Justice
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[EROERICT ] (cip) | | |

From: _(b)(e).(b)('/)(c) CID)

Sent: Uesday, January 22, 2013 4:05 PM

To: 3G COHBXELEEJCoEELERTIET D)

Ce CID)

Subject:  Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't
Reform Committee (102-775-600710-S)

Let’s discuss this tomorrow when we all return.

w you,

~— Original Message —

e
uary 22, 2013 03:47 PM Eastern Standard Time

B0 B | o (X BITRET— JcoHEXEETE— (o

CefBYALBYTCY J(CID)

Subject: RE: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee (102-775-
§00710-S)

Sir,

We did provide the above summary for the SAIC regarding this case, Reference the attachment above. Just so I'm
following in reference to the below...BOS Is requested to provide bulleted briefing polints (separate from the case
reports) and will send to Reglons and then ultimately to SP?

-~-~Qriginal Message—-—
FromXDBXNO o)

Sent: Tuesday, Janvary 22, 2013 2:14 PM

To: JONATHAN BARTLETT (CID)[[BE)ELB)7)(C)_JCIDNBXBLEXTIC) | (cm)@%ﬂ@:mm
G

Subject: Re: Call w/ DO regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee (102-775-
600710-5)

Copy

" - Original Message -—-
From: JONATHAN BARTLETT (CID}
day. lanuary 22, 2013 02:11 PM Easter Standard Time

Coordinate with BOS.
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---Original Message--—-

FofEXOBIO iy

Sent: Tuesday, January 22, 2013 2:05 PM

To: JONATHAN BARTLETT (CID); [(b)(6),(B)(7%C) }!D)

Subject: Re: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee (102-775-
600710-5)

Special Projects have a ongoing briefing.

Can you ensure that the briefing is provided to the SAIC?

-— QOriginal Message —

From: JONATHAN BARTLETT (CID)

Sent: Tuesday, January 22, 2013 01:25 PM Eastern Standard Time

To{SEZEEQEEZEE@_ ICID)

Subject: Fw: Call w/ DQJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee (102-775-
600710-5)

The Reglons are warking on bullet points for INV correct ?
SAIC Mark Bartlett

U.S. Secret Service

Criminal Investigative Division

~—= Original Message ~-

From: HUGH DUNLEAVY (INV)

Sent: Tuesday, January 22, 2013 01:23 PM Eastem Standard Time

To: STEVEN RICCIARDI iBOS)BOS)

Ce: HUGH DUNLEAVY (INV); JONATHAN BAR (CID}; dadinv

Subject: FW: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee (102-
775-600710-5)

Gentiemen,

Reference the following. This congressional staff briefing will likely take place in the near future. | will represent the
USSS. Please advise the assigned BOS AUSA and request the required 6e authority. In addition, BOS is requested to
provide bulleted briefing points (separate from the case reports), organized by date, summarizing facts of USSS/ECTF
and other LE specific involvement in this investigation.

le.:

. 26SEP2010 - MIT notified by JSTOR of .........

L 27SEP2010 - MIT identiftes ip address 0000006 ..,.c....

The intent Is to provide specific and factual USSS/LE investigation briefing and allow DQJ to speak to the associated
Judicial action (proffers, indictments, warrants, plea offers etc.) Call w/ questions. V/r Hugh

~—Qriginal Message—-
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From: FARON PARAMORE (GPA)}

Sent: Tuesday, January 22, 2013 1:05 &M

To: PAUL MORRISSEY (GPA); JANE MURPHY {INV); HUGH DUNLEAVY {INV}

Cc: FARON PARAMORE (GPA); LYNDA WILLIAMS {GPA)

Subject: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee

Good aftemoan, hope you are well,

SAIC Willlams and | just spoke with Ms.f?f““l”‘f’ 'rrom DOJ's Office of Legistative Aftairs,

Mdvlsed that they were alsa telephonically contacted by Chalrman (ssa’s staff last Thursday aftemoon,
requesting to provide a briefing on the Swartz case.

Consult with outside agency.

I will advise the group of DO)'s decision once | hear back from M
Thanks much.

Faron.

Faron K, Paramore

Deputy Assistant Directoe
Office of Congressional Affairs
United States Secret Service

Ph: (202) 406-5676 Main line

[(b)(8),(bX7)( irect line
1l

(202) 406-5740 Fax
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m T ACA UG J : C 22' 2013 3:48 PM

To: (0)(8).()7)C) |croy[BX@.BYTYC) _ JCIo){EIELBNC) __|cio)

ce [EYELEN7IC) cio)

Subject: RE: regarding Aaron Swartz case / briefing to House Oversight & Gov't
Reform Committee (102-775-600710-5)

Attachmants: FW; MIT Case Update

Sle,

We did provide the above summary for the SAIC regarding this case. Reference the attachment above. Just so {'m
following in reference to the below...BOS is requested to provide bulleted briefing paints (separate from the case
reports) and will send to Reglons and then uitimately to SP?

]

~~—~Qriginal Message--~--

From{(b)(8),(b)(7XC) ICiD)

Sent: Tuesday, January 22, 2013 2:14 PM_

To: JONATHAN BARTLETT (cmcm)rmzsm)—‘pm @.5X7) 0)[EX&.ETCT (o)

Subject: Re: Call w/ DOI regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee (102-775-
600710-5)

Copy

- Original Message -—-—
From: JONATHAN BARTLETT (CiD)

Sent: Tuesday, January 22, 2013 02:11 PM Eastern Standard Time ’

BB, B o SOOI Jeo) |
Subject: RE: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee {102-775-
600710-5)

Coordinate with 80S.

22,201
To: JONATHAN m(ao)m(am

Subject: Re: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov’t Reform Committee (102-775-
§00710-5}

Special Projects have a ongoing briefing.

Can you ensure that the briefing is provided to the SAIC?
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~—- Original Message -~

From: JONATHAN BARTLETT (CiD)

Sent: Tuesday, January 22, 2013 01:25 PM Eastern Standard Time

‘l‘oﬂEZEESEZ!ZE |(CID)

Subject: Fw: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee (102-775-
600710-5)

The Regions are working on bullet points for INV correct ?
SAIC Mark Bartlett

U.S. Secret Service :

Criminal Investigative Division

~—-- Original Message ww=-

From: HUGH DUNLEAVY (INV}

Sent: Tuesday, lanuary 22, 2013 01:23 PM Eastern Standard Time

To: STEVEN RICCIARDI (805)[BYB).BX7(C)____ pos)

Cc: HUGH DUNLEAVY (INV); JONATHAN BARTLETT (CID); dadinv

Subject: FW: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee (102-
775-600710-5)

Gentlemen,

Reference the following. This congressional staff briefing will likely take place in the near future. t will represent the
USSS. Please advise the assigned BOS AUSA and request the required 6e authority. In addition, BOS Is requested to
provide bulleted briefing points (separate from the case reports), organized by date, summarizing facts of USSS/ECTF
and other LE specific involvement in this investigation,

Le.:
. 265EP2010 - MIT notified by JSTOR of .........
» 27SEP2010 - MIT identifies ip address XX KK vinuers

The intent is to provide specific and factual USSS/LE investigation briefing and allow DOJ to speak to the assoclated
judicial action {proffers, indictments, warrants, plea offers etc.) Call w/ guestions. V/r Hugh

—--Original Message-——-

From: FARON PARAMORE [GPA)

Sent: Tuesday, January 22, 2013 1:05 PM

To: PAUL MORRISSEY {GPA); JANE MURPHY [INV); HUGH DUNLEAVY (INV)

Cc: FARON PARAMORE {GPA); LYNDA WILLIAMS (GPA)

Subject: Call w/ DOJ regarding Aaron Swartz case / briefing to House Oversight & Gov't Reform Committee

Good afternoon, hope you are well.
SAIC Williams and 1 just spoke with Ms(BXE).(BX7)_Jrom DOJ's Office of Legisiative Affalrs.

Msmwvlud that they were also telephonically contacted by Chairman issa's staff last Thursday aftemoon,
requesting to provide a briefing on the Swartz case,

366



[Eonsutt with outside agency.

I will advise the group of DOJ's declsion once | hear back from Ms.JBX81.E)]
Thanks much.

Faron.

Faron K. Paramore

Deputy Assistant Director
Office of Congressional Affalrs
United Statas Secret Service

Ph: (202) 406-5676 Main line

(b)6),(b)(7XC) |Directline

Cell
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From: (6)6).(e)(7)(C) D)

Sent Monday, January 14, 2013 12:24 PM
To: JONATHAN BARTLETT (CID)

Ce HUGH DUNLEAVY (INV)

Subject: FW: MIT Case Update
Attachments: MIT Case Update.docx

Sir,

Reference the above for an updated synopslis regarding case # J-102-775-60071-S (BOS). Further, for situational
awareness purposes basad on discussion with the case SA according to the NYPD Detective via the Boston PD Datective
this incident was clearly a suicide. According to case SAW Jstated the subject suffered
from a history of depression Issues.

Regards,

FromIRIALEYIVET—](CID)

Sent: January 14), 2013 12:01 PM ")
INV)[BYGLBNTNC) —— INV)[BXB),.(BX7HC) K

Ce: CID.SP

Subject: MIT Case Update

See updates on the MIT investigation.

(QIEXBG) ]
Special Agent
Criminal investigotive Division / Speclal Projects

AP b e SOl B 1 28 i i e e

Office:
Cel|(®)(8),(b)(7)(C)
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[EY&BNTNC)  |CID)

from: BOS

Sent:  Friday, January 21, 2011 2:59 PM
To: cio

Ce: ISD; BOS

Subject: 775.510 Qpening Report - Aaran Swartz (102-775-60071-S)

U.8. SECRET SERVICE INVESTIGATIVE REPORT

FRON: BOSTON PIHLD OPPICB . FILE: 103-775-60071-8
TO: CRIMINAL INVESTIGATIVE DIVIBION X-RRF: N/A
INPO, INVESTIGATIVE SUPPORT DIVISION SEIZUREBE: N/A

SUBJBCT: OPBNING REPORT

CASE TITLB: ARRON SWRRTZ
CASE TYPE: 775.510
SECOMDARY TYPRS: 948.151, 848,304, 648.930

CONTROLLING QFPICE: BOSTON FIBELD OFPICE

REPORT MADE BY: SA [(B)6).(B)7)C) |
DATE CASE OPENED:  01/07/11

FREVIOUS REPORT: N/A

REPORTING PERIOD: 01704711 - 01/21/12
STATUS : CONTINUED
SYNOYBIS

Oon 01/04/11, MIT police requeated assistance from memwbsrs of the New England Electzonie
Crime Task Porce regarding an investigation into a computer that was found in a locked
closet at MIT and was commected to the MIT Network without authorizatiom. Further
investigation revealed that a subject latsr ldgntifled as Aaron Swartz, intruded into the
MIT network without authorization by making entry into a locked closet containing
networking components for MIT networks, connecting a cowputer to the MIT network, and
downloading doouments from JSTOR.

On 01/06/11, Aaron Swartz was arvested by MIT Police and agents of the New England
Blsctronic Crimeqd Task Force and charged with violation of Massachusetts CGeneral Law
(ML) for breaking and entering. The inveatigation of Swartz's unsuthezized intrusion
into the MIT network and the theft of documants from JSTOR continue.

Case continued in Boston.

DETAILS OF INVESTIGATION:

on 01/04/11, De:ectl.vaot the Cambridge, MA Police Department and a member
of the New England Blectronic Crimes Task Force, received a call Zrnm
[DI(-)X{DMIG_ 1T.B0U) of the Massachusetts Institute of Technology (MIT Ponca
Department, informing him that an unauthorized computer had been found in a wire closet
on MIT grounds and that Network Traffic suggested that the computer was being used to
download expensive techuical journals without authorization., The computer was found in a
wirs closst in the basement of Bullding 16, the Dorrance Bulldiang (77 Massachusetts
Avenue, Cawmbridge, MA} which houses the MIT Blological Engineering Department.

Continwing on 01/04/13, SA[RYBLEYN(C) | petactive

of the Boston Police. Depart:meut, traveled to MIT and met wit
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on 01/03/11[BDEL®) | recesved an ematl t:onxoxuma emm|
informing t that the excessive downloading of journale had bequn again.

andé

cmutez dowaloading the journalg. Aac oeoe, ocated a computer hidden by a
box connected to a switch in a wire closet in Che baseme lding 16. The
computer was also connected to an external hard drive. tablished 2 packet
capture of the same switch the computer was found nttcc %

Wuao provided sa [BYGLEY]with & copy of historical network flow data concerning
addresses 1B.55.6.240 and 18.55.7.240 from 12/1¢/10 to 01/04/11 and DHCP log

information for computers registered as ghost-machook and ghost«laptop.

"‘mm’“"‘ sABXELONN(] {c1D) at the CERT Coordination Center at the Software
sngindering Institute at Carnegie Mellon Univermity. sam (b) | provided s [B)ELE)(Hitk
instzuctions to upload the data to the CEAT drop box.

on 01/06/11, ac amcximely 12332, video surveillance showed the individual later
identified /e § aturn to the wire clomet and remove the netbook and extermal haxd
drive. Later @IO!DI(‘GY@!DKH@- £ the MIT Police Department called

of the NIT rolice Department and stated that he had located the suspect later, identified
as Swarts riding his bicycle on Massach pua near the intersection with Lee
Strest in Cambridge, Massachusetts. RTI( }!(')YI'DI()HDXI and responded to Lee

stxeet to assist[RYRYBVIENE).(D)| [B)6),(bX FRiAL (B Rttempted to Tntexviaw gﬁnz, howevex
Swartu jumped off of his bicycle SWT TANW down Lee Street. and 8A [(b)(8).(b) |
detained the suspect and he was subsequently placed under arrest. Bear £ the
backpack the suspect was wearing revealsd & 0.5, passport in the name of Aaron Swartz and
one (1) USB Thumb Orive. No computer was found in the backpack. Swartz waa transported by
Cambridge Police to Cambridga Folige headguarters and aubseguently charged with violation
of Nassachusetts Gsneral Law {MGL) for Breaking and Eatering.

Also on 01/06/11 checlud the DHCP logs for computer registrations containing the

word “ghost*. GhGiC-laptop was identified a3 still being active on the MIT g

the sawe MAC address as used on 01/04/11 to download journals. W
t.edu) an mMIT ! | traced ghost-laptop on networ

building w20 on the 5P floor. MIT Building W20 is the Stratton Student Center, uoxoy
traveled te the gtracton Student Center and determined that the
networ,

location ghost-laptop connscted to was the Student Information Pmuling
Boaxd office, room 557. [Emﬁcontmud to inton him uu: t hud
traced the metbook to-® ¥oom in the uudea Center.
at the student center and found the Acer Aspire netbook ax erna .ivu

unattended, under & table, powered on and connected to the MIT network by a ¢cable, Using
gloves, SA[RYAI/D)] examined the netbook. The netbook appeared to be fromen halfway in
the shutdown wbate and all attewpts to accees & terminal on the machine were
unsuccessful. It wap. determined it would not be possible to zonduct live forensica or
capture a spapshot of the memory of the computer in its curxrent state. The laptop was
placed in an evidence bag and turmed over to MIT Police to be inventoried into evidence,

repreaented Gwartz and THAU EBLE i make a statement. swartsmnot
coopaxative with i{avestigators. Mn:: muany refused to provide hig name, date of

bixth and othex biographical information.

on 01/10/11, AUSA Heymann and(b)8).(b)(7)XC)
c811 to discuss Che thaft of material fro® JETOR.

from JETOR conducted a coufennc_a )
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on 01/14/11, SA ). | |®)6).(b) [Eyaym and AUSA Heymann met
at the MIT office of General Counsel wil b)(€ or MIT.

JUDICIAL ACTION:

On 01/06/11, Aaron Bwartz was arrested by NIT Police Department and charged with
violation of Massachusetts Gensral Law {MGL) Chepter 266, Section 18, Breaking and
Bntering.

on 01/06/11, Sa[(B)(68),(b)(Jcontacted AUSA Steven Heymann, District of Massachusetts, to
brief him on the .lnvestigation.

On 01/07/11, Aaron Swarte was arrajgned in Cambridge, MA District Court for violation of
MAL Chapter 266, Section 18, Breaking and Batering. The case was assigned docket number
11852CR0O07Y .,

SUSPECTS / DRFEWDANTS:

SWARTS, Aaron H. - BUSFECT

AXA : N/A

RACE: White

SBX: Male

DOR: 11/08/1986

89N: (b)(6),{ k1374

PBI: 675304XD0

SID: MA10S56559
H 8¢~ 06"

WT; 128 lbs.

BYES: Brown

HAIR Brown

1599: Yen

1599A: Ho

PHOTO: Yes

PRINTS ¢ Yeos

POB ¢ Chicage, IL

DL/STATE:

ADDRESS ;

EMAIL:

DATABASE CHECKS: 01/07/11

EXAMS CONDUCTED:

BCSAP: Pending
POLY: N/A
PSD;s N/A

DATABASE SEARCRES CONDUCTED:

MCT / ¢1: 01/07/11
NCIC/SLETS: 01/07/11
CC8/CPT: 01/07/12
LOCAL LB: 01/07/11

EVIDENCE / CONTRABAND / PERSONAL PROPERTY:
All evidence in this caas L8 currently being held at MIT Police Headquarters.

DIBPOSITION:

Case costinued pending further invescigation and judicial action,
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Stephen Heymann held a conference call. |(D)(6),(b]|confirmed Lhat JSTOR has licensing
agreaments with publishers to make journals and articles available on the JSTOR web site,
and that some of those licensing agreements include revenue sharing with publishers in
hich_the publishezs will get a share of the fees JSTOR caollects frow ingtitutioms.
l:a!:od that some of the publishers allow for & direct fae to download an
vidual azticlc, but some publishers do not want individual articlea downloaded.
d that the value of the documents Swartz downloaded to be in sxcess of §2
(b)(6),(b|stated that he believed the average cost of the articles was $14.00.
stated that the first indication of an intrusion wam a degradation of service for
Tustomers. [(D)(0),(D] stated that the software on the JSTOR site reliss on cookiss to
track umers asid that Swartz must have found a way to delete the JSTOR cockies frow his
system prior to making a new request to download a document. stated multiple

e
n.

downlead zewquests cecurred simultansous nd that at times, hundreds of download
requests wexe occurring concurxently. {(b)6)(b)(jconfirmed that the JSTOR texms and
oonnicion_- clesxly prohibited the kind of downloading Swarts was doing.

on 02/03/11, SA Jand Detective received the Acer Aspire netbook, hard drive

enclosure, Western Dig i d contained in the enclosure, aud a USB flash drive
from MIT Police EIQKDIGI@— SA[RYALENT knd Dataotiv#m took the evidence
items directly E0 Cat dge Police Headquarters. The evidence items were logged into ;
Cambridge Police ev!.dcnce and taken to the Cambridge Police Identification Unit. The
Identification Unit began processing the items for fingerprints. The results of the
analyeis is pending. ’

On 02/04/11, & Dohoet.ivc of the cambridge mltce.!%m
rom the Massachusetts Inatitura of Tec ogy, and AUSA Stephen Heymann held a
contume call. explained that he was driving to work on oxluln when b
called him told him that he found a laptop con a switch,
uplaimd that previoualyl(b)}6),B)7)C) |hed sent an email to DI(_)KDI. escribing the switch
raced the excessive downloading from JSTOR to. [(b)(6),(b)(jexpliained that after
® laptop connected to the switch, he started a packet captuze on tha same
switc also explained that the switch the laptop was connected to was an entry
w.ttch and that normelly only edge switches should be plugged into the entry switch.
w“n explained that when arrived, he used NMAP to discover that port
B093 were open on the laptcop that was discovered. Eﬁm‘ ;EEP““ that he reviewed
the e and discovered 14 different IP addresses ¥ ng 8SH traffic to the
un%luwd that soma of the IP addresses were S9H background noise, however
he did could be traced to the linerva sexver at NIT. The linexvs
Berver is a L Up server run by the Student Information Processing Board at NIT.
cnr,od that he was still working on analyzing the packet capture.

on 03/07/11 tola sa[(D)B).(B)]chat he noticed that on 01/06/11, the 1

used by Swartz was briefly registersd on the MIT natwork f£rom building 4.of MIT.
noticed that Auring that time the la unicated with IP addresses 174.139.66"
204.336.212.151 and 50,16.222.69. stated that those IF addresses are associated

with Amazon Elastic Compute Cloud, which is a web sexvice that provides resirzable compute
capacity in the cloud. ;

Also on 03/07/11,[(b)(6).(B}/)C) |sent an email to AUSA Beymaon to reviee her estimate of
how many documente wexe dowaloaded by Swartz. [RYALZm/Ptated that Swaztz downloaded over
2.8 million documents in November and Doconboz c£ 2010. also forwarded emails
£x stating that the initial analysis of the activity indicated that the

downloads weze systematically usi ntial incxeases in stable URLs. The same
email included a atatement :m;wot JSTOR indicating thet the downloading
did not appear to be targeted: towa regearch arcticles or any particular titles,
collections, or disciplines. Fox the 2.8 million downloads in November and December of
2010, the breakdown was 1,305,569 research articles, 938,062 raviowl. 62,127 newa
articles and 9,472 nditotiall.

on 03/11/11, sA[BYBLEN7] arsazc [RXELEYIIC) | sa[BXELGXNC) | sa WEWT@_I
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Detect ive |(b)(8),(b)X7)(C) |exacuted pearch warrant on Swartz's resjdence located
atf(b)(6),(b)(7)(C w—u_]: 7Y(C | Swartz was home at
the time the search was execy search was conducted, Swartz made statements

to the affect of, what took you so long, and why didn’t you do this earlier? The mearch
team selzed geveral items described in greater dstail in the Bvidence section of this
report. After completing the search of Apartment 320, the search team returned to the
first floor to search the storage locker allocated to apartment 320. While on the Eirst
floor, SA Eiwhsewed Swartz loave the building, walk to the streat and sprint away
after he reac the street. Aftery ascertaining that none of the items in the wtorage

locke d to Swartz, the search team moved to [B)B)BY7)C)  |in
Wmom the Harvard University, Edmond R her—ror ezt 15 Tooar
and Swartz is listed as a lab fellow. The search taam observed Swartez at the Safra

Center for Bthics. Harvard University Police secured Swartz‘s office while a federal
search warzant was obtained. After the search warrant was obtalned, the team searched
gwartg’s office at the safra Center. 8a |(b)(6),(b]saized and Apple iMac computer and a
Western Digital hard drive from Swartz‘s office.

On 02/25/11, Detectivam recelved the Acer Aspire netbook, hard drlve enclosure,

Western Digital hard drive contained in the eanclosure, and the USB flash drive from .
Cambridge Police Property Technician [BEIBIIC ] netective took the evidence
items divectly to the ECSAP Lab Evidence Vault. .

SUSPECTS/DEFENDANTS ;

SBWARTH, Aaron B -~ SUSPECT
1899: Yes
1595A; o

FET(G).(b)m(C) | - sumomer
“AKA: E®Ee |
RRCE:
SBX:
DOB:
SSN;
FBI:
SID:
HTt
WT;
EYES:
HAIR
1589: No
1539A: Na
PHOTO: No
PRINTS: No
P08 ;
DL/STATE:
ADDRESS : [EXE.BX7)C) |
BMAIL:
DATABASE CHECKS: 02/24/11

[{SRB).‘ERI' (&) - BUBJECT
W/A

RACE: (6) (o)
8BX:

DOB:

88¥:

FBI: n/a
81ID: w/R
BT: N/A
WT: N/RA

302010 -



: (b)(6).{b)
ey (7¥C)
1599: 5]
1899A: No
PHOTO: No
PRINTS : No
POB:
DL/STATE:
ADDRESS : [BY@).®X7)C) |
EMATL:

DATABASE CHECKS: 02/34/11

BXAME CONDUCTED:

RCSAP: Ongoeing
poly: N/A
¥8D: N/A

DATABASE SERRCHES CONDUCTRD:

MCI / ©1: 01/07/11
NCIC/BLETS: 01/07/11
CC8/CFT: 01/07/11
LOCAL LB: 01/07/11

EVIDENCE / CONTRABAND / PERSOMAL PROPERTY:

BVIDENCR 8SP 1544 S/N:

DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIFTION OF ITEMS:

BBIZED / OBTAINED FROM:
LOCATION:
DISPOSTITION:

HVIDENCE SSP 1544 S/N:

DATE OF INVENTORY:
INVENTORY MADH BY:
DESCRIPTION OF ITEMS:

SBIZBD / OBTAINED FROM:
LOCATION:
DISPOSITION:

BVIDENCE 88F 1544 S/N:

31212011

DATE OF INVENTORY!
INVENTORY MADE BY)
DESCRIPTION OF ITEMS:

SBIZED / OBTAINED FROM:
LOCATION:

102 2011 CBR 31
02/11/31

84 |(b)(6),(b) | '
Scieptific Atlantic Modem SHi SM156%968

Apple Multi Adapter SN§ 6F9385M72U6
Apple Multi Adapter SN§ 6F7281NNU4S
Black Notebook Journal

Aaron Swarte

Boston Field Office Evidence Vault

Held pending judicial action.

103 2011 CB 32

02/11/11

sa|(b)(6).(b) |

#arvard Univereity Barning Statement
Barning Statement Addressed to Aaron Swarty

ter’s Thesis M-876 Lind
Weatern Digital Mail-in Rebate Form

Aaron Swartz
Boston Field Office Evidence Vault

Reld pending judicial action,

102 2011 CE 33

02/11/12

sa [(b)6).(6 _
iiireless-@ 2.4 GAz Broadband Router Linksys
MacBook Mac 05X Install Disc one and two
MacBook User Guide in Gray Cardboard case
Apple Care Service Letter Dispatch R&276408
Genius Bar Work Confirmation

Aaron Swarts

Boaton Pield Ooffice Bvidence Vault

. Pagedof6
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DISPOSITION:

EVIDENCE SSP 1344 8/M:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIFTION OF ITEMS;

SRIZED / OBTAIWED FROM:
LOCATION:
DIFPOBITION:

BVIDBNCE SS8F 1544 §/N:
DATE OF INVENTORY:
INVENTORY MADE BY;
DESCRIPTION OF ITEMS:

SBIZED / OBTARINEBD FROM:
LOCATION:
DISPOBITION:

EVIDBRCE SSF 1544 B8/M:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION DOF ITEMS:

SEIZED / OBTAINED FROM:
LOCATION:
DISPOSITION:

BVIDBNCE SS¥ 1544 8/N:
DATE OF INVENTORY:
INVEBNTORY MADE BY:
DESCRIPTION OF ITBMS:

SEIZRD / OBTAINED FROM:
LOCATION:
DISPOSITION:

EVIDENCE B8S5F 1544 S/N:
DATE OF INVEBNTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITBMS:

SEIZED / OBTAINED FROM:
LOCATION:
DISPOBITION:

EVIDENCE SSF 1544 S/¥:
DATE OF INVENTORY:
INVENTORY MADB BY:
DESCRIPTION OF ITBMS:

32201t

Page 5 6£:6

Held pending judicial action.

102 2011 CR 34
0a/11/11

8sA
ﬂb£g§3g3§l Phone

T-Mobile, HTC ¢2 cell phone

12 Magnetic Media Tapes

Aaron Swaztz

Boston Field Office Bvidencs Vault
Held pending judicial action.

102 2011 CE 3%

02/11/11
8A
MetLa c ue {pod

White 1Pod with carxying came

White iPod with serial number SA6330856UX8A
wWhite iTalk

Black 16GB Thumb~drive

Aaron Swartz

Boston FPield Qffice Bvidence Vault

Held pending judicial actiom.

102 2011 TR 36

02 |

BA

Pifty-four miacellauneocus compact discs
Two hard drive enclosures

T-Mobila Bidekick

Sony Micro Vault

Aaron Swartz

Boston Pield Qffice Bvidence Vault
Held pending judicial action.

102 2011 CB 37

02/11/11

SA

DVD-R with handwritten label

Pocket notebook

Puze Drive Quick atazt guide

pisk utility internal hard drive upgrade kit
Seagate Barracuda Hard Drive Installation Guide
Aaron Swartsz

Boston Field Office Evidence Vault

Held pending judicial action.

102 2011 CE 386

0a/i11/11

SA

Apple iMac Model A1311 serisl number WBO25RXGDB7

Western Digital Mard Drive SN WMANNI006724

Aarcon Swartz
Boston Pield Office EBvidence Vault
Reld pending judicial acticn.

102 2011 CB 239

02/25/11
” .
Acar Aspire One 98 LUSAXOD0010011001E1601
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. " x W . .:is.ge-szgf.;';";;::

- 3
Rocketfish Bncloaure with WD hard drive WNAZALSIEE7S
§P .USB Drive mavked 00458MXBT1 85102
BBISHED / OBTAINED FROM: Cambridge Police
. LOCATION: Boston Field Office Bvidence Veult
DISPOSITION: Held pending judicial actionm.
DIBFOSITION:

The San Francisco Field 0fficea is requested to interview @mamj
determine if Swartz discussed JSTOR or MIT with them, and thay had any Xnowie

'g downloading of documents from JSTOR. Prior to making contact wAth(b)(B).(B) kad
the San Franoisco agent assigned thie 10D is requested to contact Boston case
agent at bu further disvues this came.
Case continued pending further investigation and judicial action.

USS8 / BOSTOW )(8),(BX7XC) A RICCIARDI
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CID) it bt
= ==

o X sm . = '
Sont: , June 23, 2011 4:38 PM : IOD
To: ciD; /

s i8D; SFO . :
Subject: CT 776.610 (102-775-80071-8) REPORT OF 10D - AARON SWARTZ (CLOSED)
/ /RovTING/ /
U.8. SECRET SERVICE INVESTIGATIVE REPORT
FROM: SAN FRANCISCO FIELD OFPICE PILE: 102-775-60071-8
0: CRIMINAL INVESTIGATION DIVISION R-REF: N/a
BOSTON FIRLD OFFICEB . SEISUREE: WB/A

IRF0: INVBSTIGATIVE SUPPORT DIVISION

SUBYECT: REPORT OF IOD

ACTUAL LOS8:  $TBD POTRNTIAL 1088: 32,000,000.00
CASE TITLE!: AARON SWARTEZ
. CASR TYPR: 775.510 .
SECOEDARY TYPES 848,191, 848.20%, $46.930
CONTROLLING OFFICE: BOSTON .FIRLD OFR

PREVIOUS RBPORT: /A
REPORTING PERIOD: 02/28/11 ~ 06/28/11
STATUS : CLOSED

quegted the San Prancieco Fleld Office (8FO) to intc:viovb@
T ]two known associates of aarxon Swartxy to detexmine thelr

After s discussion with u-uwi States Attorney (AUSA) Stephen Heymsnn, District
o:&:ﬁ%:u and case agen B08), it was decided that the intexview

m was interviewed regarding her knowledge of Aaron Swarts’s recent activitiss.
Cagse closed in San Francisco,

IETAILE OF INVESTIOATION:

u 3/1/11, @ participated in a conference call with WW“ the’

leld Office (808) and AUSA Stephen Heymann. During 8 comvelX@ation, S
‘E;m r to

'8A Heymann vequested that I interview irat, and a decision
verviey) OO Jeouia be

er date.

3/9/11, I responded tow“ﬂm I TORTROr— B ORTCT Tyien
At we, SA 7 tery
) . | .




stated that she received a phone call from Swartz, who asked hex to call his lawyer

i

-

0 a LI6)(0) |was asked about any additional contact with Swartz, she
AVised that ohe didn‘t bave any contact, but did hear that due to his arrest, he was no
longer allowed on the MIT campus. Due to this restriction, dvised that she heard

Swartz was upset because he wonld not be permitted to participate in an annual caspua
wide scavenger hunt, of which he participates in every year. |[D)6)0) |was asked if swarts
ever mentioned JSTOR records to har, and dviged that she has never heard Schwarz
discuss JSTOR records. Pleage see the Memor m of Intexview dated 3/9/11 for
additional datails.

on 6/7/11, T contacted SA[(D)6).(b) |regarding the intexviaw of [RYEMY] $A [(P)B).(0)(jadvised
he was preparing to indict paron Swarts and will consult with AUSA Heymann to dekLermine

if an interview with|(b)(8),(b)( |Le necessary.

On 6/10/11, @ was contacted by Sal(b)(6)(b)( [who advised that after a discussion with AUSA
Heymann the interview of|(b)(6),(b)(7)(C) [Would not be necessary.

Case closed in Sam Francisco.

JUDICIAL ACTION:
No Judicial Action is being sought in the Northern District of California at thls time.

SUSPRCTS/DEFRNDANTS :

BVARTZ, Aaron B - SUSPECT
1599: Yes
1599A: Te

RIS |- susagcr

AKA: A )

1599: No
1599A: No
PHOTO No
PRINTS: ¥o
POB:

DL/STATE: l
ADDRESS: |(E s(E ;,(b;( 7 5(0)

BMAIL:
DATABASE CHECKS: 03/24/11

BYE).BN7NC) Eaa

~ARA: N/A
RACE White
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DOB:
1) H
FBI: N/A
8ID; /A
HT: N/A
WT: R/A
BYNS: X
BAIR @C) ‘
1599: Yo
1599A: (-]
FHOTO: No
PRINTS: No
POB:
DL/8TATE:
Am/ams: [EYE),EYNC)
BMALL ¢

DATABASE CHBCKS: 02/24/11
BXANS CONDUCTED:
None.
DATABAGE SEARCHES CONDUCTED:
None
RVIDENCE / CONTRABAMD / PERSONAL PROPERTY:
None
DISPOBITION:

Case clomad in San Francisco.

USES/BAN PRANCISCO/{d I{Eiiﬂi.tﬁid 2 MITCHRLL
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From: BOS

Sent: Wednesday, June 29, 2011 8:40 AM

To! ciD

Ce; ISD; BOS

Subject: CT 776.510 Aaron Swariz (102-775-60071-8)

U.3. SECRET SERVICE INVBSTIGATIIVE REPORT

FROM: BOSTON FIELD OFPICE FILE: 102-775-60071-8
TO: CRIMINAL INVESBTIGATIVE DIVISION X-REP: N/A
INPO: INVESTIGATIVE SUPPORT DIVISION SEIZURER: N/A

SUBJECT: REPCRT QP CONTINUING INVESTIGATION

ACTUAL LOSB: $TBD POTEWTIAL LOSS: $2,000.000.00
CASE TITLE: AARON SWARTZ
CASE TYPR: 795.510
SECONDARY TYPRS 348.191, 848.304, B848.930
CONTROLLING OFFICE: BOSTON FIBLD OFFICE
REPORT MADE BY: 8 ) 1
DATE CRSE OPENED; 01/907/11
PREVIOUS REPORT: 02/28/11
REPORTING PBRIOD: 02/29/11 ~ 08/29/11
STATUS CONTINUVED
SYNOPBIS:

Inveatigation has determined Raron Swartz intruded into the MIT natwork without

authorization by breaking inta a locked telecommumications closet containing hardware for

the MIT network, connecting a computer to the MIT network and downloading documents fzom

JSTOR.
Cage continued in Boston.
DETAILS OP INVESTIGATION:

Refetence is made .to all previous reports in this cage, the most recent of which is a
Request: for Investigation Other Diptrict (IOD) written by SA[B)E) (b)(Jon 02/28/21.

Reference is made to the Report of Investigatiosn Other District written by sn-
(b)(6).(B)(7]Jof the San Prancisco Pield Office on 06/23/11.

Reference is made to the con ance call between SA[DY6).(DY7XC) | AUSA Stephen

Heymann, SA(b)6).(b)(7)( | and W £rom the Computer Bmergemcy Response Team
Cooxrdination Centexr at Carfiggy EIIon Univeraicy on 03/09/11.

Reference is made to the confexence call betw Al(D)(6),(b)( | AUSA Beymann, Detective
Mot the Cawbridge Police, and

'BIOXiJfﬂXGI of MIT on 06/320/11.

Refexence is made to the conference call between SJ(D)(6).(D) | AUSR Heymann, and|(b)(8),(

[BXELE))anafB)(6),(B)(7)(C) | £xom JETOR on 06/25/11.
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The dnr.alh of t nterview are descr N & Memorandum

(B)B).(BY | A copy of that NOI will be nin:umd iu this case folderx.

oo 04/13/11, n (BYB)L(B)] Detectis (DI(JXDII and AUSA Reymanm, interviewed [[RYB).BYTHC)]at
th

that MOI will be m&naimﬂ in this cese foldex.

inl:atvu! ara de

On 06/07/11, 4 Samsung Haxd Drives were turned over to
and Coxmier lovated at 83 Atlantic Avenue in-Boston Mas

SUSPECTS / DEFENDANTS:

SNARTE, Aaron H. - SUSPECT

1599: . Yes
1599 ¥o
(BQIO;’ SUBIRCT

3 jo

1599A: ¥o

BEXNC) | - sysawcr

1899: No

1895%A: Wo

REANE CONDUCTED:

RCSAP: Ongoing
Poly! R/A
Fan: /A

DATABASE SEARCHES CONDUCTED:

MCI / CT: 01/07/11
NCIC/NLETS: 01/07/11
ces/cre: ¢1/07/11
LOCAL LB: 01/07/11

EVIDENCE / CONTRASBAND / PERSBONAL PROPERTY:

BVIDENCR SSF 1544 8/W: 102 2011 CE 81
DATE OF INVENMTORY: 02/25/11
INVEWTORY MADE BY: sA [[BE oy

Boston Massachusatts. detai
i ot Interview written by ner.ecciu

.e the offices of Good
fKACNUES 3

of the MOI will be mincaime in l:hio case folder.

‘g office at 1 Courth e Way, Boston, Massachusetts. Also present were

DIQEIQIQ. both at:comyn with Pish and Richaxdson,
z K Memoxandum of Interview written by SA

The details of ths

A copy of

» [(DY(EY.(B] intexviewea[BYBLONT)NC Jot the [PIELERATC] |

Ly of the

DESCRIPTION OF ITENS: 16 CD pontained in & mailing envelope

8ZIZRD / ORTAINED FROM: Aaron Swarts

LOCATION: Boston Fleld 0ffice Bvidence Vault
DISPOBITION: Held pending judicial action.

BVIDENCE SST 1544 S/N: 102 2011 CR B2
' 2

A copy
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DATE OF INVENTORY:
INVERTORY MADE BY:
DBECRYIPTION OF ITEMS:
SEIZRD / OBTAINED FROM:
LOCATION:

DISPOSITION:

BVIDENCE SSF 1544 9/W:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITENS:
BEXZED / OBTAINED FROM:
LOCATION:
DISPOSITION:

All other evideave remains in the Boston Fleld Office Bvidence vault as previously

xeported.

DISPOSITION:

02/25/11
SA
Galaxy Matal Gear Box External Hard Drive

Aaron Swartz
Boaton Field Qffice Bvidence Vault
Held psnding judicisl action.

102 3011 CB 110

olo)BLBX

4 Samsung Kard Drives

Aaron Swartz

poston Fiald Office ECSAP Vault
Held pending judicial actioen.

Case continued psnding fuxther investigation and judicial actionm.

vsss / BOSTON

[®@.EX7NC) ) mrccrarnz
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From: 80s
Sent: Monday, August 01, 2011 1:38 PM
To: CiD
Ce: 18D; BOS
Subject: 775.610 Notification of Federal Arrest - Aaron Swartz (J-102-775-60071-8)

U.S, SECRET SERVICR INVESTIGATIVE REFPORT

FROM: BOSTON PLELD OFFICE FILE: J-102-775-60071-8
TO: CRIMIMAL INVESTIGATIVE DIVISION X-REF: N/A
INFQ: INVESTIGATIVE SUPPORT DIVISION SEIZURE#: W/A

BUBJECT: NOTIFICATION OF WEDERAL ARREST -
AARON SWARTZ =~ Date of Arrest: 07/19/11

ACIUAL LOSS: $TBD POTBNTIAL LOSS: $2,000.000.00

PEDERAL STATUBS VIOLATED - TITLE 18 UNITED STATEE CODE
SBCTION 1343 - WIRE FRAUD
BRCTION 1030 (a) {4) ~ COMPMUTER FRAUD
SBCTION 1030 (a} (2} - THEPT OF INFORMATION FROM A COMPUTER
SECTION 1030 (a) (5} (B) - RECKLESSLY DAMAMGING A COMPUTER
SECTYON 2 - AIDING AND ARRTTING

CASE TITLE: AARON SWARTZ
CASE TYPE: 775.510

SECONDARY TYPES: B46.191, 048.304, 848.930

CONTROLLING OPFICE: BOSYON FIELD OFFICE

REFORT MADE BY: BAW) =]

DATE CASE OPENED:  01/07/11

PRRVIOUS REPORT: 06/29/11 - REPORT OF CONTINUING INVESTIGATION
REPORTING PERIOD:  06/30/11 ~ 08/01/11

STATUS ¢ CONTINURD

BYBOPSIS:

Aayon Swartz was indicted in U.§. District Court for the District of Massachusetts for

violations of Title 18 United States Code, Seotions 1343 - Wire Fraud; 1030(a) (¢) -
Computer Fraud; 1030(a) (2) ~ Theft of Inforwation Prom a Computer; 1030{a) (5} (B) -
Recklessly Damaging a Computer; and Section 2 - Alding and Abetting,

!

On 07/19/11, Swartz surrendered to federal authorities and was arraigned before
Magistrate Judge Judith G. Deim.

Case continued in Boston.

DETAILS OF INVESTIGATION:

Reference is made to all previous reports in this case, the most racent of which ia the

Report of Continuing investigation writtem by 8 |(b)6).(b)(jon ©s/29/11.
JUDICIAL ACTION:
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Oon 07/14/11, Swarts was indloted in U.8. District Court for the Distyict of Masmachusatts
for violations of Title 18 United Btates Code, Secticns 1343 - Wire Praud; 1030{a)(4) -
Computex Fraud; 1030(a) (2) - Theft of Information Prom a Computer; 1030(a) (5) (B) ~
Recklessly Damaging a Computer; and 2 - Aiding and Abetting.

. L

Ou 07/19/11, Bwartz surrendered to federal authborities and was arraigned before
Magistrate Judge Judith G. Dein. Swartz was released on §100,00.00 bond.

BUIPECTS / DRFEMDANTS:
SWARTZ, Aaron - DEFENDANT - ARRESTHD {PEDERAL)

1835 Yes
1599A: Ro
B)B),BXIN e —
1599; ves
1599A: No
[E@O®NC) | sussmor
1599, Yes L5
1599A: ¥o

RXAMS CONDUCTED:

BCSAR: 05/20/11
Poly: N/A
PSD: w/A

DATABASE SEARCHES CORDUCTHD:
MCY / CI:. 01/07/11
NCIC/NLETS: 01/07/12
ccs/err: o1/07/11
LOCAL LE: 01/07/11
BVIDENCE / CONTRABAND / PRREONAL PROPERTY:

All evidence remains secured in the Boston Field Office Rvidence vault as previously
reported.

DISPOSITION:
Case continued pending further investigation and judicial action,

usss / BOSTON |?55?§5.355375355 |' RICCIARDI
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IRYE,
s

From: BOS

Sent; Tuesday, November 29, 2011 3:49 PM

To: CciD

Ce: ISD; BOS

Subject: 775.510 Aaron Swartz J-102-775-60071-S (Continued}

U.S. SRCRET SERVICE INVESTIGATIVE REPORT

FROM: BOSTON FIELD OPPICE FILE: J-102-775-60071-S

TO: CRIMINAL INVESTIGATIVE DIVISION X-REF: N/A

INFO: INVBSTIGATIVE SUPPORT DIVISION SEIZURE#: N/A

BUBJECT: REPORT OF CONTINUING INVESTIGATION

CASE TITLRE: AARON SWARTS

CABE TYPE: 475,510

SECONDARY TYPES: 848.191, 848.304, B848.930 4

CONTROLLING OFFICE: BO ey

REPORT MADE BY: sal(b)(6Y,(b)(7)(C) _

DATE CASE OPENED: 01 i1

PREVIOUS REFORT: 08/01/11 - NOTIFICATION OF FEDERAL ARREST

REPORTING PERIOD¢ 08/02/11 - 11/29/1%

STATUS | CONTINUED

SYNOPSIS:

In addition to the federal charges pending in t¢his case, Aaron Swartz wag also indicted
in Suffolk County, MA Superior Court for state charges to include breaking and entering
in the daytime with inteat to commit a felony, 1arceny over $350 and unauthorized access
to a computer network.

Case continued in Boaton.

DETAILS OF INVESTIGATION:

Reference is mads to all previous reports in thie e most recent of which is the
Report of Continuing investigation writtem by SA (b)(6) (b)( |3 t:ed 0B/01/11.

On 11/21/11, Aaron Swartz, along with attorneys Martin Weinberg and[[BYBLBXTNC) ]
came to the Boston Field office to review evidence in this case as part of the discovery

process. After the review, items approved for release by AUSA 8tephen Heymann were
turned over to attorney Weinberg.

on 11/23/11, sal(b)(6),(b)(7kurned over the Apple iMac model A1311 with serial number
WB025AXGD87 that was seized frxom Harvard Universicy pursuant to a federal ssarch warrant

on 02/11/11 to [BYAY.GXDICNE)LBXINC) | 0f the Harvard University Police Department,

JUDICIAL ACTION:

On 11/17/11, haromn Swartz was indicted in Suffolk Superior Court for two counts of
breaking and emtering in the daytime with intent to comsit a felony, larceny over $350,
and three counts of unauthorized access to a computer network.
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On 11/25/11, Assistant Districe M:t:ornay (O)O)LOINC) ___Ifor the Middlesex Distzict
Attorney’'s Office emailed BA to inform him that he expected Swarts to be

arraigned om 11/30/11.
BUSPECTS / DEFENDANTS:

SWARTZ, Aarcn - DEFENDANT - ARRIB'I‘ID {FEOERAL)

1898: . . Yen
1899A: Yes
PHROTO ¢ Yen
PRINTS: ; Yes
(BX8),BYTNC) |- susJymcT
1599: Yes
1899A; No
|(b)(0).(b)(7)(0) | - SUBJECT
t Yes
1599A: Mo

BXAMS CONDUCTED:

ECSAP: 05/a0/11
Polygraph: N/A
PSD: R/A

DATABASE SEARCHES CONDUCTED:

MCx / CI: o1/07/21
WCIC/NLETS ; 01/07/11
CC8/CrT: 01/07/11
" LOCAL LE: 01/07/11

EVIDENCE / CONTRABAND / PERSONAL PROPERTY:

BVIDERCE SSF 1544 8/NW: .
DATR OF INVENTORY:
INVENTORY NADE BY:
DESCRIPTION OF ITENS:

SBIZED [/ OBTAINED PRONM:
LOCATION :
DISPOBITION:

EVIDENCE SBF 1544 8/M:
DATE QF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF 1ITENS:

SBIZED / OBTAINBD FROM:
LOCATION:

102 2011 CE 31

02 n 13

8-‘.: ] tlant:lc MNodem SN# SM1565568

Applc m!.tl. Adupter SN¥ 6F9395M7R2UE

Apple multi Adapter SN# 6P7281RRU4LS

Black ¥otedook Journal

Aaron Swarxte

Boston Field Office Bvidence Vault

Item L and 4 returned to Swarts's o.teomy Martin
Weinbexrg, on 12/21/11.

102 2011 CE 32
02/12/11

Slﬁw
Hazrva versity Barning Statement
Rarning statement Addreesed to Aaron Swarts

Master‘s Thesis M-876 Liod
Neatern Digital Mall-in Rebate Form

Aaron Swarte
Roston rield office Bvidence Vault

2
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DISPOSITION: Items 1 - 6 rebturned to Swarta's attorney, Martin
Weinberg, on 11/21/11.

EVIDRNCE 8SY 1544 8/N: 102 2011 CE 33
DATE OF INVENTORY: 032/11/11
INVENTORY MAD® BY; sa [DE.E]

DESCRIPTION OF ITEMS: Wirsless-G 2.¢ GHz Broadband Router Linksys
MaocBook Mac 05X Install Disc one snd two
MacBaok User Guide in Gray Cardboard cawe
Apple Care Service Letter Dispatch R&2764009
Genlus Bar Work Confirmatcion

BEIZHD / OBTAINED FROM: Aaron Swartz

LOCATION: Boston Field Office Rvidence vault

" DIBPOSITION: Item 1 returned to Swartz’s attorney, Martin Weinberg,

on 11/ai/11.
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BVIDENCE SSFr 1544 S/N¢ 102 2011 CE 35
DATE OF INVERTORY: 02/11/12
INVEWTORY MADE BY: sn
DESCRIPTION OF ITEMS:  Metallic Blua iPod

White iPod with carrying case
White iPod with werial number BAS330036UX8A

White iTalk
Black 16GB Thumb-drive
SBIZED / OBTAINED FROM: Amron Swartz

LOCATION: Boston Field Office Evidence vault
DISPOSITION: Items 1 - 5 zaturned to Swaxtz's attorney, Martin
Weinberg, on 11/21/11.
EVIDBNCE 95F 1544 8/W: 102 2011 CE 38
DATE OP INVEBNTORY: 02/11
INVENTORY MADE BY: sa[(b)6).(6]
DESCRIPTION OF ITEMS: Piffy-four wiscellaneous compact disce

Two hard dxive enclosures
T-Moblle Sidekick
Sony Micro Vault

SBIZED / OBTAINMED FROM: Aaron Swarts

LOCATION: Boaton Pleld Office Bvidence vVault
DISPOEBITION: 39 CDs returned to Swartz‘s attormey, Martin Weinberg,
on 11/21/11.
EVIDENCE 8SFP 1544 S/N: 102 2011 CB 37
DATE OF INVENTORY: 02
INVENTORY MADE BY: sal(b)(6),(b)]
DESCRIPTION OF ITEMS: DVD-R with handwritten label

Pockat notebook

Pure Drive Quick start guide

Diek utility internal hard drive upgrade kit
Seagate Barracuda Hard Drive Installation Guide

SBIZED / OBTAINBD PROM: Aaron Swartz

LOCATION: Boston Pield Office Evidence Vault
DISPOSITION: Items 3 - 5 returned to Bwartz’s attorney, Martin
Weinberg, on 11/21/11.
EVIDENCE SSF 1544 S/N: 102 2011 CE 38
DATE OF INVENTORY: 02/11/11
INVENTORY MADE BY: P EYE|
DESCRIPTION OF ITEMS: Apple iMac Model A1311 serial number WBO25AXGD8?

Wetatern Digital Haxd Drive SN WMANN1006724

SBIZED / OBTAINED FROM: Aaron Swartz
LOCATION: Boaton Pisld 0ffice Evidence Vault

DISPOSITION: Item 1 turned over to Harvard Univ. poj(b)(8), [(B)(6),(bY7)C) |

on 11/23/11.
EVIDENRCE SSF 1544 8/B8: 102 2011 CE 81

DATE OF INVENTORY: 02

INVENTORY MADR BY:

DESCRIPTION OF ITEMS: 16 TP contained in a mailing envelope

SBIZED / OBTAINBD FROM: Aaron Swarlz

LOCATION : Martin Weinbexrg P.C.

DISPOSITION: Retuzned to Swartz's attorney, Martin Weinberg, on

11/21/11.
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DIBPOSITION:

Case continued pending furcher investigation and judicial action.

UsSs/BOSTON [BYE),BITIC) : } rrcczamp:z
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ORIGINAL

From: BOS

Sent: Monday, February 27, 2012 6:01 PM

To: CciD

Ce: i8D; BDS

Subject: CT 775.510 Aaron Swartz (102-775-60071-S)

U.8. SBECRBT SERVICE INVESTIGATIVE REPORT

PROM: BOSTON FIELD OFPICE FILE: 102-775-60071-8
TO: CRIMINAL INVESTIGATIVE DIVISION X-REF: N/A
INFO: INVESTIGATIVE SUPPORT DRIVISION SEIZURBH: N/A

SUBJECT: REPORT OF CONTINUING INVESTIGATION

ACTUAL TOSS: TBD POTBNTIAL LOSS: $2,000,000.00
CASE TITLR: AARON SWARTZ
CASE TYPE: 775.510
SECONDARY TYPED: 848.191, B848.304, 848.930

CONTROLLING OFFICE: BOSTON FIELD OPFRICB

REPORT MADE BY: 5 LBU7NC) |

DATE CASE OPENED: 01/07/11

PREVIOUS REPORT: 11/29/11 - Report of Continuing Investigation
REFORTING PERIOD: 11/30/11 ~ 02/27/11

STATUS ; CONTINUED

SYNOPB1S:

Swarts wae arraigned in the Middlesex Qounty, Massachusetts sSuperior Court on two counts
of breaking and entering in the daytime; one count of larceny for more than $250.00; and

three counts of unauthorized access to a computer.
Casa continued in poston.

DRETATLS OF INVESTIGATION:

Reference ie mades to all previcus reports in this case, the most zecent of which ig the
Report of Continuing Investigation written by S» on 11/25/11.

on uEzo/n. 5 Detective[BYB)BNINC) | Cambridge PP, and Detective
®D (bo England E

Bogton h of the Naw ectronic Crimes Task Fo - HEE
deliverad a hard drive containing discovery information prepared by (b)(G

CTE
ZE Q 20 Park Plaza in Boston, Magsachusette. The drive was signed for by|(b)(6),(b
(B)(6),(b)7)( |of Martin Weinberg P.C. ‘The zigned receipt by BB BYTY( J¥ill remaid
permanent part of this cage file. '
on 01{31{12|ZEE§3 (Ej[iﬂﬁj ]a courier for Martin Weinberg, signed for a Toshiba Portable
¥ard Drive containing discovery informationr alao prepared byi(bi(ﬁ),(bi(?i(C) Iat the Bogton
Field office.

JUDICTAL ACTION:
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018 11/30/11, Swartz was arraigned in Middlesex County, Massachusetta Superior Couxt on
two counts of bresking and entering daytime, ona count of larceny for mora tham 350,00,

and three count# of unauthorited access to a computer.
SUSPECTS / DEFBNDANTS:
AARON ¥ BWARTZ -~ DEFPENDANT

1599 Ye&s
1599A: tes

I=i1F |




EXAMS CONDUCTED:
ECSAP: 05/30/11
Foly: N/A
PSD: N/A

DATABASE SEARCHES CONDUCTED:

MCI / OI: 01/07/11
NCIC/WLETS: 01/07/11
CCB/CFT: 01/07/11
LOCAL LB: 01/07/11

Results of databese searches have been reported under "Details of Investigatlon”.
BVIDENCE / CONTRABAND / PERSONAL PROPERTY:

All evidence rewains in the Boston Field Office Evidence Vault.

DISPOBITION:

Case continued pending further investigation and judicial action,
U855/BOSTOR |(b5(3).(b)(7)(0) ] RICCIARDI
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[EXeLEXXC iczn) -

ORIGINAL

Fram: B80S

Sent: Tussday, May 29, 2012 2:11 PM

To: CiD

Ce; BOS; 1ISD

Subject: CT 775.510 Aaron Swartz (J-102-775-60071-8)

U.8. SEBCRET BERVICE INVESTIGATIVE REPORT

¥ROM: BOSTON FIBLD OFFICE FILB: J-102-775-60071~8
TO: CRIMINAL INVBSTIGATIVE DIVISION X-REF: N/A
INFQ: INVESTIGATIVE SUPPORT DIVISION SEIZURE#: N/A

SUBJECT:  REPORT OF JUDICIAL ACTION

ACTURL LOSS: TAD POTENTIAL LOSS: $2,000,000.00
CASE TITLE: ARRON SWARTZ
CASE TYFR: 775.510
SECONDARY TYPES: 048,191, 048.304, B848.930
CONTROLLING OFPICE: BO FIELD OFFICE
REPORT MADE BY: sdfbi(&).(b)(?)(m - |
DATE CASE OPENED: 01/07/11
PREVIOUS REPORT: 02/27/12 - Report of Continuing Investigation
REPORTING PRRIOD: 02/28/12 - 05/298/12
8TATUS: CONTINUED

BYNOPSIS :

Judicial action continuag in the cage of the United States versus Aaron Swartz and the
case of the Commonwealth of Massachusetts versus Aaron Swartz.

Case continued in Roston.
DETAILS DF INVEBSTIGATION:

Reference is wade to sll previous reports in this case, the most recent of which i& the
Report of Continuing Investigation written by 8al(b)(6).(b) Jon 02/27/12.

Reference ébma_dn_u_:m_ullephone conferance hetween Assistant U.S5. Attornay stepben
Heymann, SH(b)(6)(b)(7)(C) and Detective [(b)(6),(B)(7)(C) | Cambridgs Police Department on
05/15/12. i

Reference is made to the email from Aesistant District Attoxnay|(b)}(6),BX7XC) Jto 81\

n 05/23/12.

JUDICIAL ACTION:
on 05/15/12, AUSA Heymanm, Detective|(D)(6)(D)|and SA conducted a telephone

conference call to discuss the proaregg of the case against Swartz. AUSA Reymann
informed SA[RYRYBY] and Del:eut:iv that the case was prograssing and he expected

judicial action at soma tims in the Future.

SUSRECTS / DEFENDANTS:
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ARRON H SWARTZ - DRFENDANT
1599, Yes
1599A; Yesn

XAM8 CONDUCTED
ECOAP: 05/20/12
Poly: W/A
P8D: N/A

DATABASE SEARCHES CONDUCTED:

MCI / CI:¢ 01/07/31
BCIC/NLETS: 01/07/31
ces/err: 01/07/%1
LOCAL LE: 01/07/11

Results of database searches have been reported under "Detaila of Investigation.”
EVIDENCR / CONTRABAND / PERSONAL FROPHRTY:

All rewaining evidence isy in the Boston Field Office Evidence Vault.

DISPOSITION:

Case continued pending further investigation and judicial actiom.

US88/BOSTON [®3(®).(B)7)(C) |/ ricciarnr
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MME Detect ive [QIQXQW. AUSA Stophcn thmann and AOSA
Lnterv ewed the follon g_Masas - ’ oyeeon

MAAY A Teale t 77 Massachusetts Avenue, Cambridge, Massachusetts.

JUDICIAL ACTICN:

On 09/12/12, a superseding indictment was rendersd in the United Statea District Court,
District of Massachusetts, charging Raron Swartz with viclations of 18 U.$.C 1343 wire
fraud; 18 U.8.C 1030 computer fraud, unlawfully obtaining information from a protected
computer and recklessly damaging a protected computer; and 18 U.8.C 2 siding and
ahetting.,

SUSPECTS / DEFENDANTS:
ARRON H SWARTZ - DEPENDANT

1599; Yes

1599A: Yes
XAMS CONDUCTED:
ECSAP: 05/20/11 )
Poly: N/A '
FSD: N/A

DATABASE SBARCHES CONDUCTED:

NCI / CIL: 01/07/711
NCIC/NLETS: 01/07/11
CC8/CFT: 01/0%/11
LOCAL LE: 0%/09/11

EVIDENCE / CONTRABAND / PERSONAL PROPRRTY:

All remaining evidence is in the Boaton Field Office Evidence Vault.
DISPOSITION:

Case continued pending further investigation and judicial action.
USS5/BOSTON 8).(b)7 X RICCIRARDI
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From: . BOS

Snt: Thursday, January 17, 2013 8:59 AM
To: Clo
ce 150; BOS
Subject: CT 775.510 Aaron Swartz (1-102-775-60071-5)
U.S. SECRET SERVICE INVESTIGATIVE REPORT
FROM: BOSTON FIELD OFFICE FILE: J~102-775~60071-8
TO: CRIMINAL INVESTIGATIVE DIVISION X-REEF: N/A
INFO: INVESTIGATIVE SUPPORT DIVISION SEIZURE§: N/A

. SUBJECT: REPORT OF JUDICIAL ACTION

ACTUAL 1088: TBD POTENTIAL LOSS: 92,000, 000.00'
CASE TITLE: AARON SHARTZ
CASE TYPE: 775.510
SECONDARY TYPES: 848.1921, 848.304, 848.930

CONTROLLING OFFICE; 5:;’!'0& FIELD OFFICE

REPORT MADE BY: 8 i

OATE CASE OPENED: 01

PREVIOUS REPORT: 09/21/12 ~ REPORT OF JUDICIAL ACTION
REPORTING PERIOD: 09/22/12 - 1/17/13

STATUS: CONTINUED

SYNOPSIS:

On 1/11/13, Raron Swartz was found dead in his apartment in Brooklyn, NY as a result of
an apparent suiclde.

A suppression hearing in this had been scheduled for 1/25/13, with a trial date of
4/01/13, in U.8. District Court for the District of Massachusetts.

Case continued.

DETAILS OF INVESTIGATION:

Reference is made to all pravious re this case, the most recent of which is the
Report Judicial Action written by on 09/21/12.

On 1/12/13, several open int t sources were reporting the death of Aaroen

Swartz. Detecti Cambridge, MA PD, contacted Datectiv New
Yoxk City PD (NYPD) = Pr e to confirm -Swartz’ death. Detective state at

YOl —

&t 19:35 hours on 1/11/13, it was reported to NYPD that Raron Swartz had c tted
) Detectivel o, ~\ /further stated he responded to
X mﬂmﬂ— and confirmed that Aaron Swaztz was found dead of an apparent
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JUDICIAL ACTION;

A supprsssion hesring had been schedulsd for 1/25/13 in U.S, District Court for the

District of Massachusetts with a trial dste of 4/01/13.
SUSPECTS / DEFENDANTS:

AARON R SWARTZ - DEFENDANT (FEDERAL)
1599: Yem (Entered 1/19/2011)
1599A: Yes (Entered 11/2%/2011)
EXAMS CONDUCTED:

BECSAP: 05/20/11

Foly: W/A

raD: N/B .

DATABASE SEARCHES CONDUCTED:

MCI / CI: 01/07/11

NCIC/NLETS: 01/07/11

CCS/CET: 01/07/11

LOCAL ILB: 01/07/11

EVIDENCE / CONTRABAND / FERSONAL PROPERTY;

All avidence remains in the Boston Field Office Evidence Vault as previously reported.

DISPOSITION:

Case continued pending disposition of evidencs,

USSS / BOSTON |(b)(8 (B)(7)(C) |/ miccraror

735
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Sl R e
From: BOS
Sent: Tuesday, June 25, 2013 3:09 PM
Yo: Cio
Ce: BOS; 1SD
Subject: 775.510 Asron Swartz (}-102-813-60071-5)

U.S, SECRET SERVICE INVESTIGATIVE REPORT

15
FROM: BOSTON FIELD OFFICE FILE: J-102-88%-60071-8
TO:  CRIMINAL INVESTIGATIVE DIVISION X-REF: N/A
INFO: INVESTIGATIVE SUPPORT DIVISION SEIZURE NO: N/A
SUBJECT: REPORT OF CONTINUING INVESTIGATION
CASE TITLE: AARON SWARTZ
CASE TYPE: 775.510 - NETWORK INTRUSION OR COMPUTER HACK/
UNIVERSITIES
SECONDARY CASE TYPE: 848.191; 848.304; 848.930
CONTROLLING OFFICE: BOSTON FIELD OFFICE (617-565-5640)
REPORT MADE BY: s»%m
DATE CASE OPENED: 01
PREVIOUS REPORT': REPORT OF JUDICIAL ACTION, DATED 01/17/13
REPORTING PERIOD: 01/18/13 - 06/25/13
STATUS: CONTINUED
SYNOPSIS:

On 03/18713, Assistant United Statas Attorney (AUSA) Stephan Heymann instructed this
most of the property seized from Aaron Swartz to his familiy’s attorxney,

agent_Lto returp
W The property was returned as directed.

Case continued pending disposition of remaining evidence.

DETAILS OF INVESTIGATION:

Reference As made to all previous reports in this case, the last a Report of Judicial
Action written by SH ™ vVl 7dated 01/17/13.

There are no details of investigation to report during this reporting period,

JUDICIAL ACTION:

n 03/18/13, AUSA Stephen Heymann contacted Lhis agent and authorized the veturn of all
f Aaron Swartz’s property that was being held in this case except for his laptop.

sntinuing on oana/n,@ﬁ@ﬁ?legul assistant to Attorney WQ‘
cked up all remaining evidence except for Swartz’s laptop. A receipt of
operty was signed and will remain a part of this case file.
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SUSPECTS/DEFENDANTS ¢

AARON H SWARTZ - DEFENDANT - (FEDERAL} - DECEASED
88F 1599: YES (Ratexad 01/19/11)
S9P 15998t YES (Bntered 11/29/11)

EXAMS CONDOCTED:

ECSAP: 05/20/11
Poly: N/A
FSD: N/A

DATABASE SEARCHES CONDUCTED:

MCI/CI 01/07/11
NCIC/NLETS: 01/07/11
CCS/CET 01/07/11
LOCAL LEs 01/07/11

EVIDENGCE / CONTRABAND / PERSONAL PROPERTY:

EVIDENCE SSF 1544 3/M:
DATE OF INVENTORY:
INVERTORY MADE BY:
DESCRIPTION OF ITEMS:
SEIZED / OBTAINED FROM:
DISPOSITION:

EVIDENCE SSF 1544 S/W:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF 1TEMS:

SEIZED / OBTAINED FROM:
DISPOSITION:

EVIDENCE 8SSF 1544 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:

SEIZED / OBTAINED FROM:
DISPOSITION:

EVIDENCE SSF 1544 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:
SEIZED / OBTRINED FROM:
DISPOSITION:

EVIDENCE SSF 1544 S/N:
DATE OF INVENTCRY:
INVERTORY MADE BY:
DESCRIBTION OF ITEMS:
SE1ZED / OBTRINED FROM:

102 2011 CE 000031

02/
sa [(b)(8),(b)X7)C

2 Apple Multi-Adaptera

950 Massachusetts Ave i 320 Bosta
Returned to Atty. Wr—_‘"']

102 2011 CE 000033

02/11/1
sa[(B)(6).(bX7)C
MadBook 1nstall Disks, User Guide,

Service Letters, Flashcard

950 Massachusetts Ave # 320
Returned to Atty. I

102 2011 CE 000034

a6 T |
A [{o)8) EXC) |
Nokia Cell Phone, HTC 32, 12 Media

Tapes

950 Massachusetts Ave % 320 Bost
Returned to Atty.FﬁEﬁﬁUﬂCT_-_Jﬁj
102 2011 CE 000036

02/11/)

s BT

Side 7 aony Microvault

950 Masgachusetta Ave # 320 Bostan
Returned to Atty. [EIEION

102 2011 CE 000037
02711711
sa[o)®).EXNC) |

DVIS, Pocket Notebouok

550 Massachusetts Ave # 320 Boston

3

403




DISPOSITION:

EVIDENCE SSEF 1544 8/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:
SEIZED / OBTAINED FROM:
DISPOSITION:

EVIDENCE SSF 1544 S/N:
DAYE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:
SKIZED / OBTAINED FROM:
DISPOSITION:

EVIDENCE S8SF 1544 S/N:
DATE OF INVENTORY:
INVENTORY MADE BY:
DESCRIPTION OF ITEMS:
SEIZED / OBTAINED FROM:
LOCATION:
DISROSITION:

DISPOSITION:

Returned to Atty. mm)—_j

102 2011 CE 000038
02/11/11

SA bY7XC
SA[BYELL )(g)( ;‘}w

950 Massachusetts Ave % 320G Boaton
Returned to Atty.

102 2011 CE 000082

02/11/11

sa [B)@).(eY7XC) |

Galaxy External HDD

950 Massachusetts Ave § 320 Boaton
Returned teo Atty. [L)B).OINEC)

102 201} CE 000038

02/11/11
54 |(b)(6),(B)7)( ,
Appla 1IMAC WBOZ5AXGDE8?

350 Massachusetta Ave # 320 Boston
Boston Evidence Yault
Held pending instruction from USAO

Case continued pending disposition of remaining evidence.

0S538/BOSTON

®®.®EXNC)  parccraro:
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INVESTIGATIVE TRAYEL WORKSHEET

Name of Traveler: Dmi(")(a)'(b)(i XC) Cambridge, MA PD (Task Force Officer)
Traveling From:  Boston, MA

Traveling To: New York, NY

Method of Travel: Train

Dates of Travel:  01/13/12 - 01/15/12

Case Number: J-102-775-60071-S

Case Title: Aaron Swartz

AUSA / District Attorney: AUSA Stephen Hoymann

Court District: District of Massachusetts

NCED V
Forelgn Travel Requires GS-15 Approval

Reference the telei hone conversation between ATSAICI(D)(ﬁ)-(b)('/)(Cs kBOS) and

ATSAIC[B)E).(b)X7)C) |(NYC) on 01/04/12 regarding this travel.
Supervisor / Office of Traveler: ATSAIC I(b)(ﬂ).(b)b)(c) kBOS)
Supervisor / Office of Destination: ATSAIC|P)® OXNCH mve)

Purpose of Travels Cambridge, MA Det a member of the New
England Electronic Crimes Task Force (NEECTF) is being requested to travel to
New York sloug with (2) AUSA’s from the District of Massachusetts (AUSA
Stephen Heymann and AUSA Scott Garland) from 1/13/13 - 1/15/13 to interview
witnesses in preparation for a trial in case #J-102-775-60071-S, Sce attached SSF

4000, Invitational Travel Request/Authorization for Non-Employees
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INVITATIONAL TRAVEL REQUEST/AUTHORIZATION FOR NON-EMPLOYEES
(¥ soditional space is needed use back of thiz form)

INSTRUCTIONS: A invitational iravel requesls must be opproved by the | 1) REQUESTED BY (Name/Division/Office):

A Ak o A et Cunf ot ety o oo
tion through the SAIC, LRC; and include R y

the name(s) and lille(s) of the traveler(s), organization(s) of the ATSAICD)E).0)NC) _lsos

travelon(s), dates of trevel, purpose of lrave), and type of travel andior per | 2) NAME, TITLE, AND ORGANIZATION OF TRAVELER(S):

L_'.L_.;.
diem raquired, to include origin and destination of iravel. Al elemenis of | Task Force Officer (TFO)|(b)(6).(BX7)(C) |iDOB:
the approval process shoukd be accomglished pnor Lo the onset of iravel, (5)(6),(D) ] Cambrldg(;l:FMI{ ce D epanmo(nt

u.qsugw’r;g’ for ig;gﬂond travel Is authorized in accordence with 8
.S.C. A and 5704, he Federsi Trave! Reguistion
wlmpbmcntcd by::: !'J;. SmﬂSorvfc'o. s 20} IS THE TRAVELER(S) A CONTRACTOR? D YES NO

3) PURPOBE OF TRAVEL AND EXPLANATION OF THE BENEFIT TO THE SERVICE:

Cambridge, MA De{(b)(8),(b)(7)(C) | a member of the New England Electronla Crimes Task Force (NEECTF), Is being
requestad to travel to Now York along with {2) AUBA's from the District of Massachusetts (AUSA Stephen Heymann and
AUSA Ecott Garland) from 1/13/13 - 1/18/13 to Interview witnosses In proparation for a trial in cass #1-102-775-60071-8. A
fedaral trial Is scheduled for February 2013 for main suspect Aaron Swartz who was indicted In the spring of 2012,

4) EXPENSES TO BE AUTHORIZED (Mark X" In appropriste box{es):
TRAVEL LODGING PER DIEM
[] oTHER (Explain)
NOTE: the Logistics Resovrce Coniter (LRC) witl fill In authoelzed retes,

5) ITINERARY (inciude orgin end deabrion of fravel):

1713113 - Depart Boston, MA viz Amtrak train / Arrive New York, NY {RON}
1/44/43 - Conduct Interviews in New York, NY (RON) -
1/18H3 - Conduct interviews In New York, NY / Depart New York, NY via Amtrak train / Arvive Boston, MA

6) PROJECT CODE TO BE CHARGED:

7} AD'S SIGNATURE DR CHIEF COUNSEL, (Originating Office):

(Prfeet rme) (Stgnature) (Oai0)
LRC USE ONLY
AUTHORIZATION NUMBER: EFFECYIVE DATES OF TRAVEL:

APPROVALS (Loglstics Resource Center and AD-Administration)
BIGNATURE OF BAIC-LRC: DATE:

BIGNATURE OF ADADMINISTRATION: DATE:

NOTE. THE LOGISTICS RESOURCE CENTER STAFF WILL COMPLETE THE AUTHORIZATION CITING THE AUTHORIZATION NUMBER,
PER DIEM, LODGING RATES, AND OTHER PERTINENT INFORMATION NEEDED FOR THE TRAVELER TO VOUCHER HISHER
EXPENSES TO THE SECREY SERVIGE. AUTHORIZATION WILL THEN BE 3ENT TO THE AD-ADMINISTRATION FOR SIGNATURE
AND FINAL APPROVAL. EXPENSES SHOULD BE VOUCHERED DIRECTLY TO THE U.S, SECRET SBERVICE BY THE TRAVELER
AS 800N AS THE TRAVEL 18 COMPLETE, THIS COMPLETED AUTHORWATION WILL 8E ATTACHED TO YHE TRAVEL

VQUCHER.

UNITED BTATES SECRET SERVICE SSF 4000 (Rav. 052005}
Théa form wir electonil; froduced ua Omeifarm by USSSADMINMRO/PARS
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(CONTINUATION PAGE FOR INVITATIONAL TRAVEL REQUEST/AUTHORIZATION FOR NON-ENPLOYEES)

UMITED STATES SECRET SERVICE S5F 4000 (Rav 032008)

[RiF. ]




//ROUTINE/ /

FROM: SAIC - Criminasl Investigative Division File? 400.090
TO: SAIC -~ Bew York Fleld Office

SAIC - Boston Field Office
INFO: AD -~ Office of Investigations

Chief ~ Financial Management Division

SUBJECT: Invitational Travel of TFO [B)BL(BI7NC) | New England

Electronic Crimes Task Force, to New York City, NY from 01/13/13 -
01/18/13

Reference is made to the 01/08/13 communications bery AL
[BXe I )iB0s) . arentc MRVETEITC—] (NYe, ATSATC [BXONBXIC)
{CID), and SA|(b)B),(b)(7)( CID) regarding this tvavel.

Final reference is mage to the 8SF 4000, Invitaticnal Travel
Request /Authorization for Non-Employees, approved by DAD tlugh Dunleavy
(INV) and 8A1C Carrie Hunnicutt (AOM) authorizing this travel.

Te0|(b)(8),( | is avthorized to travel via Amtrak from Boston, MA to New
York City, WY, TFO|b)(6),(b)] at the request of Assistant United States

Attorney (AUSA) Stephien Heymann, District of Massachusetts, will
interview witnesses in preperation for trial in case #J-102-775-60071-8
(Aaron Swartz),

Schedule for Tmis as follows:

01/13/13 ~ Travel to New York Cilky
01/14/13 ~ Conduct Interviews
01/156/13 « Gonduct Interviews / Retourn travel tu POD

Appropriate liaison has been established with the New Yoxk Field
office. AT3AIC[RYBLBNTNC) ] (BOS) will make all appropriate travel
and lodging arrangements,

Invitational travel number, 13-26, should be used for all travel
related travel documentation,

Rll personnel are reminded of the Directox’s recommendations regarding
better business practices in utiliziag Secret Service funds to include
travel for protective missions, ilnvestigations and training. ®hen
traveling to or from citiss with multlple airports, SATO will provide a
cost comparison. All personnael are expected to use the most cost,
affective airport while considering taxi rates to your destination.

Questions regarding this travel should be directed to ATSAIC|(b)(6),(bX
EIELEIC] €10) =t (EXBLBRIC ]

Headquarters (C1D) (0)(6).(B)7)C) |
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MCT {070} SUBJECT DESCRIBTION

SUBJ D CASE MR 102-775~0060071-S SUBJ NR 1 CFO 102 CASE TYPE 775510
CRAIS EVID  ADDNO EMPLY FPAMLY 8SUM  CSUM
NAME (L, £, M) SWARTZ AARON AFFIX A/D  J CASE
SEX RACE HGT WGT EYES HAIR  DOB POB:CITY ST CTRY CITZENSHIP
8 W 506 120 BRO BRO 11081986 CHICAGO IL us
INTEREST CODES 38 13 OCCUPATION CODES
DECERSED DEFENDANT
DO NOT SEND TO_TEGS: KNOWN TO sm‘(bE(G}.(b)(m) |
8N 493 FBI W £75304K00
MIL.5R-BRCH PRSS.CIRY US KO
ID NO/ST PO MA 10556559 D/L 8T NO
SCARS/MARKS INS ALIEN NO
SPEECH DEFECT, TATTO0S
MISSING LIMB ACCENT
NATIONALITY PHY DEFORMITY
AFIS NO ADDICT

HAND/W  MMDDYY PHOTO 010411 FINGER/P 010411 PALM/P MMODYY
REMARKS DATE EST 011911 DATE UPD 011813
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MCT {32 1NEN) FINANCIAL CRIMES INVESTIGATION

CCTRL D CASE NUMBER: 102-775-0060071-8 CC NR: 2 CASE.TYPE: 775,510
SAR3 CASE(Y/N):

CCTRI, HAS NO ADDITIONAL SECONDRY

OFF: 178 CASE TIVLE: ARRCN SWARTZ CPG TYPE:
CID REGION ONE

PRIMARY  LOCATION-w-—=-=w=we- FIELD AGENT ° RGENT BGENT DATE
UNITS 8T CItY ORIG 0D ZONE 71 NB OFF OFF ASSIGNED
1 pDC CID ¥ ugooor 178 1}; 013111
DEVICES PRIOR TQ CURRENT POTENTIAL DOLLAR LOSS: .

12/01/12~ CURRENT ACTUAL DOLLAR 1038: .
QUANTITIES BY TYPE~==w---v- TOTAL (UANTITY BY TYPE-

CRED CARD DEBIT CARD PREPAID CARD COMM CARD BANK ACCT BROKE ACCT COMMR ACCT
WIRE TRAN TRAVL CHK BROKE CHCK COMM CHK PERS CHK E-MONEY  OTHER
- CLOSING AND JUDICIAL ACTION mmmismmmm s mo oo o mw m e

DATE CLOSED OFFENDER ID ACCEPT BLANKET DECLINE SPECIFIC DECLINE
MMDDYY ¥/N: FEDRL: FEDRY,: FEDRL:
STATH: STATE: STATE:
REMARKS ¢
F3 Fd #5 F6 F9  F10  DPATE EST 013111
CASE TICK SECD JUsT MEND EXIT DATE 0OPD 013111



MCI (070) SOBJECT DESCRIPTION

SUBJ O CASE NR 102~775-0060071-8 SUBJ NR 1 CFG 102 CASE TYPE 775510
CRBIS  EVID ADDNO EMPLY  FAMLY  SSUM CSUM

NAME(L, F,M) SWARTZ AARON AFFIX A/b J CASE

SEX RACE HGT WGT BYBS HAIR B POB:CITY 8T CTRY CITZENSHIP
M W 506 120 BRO BRO 110813686 CHICAGO IL Us

INTEREST CODES 38 13
DECERSED DEFENDANT

DO NOT SEND TO TECS:

SsN (TR LEE
MIL.SR-BRCH

1D NQ/ST PD MA 10556552
SCARS/MARKS

SPEECK DEYECT

MISSING LIMB

NATIORALYTY

ArLS NO

OCCUPATION CODES

&nowN To sa: [RBLOXNC) ]

FBI NO 675304KDO
PASS.CTRY US NO BELONC) ]
P/L ST (o]

INS ALIEN NO

TATTOOS

ACCENT

PHY DEFORMITY

ADDICT?

RAND/W MMDDYY PHOTO 010411 FINGER/P 010411 PALM/P MMDDYY

REMARKS

DATE EST 011%11 OCATE UPD 011813
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COMMON INDEX (CIL) NAME SEARCH RESFONSE LAST
NAME: SWARTZ, AARON

SEX: RACE:; DOB: MMODYY SSHN: CFO:

SYSTEM CASE NUMBER NAME 83/0 SRT DOB

. MC 1D277500600713 SWARTZ AAROR ‘ ‘D OMNT 10886

. ﬂ(b)(e).(b)m(c) ®®).oeNNeC) | _|(b)8),(b)(7)(C Eg;
(7)

. (C)

El=HELP FRwRFHSH F10=CI MENU
SELECT F3wSURIECT F4=ADDRESS F4=PRONE F6=VEHICLE F3=QTHER
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(6)(8),(B)(7)(C)
CID
From: Heymann, Stephen (USAMA)[B)(®).(BX7)(C) __ [Busdoj.gov]

Sent: Friday, February 26, 2011 10.07 AM
To: EEEEWCID)
Subject: Aaron nz Case

Can you please send me one paragraph describing|(b)(6).(b)7)(C) | areas of expertise and who he Is employed
by? Like is he employed by CERT which then has a contract with secret Service or like you is he an
agent. Also, has he previously handied grand jury material in other criminal investigations in other districts?

Thanks[EXELE
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